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Financial Transactions 
_j. 

Tax Haven Countries 



There are various reasons why people place, their money/assets in tax haver 
countries. Some reasons include a reduction in their taxes, a reduction 
in financial loss due to Inflation, and, increased financial privacy. 

For the drug trafficker* financial privacy is an indispensable aid in 
concealing the profits made through this illicit activity. There are a 
number of tax haven countries that provide this aid, Switzerland is a 
good example. 

Switzerland has a long history of success as the world's greatest financia 
center. Minimal financial regulations and the Swiss bank secrecy law 
make this country a desirable tax haven. 

In their haste to achieve the same success, many countries have passed 
bank secrecy laws which exceed' Switzerland's 1n their all-incluslveness 
and in the severity of their penalties. 

Pure tax havens are countries having tax laws that exact little or no 
local tax and thereby permit accumulation of capital until 1t 1s returned 
to a higher tax nation. To some degree* every country is a tax haven, Th 
United States can be considered a tax haven because 1t does not tax the 
interest earned by foreigners on the deposits they maintain the United Stfc 
banks . 
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tion; special exemptions offered and 
/, Corporate Secrecy, etc. 



To take advantage of the benefits of these countries, there are numerous, 
vehicles that can be used. These include: 

o International Finance Subsidiaries of U.S. Corporations 

o Banks and Trust Companies 

o Shipping Companies 

o Captive Insurance Companies 

o Finance Companies 

o Various Types of Holding Companies 

Before we address how these vehicles are used, we should ^ s * Jf s ^ D h ; 
violators transfer their illicit gains to these havens. ^.^V^ 1 
nrncess is the changing of small bills into large bills. This is caned 
fining' money Thl! is tedious work that includes visiting a number of c 
banks in order not to arouse suspicion. 

The secret of transferring large amounts of drug money from the United SI 
a havln country" Is to persuade a financial institution with access to i 
national transfer facilities to accept an uncommonly large amount of cast 

There are several cotimonly known procedures to transfer such large amouni 



monies: 



Money Exchange: Money exchanges have been ^own to Pt large ; 
of cash. Using a dummy corporation, a violator will notify tne T 

done as a professional courtesy. 

the broker with cash or bank check. , 



ee 

Late? the bank official will pick up the cash. 



lateral Transfer: Lateral transfer have been used by druq dealers in 
Americans a convienent way to payoff their suppliers without ohvir^ 
exchanging money. Using lateral transfers, a heroin deal 6^1^ in 
structs his bank to transfer payment to the bank of his supplier 
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Repatriating money refers to transferring money back to Its owner's country 
origin. Repatriating money is often done In the guise, of a bank loan, rnu 
the "loan-back" technique. 

o Illustration of the Loan-Back Technique: A New Jersey jailer has 
$506.000 In bootanaklng profits hidden in a Swiss account. In order 
repatriate this dirty money, he decides to invest it in a chain of L 
Island car washes costing $1 million. To finance Ms purchase, he .r 
a down payment of $50,000 in "clean money", which has been declared 
the^verront andproperly taxed He then takes out a legitimate 
$450.000 first mortgage from a bank and "borrows" the remaining 
$500,000 from his Swiss bank. Thie $500,000 is 1n fact, money from 
his own Swiss bank disguised as a legitimate loan. 

In order to perpetuate this loan charade, the gambler repays the $5( 
as if it were a legitimate loan. This repayment Includes interest 
In this way the loan-back not only allows a dirty money man to repa 
Ms money/but also gives him the chance to pay himself interest an. 
d ct these payments from his taxes. This slick "double play" has m, 
loan-back the most popular method of bringing dirty money back to tl 
United States. 

The fact that he must repay the principal on the loan does not both 
criminal, since, he chooses, as soon as these payments have been ma 
can Mediately relend the money to himself. Through a continuous 
of theloan-back technique, a criminal can recycle his money betwe 
United States and Switzerland on a perpetually moving conveyor belt 
connects the criminal, his Swiss bank and dummy foreign companies t 
gether with his legitimate American business enterprises. 

The cooperation of the Swiss bank is not needed to complete the loa 
Jn fact , in only a few instances is the money tendered directly frc 
bank to the criminal. Usually it trav h """'' * 
insulation, and the, Swiss and other f< 
not even suspect that the l rta " ' 



Investments: Instead of using a loan-back to penetrate leqitimat-P 



business, a criminal may make his investment directly, using one of hi? 
dummy foreign companies as a front. Legitimate businesses sometimes 
agree to accept a new criminal "partner". This partner then makes his 
new investment with dirty money funneled through one of his 
companies. 

A legitimate business bought with money that has been laundered 
can in time be used as a domestic "laundromat". Any k nd of bus1n 
in which it is possible to fake an Increase in the volume of bu SJ 

1nto the "celpts cwqSallfv a! a 
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Using the above schn 



o Fiduciary Accounts: 

A fiduciary account separates your name from the account. The fiduc- 
deposit occurs through your authorizing your Swiss bank to place a g- 
deposit for a specified period of time with another bank outside 
Switzerland. The funds are placed in the name of the Swiss bank but 
at your risk, the fiduciary connection. The deposits are not subjec 
the 35% withholding rate or negative interest, as the interest is eai 
outside Switzerland. 

A fiduciary in Italy is a cross between a trust agreement and an In- 
vestment company. It is intended to be used as a vehicle for genera 
investment by groups of individuals or families with sizeable source: 
of funds within the country. A fidciaria can legally invest or hold 
funds outside of Italy where an individual cannot. It can also brin 
funds in the country. 

Customs in Chiasso, Switzerland, found an envelope in a suitcase on 
train going Milan-Zurich. This envelope revealed that two brothers 
(owners of a pasta empire in Italy) held bank accounts outside Italy 
and mostly in Switzerland with almost $50 million there. These brot 
circumvented Italy's tight currency outflow control through the use 
fiduciaria. 

o Omnibus Accounts: 

Swiss and other foreign banks maintain "omnibus accounts" at America 
brokerage houses. An "omnibus account" is a variety, general, al 
purpose account of a Swiss/foreign bank. Through the use of a Sw s 
bank's omnibus account, a criminal with a bank account at that Swis; 
foreign bank would instruct his bank to purchase/sell certain secur 
The Swiss bank would telex or call the brokerage house with which 1 
maintains an omnibus account and instruct the broker to Purchase th 
securities. The broker's records would show the bank as the purcha: 
seller and not the criminal. 



is a trust created by an individual in a country other than 
















Investments in unimproved land, even in the U.S., are relatively 
of U.S. tax complications when accomplished through an offshore \ 
company. 

With any these "legitimate", tax exempt, foreign businesses It is 
important to note that their U.S. tax liability is only deferred 
indefinitely* not obliterated or forgiven! 



Bahamas 



Principal Attraction: 

- Bank Secrecy ^ A * 

- No income, capital gains, gift, inheritance or estate taxes. 

Other Attributes: 

- Ease and Low Cost of Incorporation 

- Trust Establishment 

- Captive Insurance Companies 

General Information 

The Bahamas is considered a viable tax-haven country. The Bahamas is n> 
party to any tax treaties and does not impose income taxes, capital gai 
gift, inheritance or estate taxes. Bahamas is also a bank secrecy coun 

There are two types of Bahamas companies. There are resident or non-re 
compani es . 

Resident companies are defined as firms carrying on business in the Bah 
EJnedln part or all by Bahamlap residents. The companies incur annual 
penses ranging from $250 to $1,000, 

Non-resident companies are specified as companies which dp not do busin 
the Bahua and do not have a'ny Bahamian shareholders. These ; companies 
an annual tax expense of $100 and work pennit fees are obtainable. , 

The use of nominee shareholders is standard practlcs in the Bahamas. A 
is required by! an non-Bahamian citizen wishing to take up residence for 
than eigh? months, or wanting to be employed or wanting to engage in b^ 
For a senior professional the fee is $5,000. .| 

An individual wanting to go into the manufacturing of government deslgj 
"approved products" enjoys several incentives. These include duty r re 
P o t ion Sf raw materials and machinery ^^^P^u 'J 
products" are products whose manufacture will benefit the Bahamas, 
economic and social considerations are taken into account. 
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Income arising there. 

.USuSrSStlnS notes, etc. Bearer shares are not permitted. 

There are approximately 80 captlvte Insurance companies on Guernsey. 



Hong Kong. 

Principal Attraction: 

- Bank Secrecy 

- No Tax on Foreign-Source Income 



other Attributes: 

- 3rd Largest Financial Center in the World (After NY & London) 

General Information 



H 0ng Kong Is the -ost Important tax haven In the <J<%* 
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Liechtenstein law does not require that the names of the real owners o 
company be registered. Only the name of the company or trust and the 
of the lawyer who manages it must be listed with the government. Ther 
only the Liechtenstein lawyer knows the real owners. The real owner c 
also instruct the lawyer to open a Swiss bank account in the name of t 
sham company. 

Some criminals prefer to have a Swiss banker arrange for the incorpora 
of their Liechtenstein company. The Swiss banker is therefore listed 
the lawyer as the owner of the Liechtenstein company. ^Ownership can t 
onlv be proven by a copy of the trust agreement the criminal has made 
secret with the Swiss banker. For safety, the criminal can hide this 
agreement In a safe deposit box in a Bahamian bank, 

In Liechtenstein, a Stifturg is a foundation/corporation; an Anstalt ' 
[rust/cSrporation; and an Actiengesellschaft is a corporation. 

liS 

Stlfting clnnot be used to engage in business. 

The .ore well-known Liechtenstein entity called an Anstalt. 
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Low/No Tax Status 
Lflttribut&s: 

Banking Information Generally Not Available 
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Nauru places no restrictions on the organization of Insurance companies. 
Therefore, businesses wishing to Insure risks 1n the Central and South Pa 
would find Nauru a good location for establishment of a foreign-base 1nsu 
company or an offshore mutual Insurance company. 

Incorporation 1n Nauru can be accomplished by filling out one or two simp 
forms and mailing them to one of the two registered corporate agents 1n 
Nauru. WHhln 48 hours of receiving these forms, a corporation can be 
established. Holding companies Incorporated 1n Nauru are covered by seer 
laws. 

Netherlands Antilles 
Principal Attraction: 

- Low Tax 

- General Secrets Act 



Other Attributes: 



General Information 

In the Netherlands Antilles there 1s a "free zone" where the tax on compc 
operating In It 1s Just 2% of the net. 

There 1s a tax treaty between the Netherlands Antilles and the United Stc 
Therefore. Investment or holding companies 1n the Netherlands Antilles a 
choose between the U.S. and the Antilles for tax payments. 

As a rule, banks will not release specific Information regarding a cl1en1 
account to a third party. Each'bank has It's own policies and some may i 
as to the presence of an account 1n giving generally credit Informatle 
third parties. 

Although Information on companl 
available, the use of nominee s 
shares are permitted, 

Panama 

Principal Attributes: 

- flank Secrecy 

- Corporate Secrecy 



" Low Tax 

- Vessel Registry 
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There are several different types of corporations/companies in Switzerlar 

When the primary business is the administration of holdings in other firn 
they are considered "Holding Companies". The companies are assessed a sn 
tax based on paid in capital , plus a low federal income and net asset ta> 

"Participation Companies" are mixtures of a holding company and an operat 
company, with the distinction that administration of holding must not be 
the primary business, These are also given favorable tax treatment in at 
one-third of the cantons. 

Service and Domiciliary Companies are those based in Switzerland, but 
primarily serve foreign interests, servicing foreign firms in the first c 
and not engaging in any business in Switzerland in the second. Federal i 
come and capital taxes are applicable in both types of firms. 

Interest paid in Swiss savings accounts is taxable in Switerzland. It is 
withheld by the bank or savings institution for the government. This wit 
holding rate is 35% of the net interest paid. There is one way however, 
avoid negative interest withdrawal restriction and withholding tax, this; 
by having a fiduciary deposit. 

The Swiss banks will arrange a trust for you either through their 
Liechtenstein connections using that principality's form of trust, the Ar 
or send the request to their U.S. attorneys to establish a U.S. /English :1 
and have it administered through their offshore facilities in the Bahama: 
Caymans. By having the Swiss bank arrange a trust for you, you receive 1 
added benefit of privacy. Having a Swiss bank arrange a trust for you, ; ; 
probably the most effective way to utilize the Swiss banking system. 
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DEA, however, has also been successful in uncovering these illicit c< 
monies - both in the United States and overseas. Recently, the Swiss 
government removed their veil of secrecy and seized S3. 2 million fror 
Swiss bank accounts belonging to a major cocaine violator. This act ; 
a result of a request submitted by the U.S. government, pursuant to 1 
U.S. -Swiss Judicial Mutual Assistance Treaty. In Tennessee, DEA sei; 
in excess of S70 million in assets linked to a large scale internatii 
marihuana organization. These are just two examples of v/hat has beei 
accomplished by DEA in the area of financial investigation. In fact 
fiscal year 1982 asset removal statistics show in excess of $190 mil, 
in asset seizures. 

An awareness of and proper emphasis on the financial aspects of ever; 
investigation should guarantee even greater successes in the area of 
removals in the upcoming years. Hopefully> this report has increasei 
awareness, if not your interest in the financial aspect of drug inve: 
tions. 

The preceding information should familiarize the reader on each of tl 
tax havens and the primary way in which they are used. All of this 
tion on tax havens was obtained from academic sources which are listi 
attached bibliography. 
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EFTS: ELECTRONIC FUNDS TRANSFER. SYSTEMS 



10.1 



INTRODUCTION 



10.2 



COMMUNICATION 
GUIDELINES 



Aa computer and telecommunication technology advance fin- 
ancial institutions are greatly expanding eheir usage of 
Electronic Fund Transfer (EFT) Systems. This has par- 
tially been brought on by the realization that construct- 
ing "brick and motar" buildings la a costly method of 
spreading financial services to new mar Ice t areas. 

Since the growth and technology of EFT cannot be pre- 
dicted and varies regionally, it Is important to fully 
understand the impact of newly introduced EFT systems. 
Thus, this section will provide the examiner with a 
basic understanding of various retail and wholesale EFT 
systems aa well ae Identify additional control measures 
that must be considered when the transfer of funds occurs 
electronically. 

The evaluation of EFT cannot be done without reviewing 
related areas. For example, if the procedure used to 
change names and addresses were loosely controlled and 
poorly documented , an employee could participate easily 
tn an-'EFT fraud uaing counterfeit cards. Additionally, 
internal and external audit involvement must be consid- 
ered for each section. Audit should be consulted on 
each new EFT system and should thoroughly evaluate each 
system on a regular basis. 

Host EFT systems will require che transmission of infor- 
mation. This information may consist of personal iden- 
tification numbers (PINS), passwords, or other identi- 
fying Iteys aa well as account numbers, balances and 
financial data relating to transactions. Since data 
security la vital at point of entry into the EFT system, 
during transmission to the and user, and while s 
at the users 1 central computer, the overall coran? 
tlon process should 
eat link. 






10.3 TEMDtAL SHARISO/ 

NETWORK SWITCH^ 



The use of encryption should be strongly recommended 
because the storage of PINs, passwords, and other iden- 
tifying keys on the central computer should QQC be done 
in clear format which would allow relatively easy accaaa, 
Financial institution personnel should consider encryp- 
tion aa a means of protecting data throughout th EFT 
system particularly as it relates to PINs, passwords 
other identifying keys, and other sensitive data. Ref^ 
to subsection 8.4 for a discussion of ncryp C ion for 
transmission. /**+** tor 
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o An EFT network formed and shared by different types 
of financial institutions (i.e., commerical banks 
and credit unions). 

Regardless of the type EFT service being performed , some 
arrangement must be made to allow a shared terminal or 
computer to communicate with other terminals and /or com- 
puters. Network switching is an economical arrange- 
ment that allows temporary connection between any two 
stations. There are two types of switched networks: 

o Line-switched Commonly used in real time environ- 
ments. Messages are directly sent from one station 
to another when the central switching site establishes 
the connection. 

o Storeand-forward The central switching site stores 
incoming messages and retransmits the messages to 

their destination at a later time. 
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An evaluation of the overall coverages must be made- to 
determine what exactly is covered and what additional 
insurance may be required to give reasonable protection. 
Further details regarding insurance coverage arar pro- 
vided in subsection 7.8. 

10.5 FUNDS TRANSFERS Economic and financial factors have led to a growing re- 

cognition on the part of financial institutions and their 
customers for the need to manage cash resources more 
efficiently. These factors coupled with the merging of 
data communications and computer technology have created 
an increased demand for funds transfer services from 
the financial industry. 

In response to this demand a number of networks have 
been established. The four major wholesale wire net- 
works are: 

o Federal Reserve Communication System (FEDWIRE) 

o Bank Wire II ,-Tn 

o Clearing House Interbank Payment System (.CHIPS J 
o Society for Worldwide Interbank Financial Telecommun- 
ications (SWIFT). 

These funds transfer networks are not compatible at pre- 
sent. Each has its own terminology and languages which 
,.*! to s< ie dearee. The American Bankers Association 



overlap to s< ie degree. The American Baners ssoca 
(ABA) and t < American National Standards Institute 
(ANSI) forme a task force to addre 9 s this problem. The 
ABA has publxshed a document titled "* *"* 
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Bank Wire IX 



Clearing House 

Interbank Payment 

System (CHIPS) 



over $230 billion. The average transfer now exce 
million, and volume is growing at over 20* a year 
FEDW1RE. provides for same day movement of fund 
gives financial institutions a more efficient rnei 
handling reserve account transfers, transfers oi 
Government and Federal Agency securities, and a 
strative information* The FEDWIRE is a credit tr 
system whereby a Federal Reserve Bank debits the 
nating financial institution's account and credi 
receiving institution's account. 

Bank Wire II was established in 1978 as a auccesso 
the original Bank Wire system that was formed in 
It is a private communications network built \ 
Rockwell-Collins Group and managed by a wholly 
subsidiary of a consortium of commercial banks th 
members of the system. The system now has approxl 
190 subscribers located in 75 cities throughoi 
United States and Canada. Transaction volume : 
proaching 20 thousand Items daily valued at ov' 
billion. The primary data center is Located in 
City with a backup site in Dallas. The backup 
is essentially a mirror center providing full 
capability. In addition, uninterrupted power 
(UPS) and backup generators are utilized. One pi 
enhancement to the system will offer net sattlen 
accounts via a direct link to the FEDWIRE, pr'e 
for same-day-settlement of funds. 

The Clearing House Interbank Payments System (CHI 
the principal mechanism for making international 
in the United States. CHIPS is a funds transfer 
which was developed in 1970 by the Mew York C 
House Association (NY.CHA) to make the New York Ci 
ioent system more efficient. The CHIPS network 
approximately 100 financial institutions through 
lines to a central computer that updates recoi 
produces balance position and item by item dec 
ports. Similar to FRCS-70, CHIPS uses a store a 
ward message switch to transmit interbank pa, 

Although CHIPS handles foreign and domestic transa 
the system does not deal in currencies other th 
dollars. "Approximately 50,000 transactions val 
over 3150 billion are conducted each day on the 
of U.S. and foreign financial institutions. 

As of October 1981 CHIPS payments are settled 
same day chat they are made. Financial instl 
which are members of the ETCCHA, settle on ttu 
behalf and for other participants (associate n 
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Security and 
Control of 
Funds Transfers 



receiving Institution uses the same method tc 
the message and derive the "auchenticator ." 
" authenticate ra" do not agree, the receiving 
tlon must contact the sender for resolution of 
crepancy. Other security features include 1 
controls, message sequence controls, and a higl 
tured format for text messages. 

Funds are electronically exchanged everday amor 
cial institutions, private companies and govert 
cies. The exchange of these messages entails c 
risks. The major risks associated with funds 
massages are errors and omissions in preparatlc 
introduced during transmission of the mess< 
data is lost or modified, and fraud. 

Customers issue funds transfer instructions to 
institutions in a number of ways. This can 
plished through a computer- to-computer link, 1 
telephone, and in rare instances by mail. Th 
of the messages transmitted via electronic 
usually include the senders identity, name ar 
of the receiver,' and instructions concerning I 
for. Federal Reserve System Regulation J pro 1 * 
once a funds transfer request is accepted by tl 
ing bank ownership' of the funds ta automatical 
f erred. Therefore, errors and omissions mad' 
process can result in losses by all parties to 
action. Such losses include the cost of av< 
of funds, interest charges, and the cost of i 
mi 3 sent funds and correcting problems. The 
fraud is more obvious and more difficult t 
A. perpetrator can alter the amount and accou 
in which the funds will be deposited and wll 
funds the same day. By the time the customei 
fled, the funds are gone and almost impossible 
Data encryption la probably the best technique 
at present to prevent passive and active w, 
aoi ensure the integrity of data during trai 
Although, the National Bureau of Standards has 
a Data Encryption Standard (DBS) which has be< 
by some organizations, widespread usage of dai 
tion techniques has not yet taken place in the 
Industry. 

Various methods have evolved to test the ac 
funds transfer messages. la 1951, the ABA d< 
stanlard testing method using discrete codes 
between participants ,' to validate the idencll 
sending bank. These numbers are usually calli 
bank numbers" and they represent the slgnatu 
sanding bank. However, It should be noted Ch. 
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Requests for funds transfers are usually received by 
telephone from correspondents, directly from customers, 
branch offices, and other Institutions. Other transfers 
are initiated by incoming wires and TWX/Telex, or on a 
pre-authorized recurring basis based on written instruc- 
tions received from the customer. Few requests are 
received by mail because of the delay inherent in this 
method. 

External telephone requests are usually validated by 
voice recognition if the transfer is pre-authorized and 
recurring, tf not pre-authorized, additional validation 
techniques such as call-back and password/ test codes 
should be utilized. The inherent fault with passwords 
and codes is that they may not be maintained in a secure 
manner nor periodically changed, rendering them ineffec- 
tive as security measures. A call-back procedure is 
simply receiving instructions to transfer and returning 
the call to the customer to ensure the transfer is 
authorized and accurate. The call-back procedure should 
be combined with separation of duties for both the cus- 
tomer and the sending Institution. This requires two 
people on each side of the transfer. Call-backs are 
of ten based on the dollar amount of the transfer, and 
are both time consuming and expensive; however, a careful 
evaluation of the potential exposure usually indicates 
r_ -tonal controls are warranted. 



against the sane balance. Some institutions have fully 
to M ced thia process. If adequate funds are act 
avallabe, a credit decision oust be made. This mattar 
should be addressed in the institution^ bitten 
policy...! operating policies for the funds 
department. Although this procedure is 
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The negative aspects of a pre-selected PIN include cus- 
tomer forgetfulness, Che need for a different PIN for 
each EFT vehicle, the storage of pre-aelected PINa on 
hardcopy or computer readable media and the urge to write 
the PIN on tha card, A positive aspect is that a thief 
would be hard pressed to rationally determine the PIN 
since random numbers would allow for vast combinations 
of possibilities. 

o Customer-selected 

And entered into the computer by financial insti- 
tution personnel. 

And entered into the computer by the customer* 

Through an irreversible encryption process using 
the PIN and the account number. The new accounts 
person would have two input devices connected to 
an encryption device. The customer would key into 
one device the selected PIN and the new accounts 
person would key into the other device the account 
number. The encryption device would use these 
two inputs to create an encrypted off-aet 1 which 
will be entered into the system as the customer's 
PIN. 

The positive aspects of a customer-selected PIN are the 
ease of remembering it and the ability of using a common 
PIN for several different account numbers. The drawbacks 
include additional control methods for the PTH selection 
to ensure that only the customer has access to it. The 
use of street addresses, phone numbers, family names, 
blrthdatea, "four-latter words", social security num- 
bers, and common sequences of numbers such as 1111, 1234, 
and 9999, are limited aa compared to random numbers- A 
thief acquiring the card with a wallet or pocketbook 
would have ample information from which to pick a PIN, 
particularly if unlimited PIN entries were allowed. 

About the only risk in the Irreversible PIN selection 
technique previously described above would be that an 
individual acquiring the algorithm would have access 
to PINs for all customers* But this risk would also be 
true of an indlvudal acquiring the key to a reversible 
encrypiton technique. 

o Assigned as a combination of the above. 

For example, an account nay coma with a pre-asaigned 
PIN but the customer may immediately change it to a 
PIN more easily remembered. 
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has been captured on cassette while in an off-line 
node. When the system cornea back, on-line, the cleric 
would prompt the machine to re-enter the off-line trans- 
actions. Other systems have allowed for the atore clerk 
to override the normal requirement that the plastic and 
PIN be used and that clerk can input the transactions 
as if the customer were there. This override feature 
carries implicit exposures. The probability "" 
the clerk is unbonded by either the financial institu 
tion or store bonds and management should be made aware 
of this situation. At a minimum, there should be a sep- 
arate report of all such transactions and an audit trail 
to identifly the store clerk who made such re-entries. 
Exception reports should be regularily "viawed to de- 
termine Wend development. Customer confirmation of 
certain ittems may also be considered. The protection 
of the customer's PIN is vital to any EFT system. 

A further protection of the customer's PIN is to allow 

- , "t. 



the customer only a limited pre-set number, of *"pt. 
to enter fthelr PIN. Some sources recommend three as an 
acceptable number, but the important factor ia the limi- 
tation. 9uch a limit should be software controlled 
with a corresponding lock-out of the account in the 
terminals if the limit is exceeded. 

The following operational guidelines have . been recom- 
mended by the American Bankara Association arid others: 

o Storage Guidelines 

Pins should not be stored on plastic cards. 

Unissued Pitta should never be stored anywhere. 
They should be calculated when Issued and any tem- 
oorary o* transient computer storage areas used 
tn"hi calculation must be cleared immediately 
after use* 



PIN* and customer-selected PINs should be 
encrypted on all files and data bases. 

Delivery Guidelines 

PINs should aot Appear in printed form where they 
can ba associated with an account number. 

-The document designed to be sent to the cardholder 
containing the PIN and the cardholder's name (but 
not the cardholer's numb.*) should b processed and 
delivered under conditions at laast as ure .as 
Chos. used in processing and delivering bank cards 
to the cardholder. 
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Any data recording medium (e.g.. magnetic 
used in the process of . assigning, distrd 
calculating, or encrypting PINs must be 
Immediately after use. 

'Employees with access to FIN Information i 
subject to security clearance and must be 
by an adequate surety bond. 

o System Design Recommendations 

Although the following are not appropriate a 
dards, it is recommended that they -be coi 
when designing systems for PIN use. 

PIN systems should be designed so that P' 
be changed without reissuance of cards. 

Interchange PIN systems must be designed 
PINs can be changed without physical modi* 
of other issuer's terminals or Germinal comf 

Banks electing to use encryption as a a 
technique for bank card systems are stron 
couraged to consider Che National Bureau o 
dards Data Encryption Standard .(NBS/DES) al 
to accomplish the encryption and decrypt 
messages or of individual data elements, e, 
PIN, within messages. 

For most retail EFT transactions, the plastic cai 
the major vehicle for the initiation of funds tr* 
Card procurement, storage, embossing, encoding, 
or distribution, and disposition^ of unissued , 
and returned cards are all items which financial 
tutioos must address. The investigation of f 
card usage and of lost or stolen cards must 
provided for aa well as the adequate staffing 
positions involved in card production so that 
separation of duties is possible. The overall 
security of the site should be ' considered toget 
special emphasis toward storage, embossing, and a 

The first step is the procurement of plastic car 
is normally done through a card manufacturer. A 
agreement between Che card manufacturer and the f 
institution must detail control procedures to be 
and methods of resolution if problem* occur wit 
the cards or with manufacturer personnel . F 
institutions should acquire the latest third par 
report of the manufacturer to ensure a generally 
led atmosphere does exist. If a third party r 



aoc available, financial institutions oxay wish to *ake 
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each card and Co generate and maintain a secure 
reference of account number to sequence number 
automated fora. Further, if cards are to be maila< 
ia recommended that control cards be randomly ina< 
and their delivery validated within a few days to a 
tain that no theft within the post offices haa 
place. 

The production and use of demonstration or ceat 
must also be controlled. These cards should be ass 
on a limited basis to specific individuals and reg 
accounted for. In some instances, they may bypass n 
controls such as dollar amount of withdrawals or 
number of transactions or PIN attempts. A compens 
control, if some bypass is needed, would be fOT 
limits to be raised to an acceptable working 
rather than abolished altogether. 

3.8 AUTOMATED CLEARING The ACH network is an electronic clearing and aaetl 
HOUSE (ACH) ment system that offers credit and debit cransfar a 
vices to financial institutions across the nation. 

The ACH concept originated in 1968 winh Che estab 
ment of the "Special Committee on Paperless Ent 
(SCOPE) by the Los Angeles and San Francisco cle 
house associations. Later, the ABA established 
committee on "Monetary and Payments Systems" (MAP 
determine Che eeasibility of using che ACH conca 
reduce the volume of paper checks in Che clearing 
cess. In 1974 the National Automated Clearing 
Association (NACHA) was formed Co promote ACHa 
establish operating standards and procedures . 
are now 38 ACHs In operation. The Federal Re 
System owns and operates 37 ACU facilities. Fina 
institutions ia New York operate their own (NYACH 
use Federal Reserve facilities Co deliver and 
their transactions. 

ACH credit transfers or electronic deposits can 
tiated by corporations, government agencies and 
era. A payer instructs his or her financial inst 
to credit the account of a payee at his or her fi 
institution on a specific date. These instruct: 
to automated clearing houses for delivery of ft 
the receiving institution. Examples of such t 
tlona include payroll, social security and divide 
ments. 

ACH debit transfers or electronic checks can be in 
by consumers, financial institutions and corpor 
Payers and payees make prior arrangements to de 
payee's account and credit the payer's account a 
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offers the 



financial institution increased security and 
customers to instantly update and verify accou 
mfttion. "Hot Card" lists can be instantly upc 
the AIM activity can be proved- and settled frc 
tral location. 

Off-line AOMs are not connected to the flnanci. 
tution's central computer at the time the 
conducts a transaction. Therefore, off-line i 
incorporate safeguards to prevent unauthorize 
actions from taking place. 

Usually, plastic cards that have a magnetic i 
them are used to effect a transaction in an 
AIM. When the customer conducts a transactloi 
nation la normally written onto the magnetic i 
a safeguard to prevent the card from being i 
frequently than authorized. Off-line machines 
contain internal memory to store '"Hot Card" 
other account numbers for which no transactloi 
be processed. Such internal memory should 
enough to store all bad card numbers for a give 
period and should be updated daily. Compared t 
ATMs, off-line ATMs have significant drawbacks 
the financial institution's inability 1 to compj 
draval amounts to account balances* 

Items to consider in ATM security should include 
fait cards, communication line compromising , 
institution and vendor personnel, physical pe 
of the AIM, and PIN guessing. Management s 
aware of these potential risks and should hav< 
sating controls such aa the use of secure plast 
the encryption of messages , dual control ova 
access, secure AIM sites, and non-return oi: 
more than a pre-set limited number of attempts 
to Input the PIN. 

10.10 POINT-OF-SALE Point-of-Sale systems are used to conduct flna 

(POS) transactions In retail merchant facilities. C 
POS services can be categorized as follows: 

o Check Verification/Guarantee A POS termin, 
to directly communicate with a host compute 
base. From information accessed in the 
the computer sends an approval or unapprov 
and authorization number to the POS terml; 
chants use this service to reduce potenti 
cashing risks and increase their operating e 

o Data CaptureA POS terminal is used to r 
duct data and sales. The data captured u 
eludes inventory, pricing and discount i 
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10.11 NATIONWIDE DEBIT 

CARDS 



funds are available for use. If a one location ay 
operates In an off-line mode lower withdrawal li 
nay reduce exposure, but In a multilocation system, 
unit would be subject to a 'certain amount of expo* 
Also, 1?OS terminals are not covered by the Bank Prc 
tion Act of 1968 therefore, financial institution mat 
mant should consider installing adequate security dei 
if terminals are installed in high risk areas. 

Sow* financial institutions are using commonly accei 
cards such as VISA as debit cards to draw against ci 
oar balances in related accounts or -lines of cr 
Such cards are even more susceptible to fraud than 
oal EFT vehicles since they are widely accepted at 
ratal! stores and only require authorization above 
tain floor limits. Financial institutions should 
axtra care in the distribution of these cards and a 
thoroughly investigate the loss potential and MA 
control such losses. "Hot Card" lists are availabl 
financial institutions may be subject to losses 
floor limits until Che lists are updated which may 
two. Cards are normally issued by the c* 
center and usually have expiration d 
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system and all transfer transactions must be pi 
rized by the customer. Transaction and excep 
ports should be produced and reviewed regularly 
statement type accounts should be used* 

As technology advances and as touch tone telephoi 
become more widespread, or as couch tone insert 
readily available , the need for institution ; 
to interact with Che customer may diminish. < 
will be able to identify themselves, input the 
the recipient of the funds, and state the amoui 
pushing telephone buttons* It is important to 
the identification method and the use of dialuj 
icatlon lines In telephone bill paying and 
transfer systems. If a PIN is used which is 
as another EFT system Pill, then the interception 
up communication would allow the compromise of 

10.13 HOME BANKING Home banking projects are being experimented thi 

the United States and other parts of the world 
anticipated that home information systems will 
the telephone bill paying service and become 
vehicle for financial services. 

Currently home banking systems predominently i 
phone systems and cable TV to deliver service 
televisions are used as video display terminals 
sattelite communication nay be used in the fur 
ever, it will primarily be used for high-volt 
distance transmission of data to existing cable 

Financial institutions use home banking system! 
vide retail banlcing services such as bill 
account transfer, balance inquiry, money inanag 
tax assistance to customers. Usually a FIN 1 
access this system. In addition, to financial 
o&er functions offered through home banltinj 
include : 

o Rome shopping cona unra r a are ab le to pur c 
chandise from a video catalog. 

o Airline reservations consumers can acca< 
schedule information, select seating and mat 
payments. 

o Home information services customers can ace 
and regional services such aa electronic nc 
classified ads, sports, restraurant llstlni 
tronlc mall and video gau.es. 
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SUPPLEMENT 



ACH (Automated Clearing House.) An automated central clear- 
ing facility that electronically processes interbank 
payment of funds and handles the electronic transfer of 
government securities. 

algorithm A specific set of well-defined rules to solve a problem 
in a finite number of steps. Example: The latter A 
becomes C, the letter B becomes 0, etc., the mechanics 
of shifting the alphabet composes the algorithm and the 
amount of shift (in this case the letters) constitutes 
the key. 

ANSI (American National Standards Institute.) A non-profit 

organization engaged in the development of national 
standards. 

AOM (Automated Teller Machine.) An electromechanical device 
usd by financial institution customers to deposit, with- 
draw or transfer funds. Same as RSU and GBCT. 



tr recording 
cash card 



management 
terminal 

Claorizacion 



truncation 



cipher 



CHIPS 



operator 



A method of transferring magnetically encoded data from 
one magnetic tape or. magnetic striped card to another. 

A magnetically encoded plastic card used Co obtain cash 
from automated teller machines. 

A terminal designed especially Eor Che handling of funds 
concentration. (See FUNDS CONCENTRATION.) 

The process of determining whether an account balance is 
sufficient to cover a purchase or cashing of a check. 

A process used to reduce the number of checks that flow 
through the banking system. Information from each check 
is converted to a medium tor electronic processing. The 
customer is sent only a descriptive statement listing all 
checks that cleared during the accounting period. 

A cryptograhic. method of substituting one letter of the 
alphabet for another , or scrambling the order of tUe 
alphabetic (or numeric) characters in a message. See 
Cryptography. 

(Clearing House for Interbank Payments System.) An inter- 
national funds transfer network developed by the NTECHA 
to make the New York City payment system more efficient. 

One who operates the communication equipment (concentra- 
tors, multiplexors, line switching units, etc.) necessary 
for an EFT network. Communications Operator also recon- 
figures the network when there are failures or overload 
situations. 



credit The reading of a customer's credit card by a terminal 
horlzatlon while a central computer verfies that the card is valid 
and the purchaser's credit balance is sufficient to cover 
a purchase* 

iredit card A plastic card that empowers the holder to buy or borrow 
on trust. 



credit 
rification 



ryptography 
ipr switch 

debit card 

DBS 
embossing 

encoding 



exhaustive 
search 



FED WIRE 



FIMAS 



float 



An inquiry process used by-merchants to ensure that a 
purchaser's demand account balance is sufficient to cover 
a sale. 

The science of interpreting or writing in secret codes. 
(See CIPHER.) 

The colloquial name for the Federal Reserve Communica- 
tion System (FRCS-7Q) computer message switching system 
located in the Township of Culpeper, Virginia. 

A. plastic card used to either withdraw cash from an AIM 
or make a purchase via POS. 

(Data Encryption Standard.) The federal standard for 
the algorithm used in encrypting messages. 

The physical process of punching or typing information 
on a plastic card such as card holaer 1 expiration date, 
and card number. 

The process by which pertinent information is magnetic- 
ally placed normally on the back or a plastic card or 
on the bottom of a check. 

The trial and error method of comparing all possible key 
combinations in order to break the security offered by 
an algorithm. 

(Federal Reserve Wire Transfer Network.) A communica- 
tions network operated by the Federal Reserve System. 
that electronically transfers funds and communicates 
securities transfers, economic statistics, and general 
administrative information. (See FRCS. ) 

(Financial Institution Message Authenticated Standard.) 
An EFT authentication standard developed by a committee 
of nine bankers to protect funds, securities, and mes- 
sages that are electronically transferred. 

A banking term for the delay time in collecting funds 
represented by checks deposited in one account that are 
drawn upon another. 
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floor Limit 



FBCS 

funda 
concentration 



GUtO 



immediate 
paymant zones 

imposter terminal. 



interchange 



The maximum amount of credit avail aoie Co a customc 
a purchase without the need for credit authorize 
A "zero" floor limit for an individual means that < 
worthiness must be verified for all purchases. 

Federal Reserve Communications System. (See FED w: 

An aggregate of funds (usually deposits) from loca! 
or regional accounts that are automatically wire-t 
ferred to a central account. Example, each a tor 
national retail chain makes daily deposits, whic 
automatically transferred to a centralized cor 
account, in one depository institution, 

A credit transfer bill payment system widely used 
countries that have central banking systems (i.e 
ope) . In Giro systems one financial institutioi 
as the agent for both parties to the transactions 
simplifies the payment process and makes it more d 
Although the payee and payor do not have to ha 
counts with the central institution they must maV 
ment into the system and receive payment from the s 

An area served by. one of approximately forty checl 
ing facilities at Federal Reserve Banks, their brj 
and various separate regional centers. 

An electronic device that is inserted into a comp- 
terminal communication line. This device is caps 
accessing computer files and can be used to fraud- 
input to the central computer any financial tran 
command present in the system. 

A concept for a national network of EFT partial pa 
that would allow customers to use EFT "i*" 

their geographic areas. Interchange cannot b._ 
^nted'until national stalar ds have been develo 
bank cards and switches. (See ANSI.) , 



key 



McFadden Act 



node 



to de a message must be used to decode the , 
(See ALGORITHM) 

che individual state borders. ^ 



financial 



iith the FRCS-80 FEDWISE network. 
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sub-host 

operation 



SWIFT 



switch 



tr ana act ion 
operator 



An operation in which EFT terminals communicate directly 
with a controlling minicomputer rather than with the 
hoat CPU. In the event the host CPU is ^operable the 
controlling minicomputer can independently authorize EFT 
terminal transaction*. 

(Society for Worldwide Interbank Financial, Telecommunica- 
tions.) A cooperative company that engages in interna- 
tional funds transfer services. 

A facility that performs the rapid communications "quired 
7n PFT avatems. Example; a switch links all of the 
retfil te'r^als in a TOS system to all of the financial 
institutions that are members of the system. 



s 



tomer or employer 



EFT 



Standard3 



U se of Personal 



. 
.g.4. Washington,!).^ , September 1978. 



Control of the Money Transfer Function". 

*orge W. Staffs, Bank Administration Institute Park Ridge, Illinois. 
> C ntr0ller and *"l *-itor, Southern National Hank, 



Training Cantar, Inc., EDPACS. Reston, Virginia, February 1980. 
latration Institute, Debit Card Q MMt j OM . Par k Ridge, Ulinoia, 1977 



Security, Audit, and Control Considerations in ^ ni r , 




lonaumer Requirements for Retail EFT in the 



pa^.^. Park Ridge, 

JL7 / / ^^^^^^^"""^"" - '""""~"'"" * " 



nrio *****> EFTS Guidelines 

, .., April 16, 1976 Revised April 15, 1977. - 

ml. HIS - Ready Mew EFT Coding Standard, December 16, mi, 

e United States Policy Recommendations and the Public Interest". The 
>ort of the National Co-ia.i^ pq Electrnni. Fund Transfers uAh/n. c ^ 

slit ' ' "' ' 

>osit Insurance Corporation, Introduction to Automated Tel 
in, D.G., November 1975. ~~ - 



Lntroductioa to Point of Sale Svstaai.. Washington, D.C., February 1976. 
Introduction to EFT Security. Washington, D.C., August 1976. 
SFTS Glossary. Washington, D.C., December 1978, 

.Jerry and Tom S ; Eaton. Fundamentals of Data Coamunlcacinn,. Naw York . 
ly aons f inc., 1978. "" 

Bu l eau of sca **is Institute for Cooiputer Sciences & 
SeCUrC7 U tha EFT **ctag. Environment^ 
on aactrooic Fund Transfers. Washington, 



W7s 



Bak * r< 



of Electronic Fund Transfer 

- 



and Lanont, Inc., 1980, 
iociety for Worldwide Inc^rfaank Financial Telecommuni ea tl Qn . Washington 
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SOURCES OF ILLUSTRATIONS: EFTS SUPPLEMENT 



CHAPTER 10 Figures 10.1 through 10.3: Board of Governors of 

Federal Reserve System. 

Figures 10.4: Bank, Administration Institute, Au 
Bank Computer Systems. 
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As cash management services are 
extended, there will be ft 
igration away fro* voice 
initiated transfer to 
terainal/computer to computer 
Hnkagea, provided these valu* 
added services are economically 
feasible. However, voice 
initiated transfer requests will 
never be liainatd and probably 
will never fall below the 50X 
level in local and regional 
financial inatitutiona. Can you 
really avoid providing insurance 
coverage for this service? 

Of the ten alternatives noted 
earlier, their ranking related 
to exposure to fraud ia probably: 

- Facsimile, 

- Mail, 

- Over the counter (Co to the 
Bank), 

- Call the account officer, 

- Call money transfer operation, 

- Calling local ank t 



Control, for voice initiated requests are simple and relatively 
effective. Some or .11 of the following controls should be considered: 



- Documentation - When providing this service to 

customers an agreement between the institution and the 
customer should be established which specifies those 
accounts to be used, those persons authorized to make 
voice requests and possibly thoee persons. authorized to 
confirm voice requests. This i. no different from the 
signature cards or testing agreements. 



DOCUMENTATION 

Accounts 
- Initiators 

Confirmers 



RECORDING 

Errors 

- Backup 

Evidence 



- Recording - Recording telephone requests will not 
prevent frauds, but recording is an effective 
operational control. If errors are claimed, the 
recording can confirm what exactly was said. With a 
.y.tem failure the recording can be used to reconstruct 
any transactions lost in the outage. And, finally 
voice recordings can be matched to recordings of fraud 
suspects* 



Voice request* will then include 
the appropriate Message 
Authentication Code. Systems 
which validate the persons 
identity through the 
characteristics of that person's 
voice print will be 
operational. In fact such 
systems will allow the customer 
to directly enter his voice 
caquegt into the banks transfer 
ays tern, automatic voice to 

computer data translation and 
collection. 

r voice initiated fund, transfer requests are needed, .re a 
part of the aervicea offered today and will continue to be a 
service of financial institutions in the future. Insurance 

tge for this service .should be available. 



VOICE TRANSFERS 
r Vital Service 
- Controls 

II ! 

Need Insurance Option 
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D-viSion o' Bank Supervision 

MEMORANDUM SYSTEM 


Classification Numb 
6700 (I) 


Date October 8, 191 


Contact Dudine, Ext 


D Notice E Memor 




TO: Regional Directors 

FROM: Quinton Thompson 
Director 

SUBJECT: Examiner Assistance to Federal Law 
Enforcement Authorities 

! Purpose. TO establish guidelines for providing examiner assistance to 
federal law enforcement authorities. 

2 Background. From time to time the Federal Bureau of Investigation (FBI), 
Internal Revenue Service '(IRS), U.S. Attorney's Offices, Department of Justice 
and the various organized crime strike forces have requested the assistance of 
an FDIC examiner to help develop crlmWaT cases Involving insured nonmember 
banks. Such requests have become more frequent in recent months. 

Requests for examiner assistance may arise from investigations of bank fraud 
and embezzlement cases referred to the U.S. Attorney by the FDIC or by the 
banks themselves. Other cases are developed from information gathered by 
organized crime strike forces or similar multi-agency investigative groups. 
The IRS often requests assistance in developing criminal cases under 31 C.F.R. 
103, the financial recordkeeping and reporting of currency and foreign trans- 
actions regulations. \ 

Usually,, an examiner Is requested to provide expertise to aid law enforcement 
agents in building a case. The examiner may be asked to interpret documents 
subpoenaed from the bank; explain how the documents flow through the system; 
and determine whether they are relied upon at some point by FOIC examiners, 
bank auditors or managers to formulate business decisions or opinions as to 
the condition of the bank. At other times, more specific assistance is 
desired. In several cases, the Initial request for assistance has led to a 
later request for the examiner to provide testimony at trial or before a 
Federal Grand Jury. 
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must be assured; 



front bank customer 



exceeds 30 calendar days A 
travel 



deta11 



enforcement authorltv 



a re P r entat1ve of the law 






mder invejtlgttlon. Of course 
involving Federal Brand 
ixirnlner-fn-Charge (or 
:xa*1nat1on of th% bink 



n of the bank 
t1oM Prt1culir)y those 
nece " 1tate selection of the 

f the mst recent 



4. 



resources 
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1S of 



not to the exclusion of all others 
'5. neleaatlons of Author It 

Efll Ul ^giiis-i'*- ..;_; 

under section 
exempt records to the 
authorities. 



Examiner Assinee to Federal 



een delegated author 




practice. 

Pursuant to Section 309.6(c)(8). Regional 

authority from the Bf era! Counse^o aut,,., ..^^^-^^-^ or procefi 

appear and testify at any |jj ra ed w1th a va ^d subpoena, court order 
other legaV process requiring him to testify. 

6. Contacts. Questions conc |J$ 5 th ^ brVef 

i i i_ ^ ^ **f M/I f\o**cftiin^ 1 1 nVO 1 V&Q i " 3 u**n 
unn nlH*flu10n OT flnu yci *VMI>** * * 

to the Intelligence Section. 

7. ExElratlonJate. This m enrand um 1s effective until excelled 



sh OUl d al so 



of Bank Supervision 




6462 (S) 



Dai April 21, 1981 



Contact pud ine. Ext. US 



D Nonce QQ Memorandum 



Directors 

rhompson, Director 
of Bank Supervision 





ion Procedures, Financial Recordkeeping and 
j of Currency and Foreign Transactions 



adopted examination procedures and supporting 

T? FlMn ? ia ! ordkping nnd Reporting o * 
Transactions regulations (31 C.F.R Part 103). 

rfc r TH V t 1 C f Ched Procedures have been adopted by the 

forth" 11 ^ f the CUrrenCy and the Fed al Sv 
t forth, in two separate modules which are progressively 

Complet.on of the first module enables the examiner * 

th - Point or whether 



i n ;'^ eSC * b J U3h Chat the ained institution has 
auditing standards. In addition, it requires the 
detaUed review of the institution's' internal ludit 
! ch * ? x natton of procedures and selected vorkpapers, 
i. Thia review of auditing methodology and implemen- 
the examiner to decide whether to conclude the review 

guidelines for the exaoiner to employ in conducting a 
r actual transactions and related documentation. 

:enaive examination (i.e., both Modules I and II) would 
certain institutions determined by the FDIC or identi- 
fy or law enforcement agencies as being in probable 
le regulations. 

- Actlon - The new procedures should be implemented im- 
.ous memoranda containing examination procedures on this 
sscinded, 

A copy of Form FDIC 6500/54 revised February, 1981 i a 

L-ff J Ki in c n J un , ction tfit ^ the new procedures. Supplies 
available from the Storage Unit - Services Section. 

Effective until cancelled. 



RECORDKEEPIHG AHP REPORTING REGULATIONS 
EXAMINATION PROCEDURES 



MODULE I 

D ose o this module ta to determine that the financial institution 
^nation has established operating standards and audit P"<" to 
blj ensure compliance with the requirements of the regulations. 



e examiner should meet with and submit th 9 1 " * 1 *" "[""u 
00/54) to either a senior official or compliance officer, if 
pKcable' of the institution for completion and require sign-off by the 

ficial. 






ass; - 

Derate under standard procedures not reduced to writing. 

> 



large cash tranaactions and exemptions granted to customers. 

- The institution's record retention schedule should, at 



included* 

)bt.in . copy of tto ta.tle.tlon'. list of ept custo-r,. Through . 
review of this document, determine: 







exemptions appear reasonable. 

b) that the institution has, in granting exemptions, adhered to its 
established policy. 

3 sSS.-52-rit5S.t3Ca SrtSS 



sas 

regulations. 

a) Tellers, through an ongoing tracing 

the reporting requirements for targe cash 



' 



b) Operations personnel should be made aware of the current requirements 
of the regulations and management should periodically reinforce the 
importance of compliance. 

c) Operations personnel (i.e., tellers, platform officers, branch 
managers) should be interviewed to ascertain whether they are 
sufficiently knowledgeable concerning the regulations and operating 
procedures to assure compliance. This phase of the examination should 
be conducted at those branches which conduct relatively large volumes 
of cash business. 

CEDUKE 6 IS TO BE OMITTED IF THE INSTITUTION DOES HOT HAVE AN INTERNAL 
IT FUNCTION. IN SUCH CASES, THE EXAMINER SHOULD ASCERTAIN THAT A PROGRAM 
MANAGEMENT REVIEWS OR SELF AUDITS HAS BEEN ESTABLISHED WHICH ENCOMPASSES 
REQUIREMENTS OF THE REGULATIONS. 

The examiner should test the institution's own audit procedures and 
determine that the internal audit function providea coverage of the 
following sections of the regulations. 

a) Reporting - Coverage of ttie reporting requirements should 
be found in the procedures and should include a review of 
actual tellers' work and Forms 4789 and 4790. 

b) Recordkeepinft - Coverage of the institution's recordkeeping activities 

sctl! nC T" 8 , CeSt V dherenCe to thc in-house record retention 
schedule. It is understood that this schedule should meet the 
requirements of the regulations. 

c) Exemptions - Coverage should include audit steps necessary to 
ascertain that the institution is maintaining a list of exempt 
customers which includes their retail affiliations as required by the 
regulations. The examiner should expect the audit procedure to 
provide a test of the reasonableness of the exemptions granted. 

d) Foreign Accounts - Coverage in this area should require the auditor to 
ascertain that the institution has filed Form 90-22.1 declaring 
interest in a foreign financial account. 



US lalTiT; SHOUld Ti?"* th V e8ulta of > Prior examination report 
and follow-up on any deficiencies. 



The aminer should review the totals of cash shipped to and/or received 

ss2W=\sra ttirr-uVSEa; scsrsr 

" 



with management and obtain a reasonable explanation. 

<>< 



the n dinK fr " th 

the findis should be summarized in the workpapers. 



If, however, it is determined that further work is warranted, 
the exaainer should implement Module II. 

MODULE II 

The purpose of this module la to conduct on-site examination of teller 
operations relative to Financial Recordkeeping and Reporting Regulations 
This module sets out procedures and guidelines the examiner should use w 
conducting test checks for compliance with the regulations. Criteria fo 
selection of branches for detailed review are listed along with general 
guidelines applicable to either multiple or single office financial 
institutions. 

This phase of the examination should include a minimum of five (preferab 
or more) days of transactions and one to three branch offices. Branch 

examinations should encompass a review of the work o selected tellers 
the days selected* 

The selection of tellers should be governed by the bank 1 * internal 
procedures. For example, if it is the bank 1 a practice to direct all lai 
currency transactions to specific tellers, the examiner may concentrate 
work of those tellers. In the absence of such procedures, or if the 
procedures are not being followed, the work of all tellers should be re> 

1. A REVIEW OF CURRENCY DISTRIBUTION/CASH CONTROL CENTER AND BRANCH 
OPERATIONS 

a) Submit the Currency Distribution and Cash Control Center Letter 
and its sttached Currency Shipment/Distribution Report to the 
Officer-in-Charge of the Center. 

b) If branches ship directly to a Federal Reserve Bank or a 
institution, then a copy of the lette* 

report must be submitted to every bra 
to a Federal Reserve or correspondent 






quests for Urge denomination currency ire 
ntly greater than average branch requirements; 

" not hip large denomination currency; 
ports no exempt list; 

nager would not sign the statement contained in the 
ca Letter; 

characterized by unusual cash transactions 
Control Center, Federal Reserve Bank, or 
ient institution. 

8 of significant leads, consider selection of branches 
mew by sampling on a random baeis. 

BS FOR OH-SITK REVIEW 

ffice location, the examiner is to review the work of 
srs within a specific tine period. (See above criteria 
of tellers. Recommended time period: minimus five 
it *!! i y J, ^ waminer * hould tata into account the 



i , 

JTt !?* Ul ? 8 Fon " 4789 and 479 ln "Acting the 
which ^ the examination will be conducted. For example, 
t examination is 12/31/80, the grace period for filing is 
tne examiner is reviewing transactions for 2 weeks, or U 
e examiner should review transactions at lease 29 days 

elected tellers, completed cash proof sheets Cor a 

iye dates as practical. From a day-to-day 
bil, and $100 bills, detemin. specific 
igttUicant ($10,000) fall-off U these 
uppotfd by the tellers' transactions. 

reported to s^nagement as possible incidence of 



5 POR SKtECTED TELLERS AHD SELZCTKD DATES 
tellers' documentation for the selected 



i or caeh-^t transactions of ,re than $10,000. 

f^!" tion - " e ^-covered, determine the 

" 



" ' 



e) The following transactions should be checked: 

(1) Cashed checks items should b* traced to ascertain if 
they are a cash-out of more than $10,000 or part of a 
split transaction. Split transactions which do. not 
involve a cash-out of more than $10,000 should be 
eliminated. 

(2) Gash deposits any transaction involving the receipt of 
more than $10,000 cash. 

(3) Savings withdrawal cash withdrawals of aore than 
$10,000. 

(4) Personal money orders or official checks sold any 
sale for more than $10,000 cash must be reported, even 
to an exempt customer. Be aware of consecutive items 
sold. A check of paid items could reveal that they 
were sold to same customer. 

(5) Savings bonds aold or cashed transactions involving 
more than $10,000 cash. 

(6) Official checks cashed cash-outs. 

(7) Loans note teller receipt or pay-out of more than 
$10,000. 

(8) Securities sold or purchased if institution acts as 
agent for an individual and the transaction involves more 
than $10,000 cash, 



f) The examiner should obtain and review the list of 

customers. Lists which appear inordinately long or which 

contain names of customers the size or nature of whose 

business would not ordinarily merit exempt 

discussed with management of the iMtxtutio. 

tion. If after discussion with management, the 

feels that criticism may still be warranted, the matter 

should be referred to the regional office. 

5. List exceptions for posaible inclusion in the report of examination. 












ITT.U- (Signed) 



FEDERAL DEPOSIT INSURANCE CORPORA 



CURRENCY DISTRIBUTION LETTER 

Date: 
, Officer-in-Charge Office $: 



(Location) 



Dear Sir /Madam: 

In order to facilitate our review for compliance with Financial Recordkeeping 
and Reporting Regulations, please submit to the below-named examiner the 
following information* Supporting source records should be made available for 
review upon request. 



Examiner 



Please provide, according to the attached format, the following information 
for the period from to , inclusive. 

1) For offices which ship and receive currency through a central currency 
distribution. center within the institution, please provides 

a) A list of all currency shipments between the distribution center and 
the. Federal Reserve Bank of correspondent institution? 

b) A list, by office, of all currency shipments between the distribution 
center and offices; 

c). A list of currency shipments between offices; 

d) A list of offices which have shown a significant increase in their 
use of large bills during the past twelve months, either as a portion 
of their total shipment of currency or in comparison to other 
offices. 

2) For offices which transact (ship and/or receive currency) with the 
Federal Reserve Bank or correspondent institution, please provide: 

a) A list of all currency transactions between the office and the 
Federal Reserve Bank or correspondent institution; 

b) A list of all currency transactions 'with other offices. 

(Signed) 



(Title and Position) 
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FINANCIAL RECORDKEEPING AND REPORTING OF CURRENCY AND 
FOREIGN TRANSACTIONS REGULATIONS 



BACKGROUND 



The purpose of the Financial Recordkeeping and Reporting of Currency and 
Foreign TransacCions Act of 1970, often referred to aa "The Bank Secrecy 
is to require financial institutions to maintain appropriate records and 
file certain reports which have a high degree of usefulness in criminal, 
or regulatory investigations or proceedings. The financial reporting and 
recordkeeping regulations issued pursuant to Che Act were originally inte 
to aid investigations into an array of criminal activities; from income t 
evasion to the laundering of money by organized crime. In recent years, 
however, the reports and records prescribed by the bank secrecy rules hav 
been mainly utilized as tools for investigating individuals suspected of 
engaging in illegal drug activities. Law enforcement agencies have found 
currency transactions reports to be extremely valuable in tracking the hu 
amounts of cash generated by illicit drug traffickers. Failure to file 
currency transaction reports has resulted in criminal charges being broug 
against banks and bank employees where it was shown that such failure 
furthered other illegal activity such aa illicit drug traffic. 

Due to the seriousness of the drug traffic problem and in veiw of the lar 
currency surplusses flowing into or through banks in certain sections of 
country; most notably south Florida, the federal financial institutions 
supervisory agencies joined in a coordinated effort with the Treasury and 
law enforcement agencies to counteract what was believed to be increased 
noncompliance with the large currency transactions reporting requirements 
fostered at least in part by the attractive inducements provided by cash- 
drug traffickers. The comprehensive examination procedures put in place 
the examining agencies in early 1981 were a result of this effort. 

THE BANK SECRECTf ACT : 

The Act consists of two parts; Title I - Financial Recordkeeping , and ! 
Title II - Reports of Currency and Foreign Transaction*. Title I authori 
the Secretary of the Treasury to issue regulationa which require insured' 
financial institutions to maintain certain records. This title empowered 
Treasury to prescribe regulations requiring uninsured institutions "to [ 
require, retain, or maintain" records of the type required of insured 
institutions, and "to maintain procedures to asaura compliance therewith" 

title II established criteria for and empowered the Treasury to prescribe 
regulations governing the reporting of certain transactions by and throug 
financial institutions; reporting the movement of currency and monetary I 
instruments in excess of $3,000 into, out of, and through the United Stat 
and maintaining records and filing reports of transactions of residents o 
United States, or other parsons in the United States, doing business with 
foreign financial institutions. Implementing regulations (31 C.F.R. Part 
have been issued by Che Secretary of the Treasury and are contained in th 
FDIC Prentice-Hall Service. I 
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must maintain a centralized list of all exemptions containing Che name, 
address, type of business, taxpayer identification number and account nun 
for each exempt customer and whether the exemption covers deposits, 
withdrawals, or both; and the dollar limit of the- exemption granted. A 1 
of domestic banks to and from which currency is shipped must also be kept 

NOTE; Except for transactions of government entities, the regulation on) 
allows an exemption for deposits and/or withdrawals. All other currency 
transactions, e.g. exchanges of currency or purchases of cashiers checks 
do not flow through a deposit account, exceeding $10,000 must be reporter 
if the customer has been granted an exemption* Also, currency transact it 
which exceed the dollar limit established for each exempt customer must \ 
reported. 

NOTE; Exemptions may not be granted Cor automobile, boat, or airplane 
dealerships or for nonbank financial institutions. A nonbank financial 
institution is any entity defined in Section 103. LI aa a "financial 
institution" which does not also meet the definition of a "bank" in the 
Regulations. For example, American Express is "an issuer of travelers' 
checks" which is defined as a "financial institution" in the Regulations 
it is not one of the entities defined as a "bank"; therefore, American E; 
is a nonbank financial institution. 

A bank may make a request to the Secretary of the Treasury for permiaaio 
grant special exemptions if the bank believes that circumstances warrant 
exemptions. 

REPORTS AND REQUIRED INFORMATION 

Reports required by Section 103. 22 (a) of the regulations < must be filed o 
Form 4789 with the Internal Revenue Service within IS days following the 
of the transaction. The bank must retain a copy of each report filed for 
period of five years from the date of the report. 

The regulations specifically require that all information called for in 
reports be furnished. Each party to the transaction must be identified 
name and address, account number, and social security number or taxpayer 
identification number. The method used to identify the person presentin 
transaction must be recorded on the report form. If there is no social; 
security number or taxpayer identification number, the word "Hone" shouJL 
entered in the appropriate block. For an alien, or a person who indicat 
that he is not a resident of the United States, verification of identity 
be made by passport, alien identification card, or other official docume 
evidencing nationality or residence. .For others, the identity verificafc 
procedures that would normally be used in cashing a check should be per; 
e.g., drivers license or credit card* 

REPORTS OF TRANSPORTATION OF CURRENCY OR MONETARY INSTRUMENTS 

Each person who physically transports, mails, or ships, or causes to be; 
physically transported, mailed, or shipped, currency or other monetary I 
instruments in an aggregate amount exceeding $5,000 on any one occasion! 
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United States to any place outside the United States shall make a report 
.8. Customs Form 4790 at the time of entry into the United States or at 
time of departure, mailing or shipping from the United States. Each 
on who receive* in U.S. currency or other monetary instruments an 
egate amount exceeding $5,000 on any one occasion which has been 
"Ported, mailed or shipped to such person from any place outside the 

Mf!?*!!M! reap6Ct to . which a "P " h ot been filed under Section 
23U) whether or not required to be filed thereunder, shall make a report 
:ing the amount, the date of receipt, the form of monetary instruments?* 
name of the person from whom received. The tJ,S. Customs Form 4790 
.1 be filed within 30 daya after receipt of the currency or monetary 
ruments-* ' 

!i Banks are not required to determine the origin or destination of 
ency received or disbursed over the window or to file a Form 4790 unless 
bank knows, that a truthful Form 4790 ha. not been filed by the customer. 
>rta are not required of entities listed in Section 103.23<c). Refer to 
: section for more specific information concerning exceptions. 

IRTS OF FOREIGN FINANCIAL ACCOUNTS 

i person subject to the jurisdiction of the United States (except a foreign 
lidiary of a U.S. person) having a financial interest in, or signature 
lority over a bank, aecurities, or other financial account in a foreign 
itry shall file a Treasury Form 90-22.1, Report of Foreign Bank, 
inties, and Other Financial Accounts, on or before June 30 of each year, 
report shall Contain the name in which the account ia maintained, account 
nr or other identification, the name and addreaa of the foreign bank, the 
i of account and the maximum value of the account for the reporting period. 

ions having a financial interest in 25 or more foreign financial accounts 
I only note that fact on Che forau Such persons will be required to provide 
uled information concerning each account whan 00 requested by the Treasury. 

1BDS TO BE MADE AND RETAINED BY FINANCIAL INSTITUTIONS 

i financial institution shall retain either the original or a microfilm or 
ir copy or reproduction of each of the following! 

A record of each extension of credit in an amount in excess of $5,000, 
except an extension of credit secured by an interest in real property, 
which record shall contain the name and address of the borrower, the 
amount, the nature or purpose and the date of the loan. 

NOTEi The stated purpose can be very general such aa passbook loan, 
personal loan, business loan, etc. Additionally, the purpose of a 
renewal, refinancing or consolidation is not required aa long as the 
original purpose has not changed and the original statement of purpose 
i's retained for a period of five years after the renewal, refinancing 
or, consolidation has been paid out. 
i , ,i 
A record df each advice, request, or instruction received regarding a 



transaction which results in the transfer of funda, or of currency 
other monetary instruments, checks, investment securities, or cred 
of more than $10,000 to a parson, account, or place outside the Un 
States; and 

A record of each advice, request, or instruction given to another 
financial institution or other person located within or without th 
United States regarding a transaction intended to reault in the tr 
of funda, or of currency, other monetary instruments, checks, inve 
securities, or credit, of more than $10,000 to a person, account o 
outside the United States. 

ADDITIONAL RECORDS TO BE MADE AND RETAINED BY BANKS 

Section I03.34(a)(l) requires banks to obtain a social security number 
taxpayer identification number for each deposit account opened after J 
1972 and each certificate of deposit sold or redeemed after Hay 31, 1$ 
bank has 45 days to obtain the number but will not be held in violatic 
regulations if it has made a reasonable effort to obtain the number ar 
maintains a list of those customers names f addresses and account nurabe 
whom it has been unable to secure such identification numbers. 

NOTE: A reasonable effort is considered to be at leaat one written fo 
request made within the 45 day period. Additionally, an opinion from 
Corporation's Legal Division dated August 24, 1978 indicates that a ba 
not required to maintain a current, up-to-date list of customers withe 
taxpayer identification numbers if it has procedures to facilitate the 
crestion of such a list in a reasonable time (about 1 weeks). 

Section 103.34(b) generally requires banks to maintain records in eith 
original form or on microfilm or other copy or reproduction of items r 
reconstruct demand deposit accounts and other receipts or remittances 
through a bank. Refer to that section for more detailed information.. 
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Periodic review ia necessary because of the opening and closin 
of accounts and possible changes in a customer's needs. For 
example, a dollar limit on cash deposits of $15,000 set: when t 
original exemption was granted may not be sufficient to meet t 1 
customers needs a year later. If the dollar limits are not 
adjusted to reflect actual currency volume, the bank would be 
required to file reports for cash deposits over $15,000 for th 
customer. 

INTERNAL AUDIT COVERAGE 

Module T-6 An effective internal audit program might include: 

- Periodic checks of cash-in and cash-out entries and the 
matching of those entries to offsetting documents to deter- 
mine whether the transactions are report able. 

- Review of large balance change reports (if used by the bank 
and subsequent follow-up of any suspect transactions to 
determine whether any are reportable. 

- Review of cash control records to identify any large or un- 
usual movements of cash between tellers, between offices, 
between the vault and tellers, and shipments into or out of 
the bank. Large or unusual movements should be traced to 
see if reportable transactions have been handled properly. 

NOTE: Banks should be encouraged to adopt procedures for t 
documentation of transfers of cash between tellers. From a 
internal control standpoint, tellers should be prohibited f 
trading or exchanging cash among themselves unless transfer 
are properly documented. 

- Periodic review of selected teller tapes to identify large 
cash transactions and determine ttr ' ' * ' 
should have been reported; then sc 

ports were completed and filed. 

- Periodic review of the bank's list of exempt customers to ; 
see that all required information has been provided and als 
to test the eligibility of the exemptions which have been i 
granted . ! 

- Periodic quizzing of appropriate employees to insure that ! 
they are aware of the reporting requirements of the regular 
tiona. ; 

i 
Module 1-7 The most recent internal audit report should be reviewed and : 

exceptions traced to see if corrective measures have been take 
The examiner should review the audit workpapers to see that j 
procedures are documented. j 

!, 

If the bank does not have an internal audit function, the exam 
should determine what procedures the bank uses to insure compt 
ance with the reporting requirements of the Regulation. * 
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cash-ins or total cash-outs for a given day were $25,000 or 
less; it would be logical Co assume that, there were few, if 
any, cash tranaactions over $10,000 for that day. Therefore, 
there would be no need to review that Caller's capes for chat 
day. Some work can also be eliminaCed if transfers between 
tellers and Che vaulC can be identified and el initiated from 
Che toCal cash-ins and total cash-outs for each teller. Sine 
many tellers' machines record the account number with each ti 
action, Che account number should be conpared with chose on t 
list of exempt customers and those transactions should be 
eliminated, provided the cash portion of the transaction fall 
within the dollar limit assigned by the bank for that cuatonu 
Any cash transaction over the established dollar limic is ret 
able. It is important to note that the exemptions cover oni; 
deposits and withdrawals. Any other cash transaction over 
$10,000, even by an exempt customer, oust be reported. Any 
suspect transactions should b traced to th offsetting entri 
determine whether or not Che transactions should have been 
reported. 

NOTE; Before researching Che identified transactions, Che 
examiner should check Co see if corresponding Forma 4789 were 
filed for those transactions. If ao, there will be no need ( 
do further research on those items. 

UNUSUAL TRANSACTIONS 

While reviewing teller work, the examiner should look for an] 
significant decrease in large bills ($50 and $100) which is i 
supported by teller transactions. If any such situations an 
noted, they should be reported to management. Many banks do 
not document exchanges of currency. They should ba encouragt 
Co do so. 

Consecutive tranaactions involving cash in excess of $10,000 
should be reviewed to determine if aade by or for one depoai- 
Cor. Suspect transactions can be pursued further. 
The following transactions should be checked: 

- Cashed checks - pay particular attention to multiple itemi 
cashed by the same person; 

- Cash deposits; 

- Savings wichdrawals and cercificate of deposic redemption! 

- Personal money orders or official checka sold; 

- Savings Bonds sold or cashed. | 

- Official checks sold or cashed - look for consecutive icei 

- Traveler's checks sold or cashed* [ 

- Loan payments or loan proceeds paid in cash. . 

- Securities sold or purchased for cash if the bank aces 
as agenc for an individual and Che transaction involves 
more than $10,000 in cash. - 
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RO-188-80 CommntH to 'th effect that violations appear to lack willful 
(11-12-80) ness or criminality should not he included in the report. 

Conclusions such as this cannot always be supported without 
further investigation and should only be madrj by the Treasury 
Department. On the. other hand, examiners should recomrand 
civil money penalties whom circumstances warrant. Recom- 
mendations for penalties must be; supported by facts, not 
opinions . 

NOTE: Whenever a bank li.-is railnd to file a required Currency 
Transaction Report pursunnr ro Section 103.22(.i) of tho 
Financial Rueordketiping and Reporting of Currency and Foreign 
Transactions Ro.gulnt ions , the bank should be directed to pron 
file the report regardless of the time that may have elapsed 
the transaction. However, if in the examiner's judgment, the 
customer for which Che bank has failed to file a report could 
been legitimately exempted under guidelines in effect on the 
of the transaction, it may only be necessary to ask the bank 
amend its list of exempt customers. 

NOTE: Tf repeat violations of the regulations are noted, th 
report should include a brief explanation of the seriousness 
and reasons for continued noncompliance. For example, if rat 
isolated violations resulted from minor deficiencies in the \ 
procedures, procedural changes should be recommended to insui 
future 1 compliance. Howtwur, where there appears to be a pati 
or practice resulting in numerous exceptions where these exci 
t'ions are not sufficiently explained and may reflect willful 
negligent disregard Cor the regulations, consideration ahouli 
given to the inclusion of a recommendation for civil money 
penalties in the report. 

REPORTING OF INTERNATIONAL TRANSPORTATION 
OF CURRENCY OR MONETARY INSTRUMENTS 

Through observation or interview, the examiner should determ 
whether the bank has engaged in any transactions covered by j 
Section 103.23 of the rogul.iti on* . Tf so, the examiner sho^ 
review copies of Form 4790 (Report of International Transpor 
tion of Currency or Monetary Instruments) filed by the bank; 

the last examination. i 

i 

Action NOTE! A hank in not rnquired to file a Form 4790 if it rec 

103.23 currency or monetary instruments over the counter from a pe^ 

who may have transported same into the United States, or if| 
bank delivers currency or monetary instruments over the couji 
to a person who may transport same out of the United States^ 
bank is not expected to inquire of the customer whether the): 
have been brought into or will b taken out of the country. | 
However, if a bank o_f_ficer or a .rMJ>qnsiM_ loxe of the^j 
knpys Hull ii complete ami truthful report has not been file| 
TtjTcustomtT, it must file a Form A790. This is not a mattjj 
judgment but of personal knowledge. | 



e examiner should obtain the bank's list of customers 
ora whom it has been unable to obtain taxpayer identi- 
cation numbers. If the list appears unusually long, the 
aminer should try to determine the reason and discuss 
th bank management. Remember that the Regulation covers 

I deposit accounts, not just savings and tine deposits. 

[TE: The Regulations do not specifically require the 

ink to maintain a current, up-to-date list but that it be 

le to obtain one in a reasonable period of time 

icnerally two weeks). If the list is not available, the 

; aminer should determine whether or not such a list can be 

merated from computer coded or manually flagged infor- 

ition. An item by item search of the files ia not acceptable. 

>MPLETION OF THE COMPLIANCE REPORT 

)IC Form 6500/54 is designed in a such manner that an affir- 
itive answer will reflect compliance, a negative ansver indicates 
deficiency or violation of the regulations. In scheduling 
pparent violations, it is not necessary to quote the regulation 
erbatim; however, Che apparent violation should be clearly 
ientified and several example a should be listed in the report. 

II apparent violations should be presented on FDIC Form 6500/58 
nder an appropriate heading. 

DIC Form 6601/23 should be appropriately headed and used to 
ummarize, in narrative form, the procedures used b'y the bank to 
naure compliance with the Regulations as well as the steps 
sed by the examiner to determine the banks level of compliance. 

he suggested format for presenting the information is as fol- 

ows : 

Describe the bank's training program and communication 
system used to insure that all tellers and other relevant 
personnel are made aware and periodically reminded of the 
requirements of the Regulation. 

Describe the internal audit function. Indicate whether or not 
audit procedures cover: 

1. Periodic spot checks of deposit, cash, or withdrawal 
tickets or comparable documents in use at the bank; 

2. periodic verification that a record of exemption ia 
maintained and that exemptions are reasonable and up- 
to-date; and 

3. periodic review of cash control records and tracing 
of any apparently large or unusual cash movements to 
or from a department or branch. 

- Indicate whether procedures are adequate to insure that all 
covered transactions are properly reported; and 

- Indicate the scope of the, examination and the extent of any 
reviews conducted by the examiner. 



The examiner should comment on any inadequacies detected in 
the bank's system for inauring compliance* 

The examiner's comments should, if applicable, include the 
following: 

- fche apparent reasons for any violationaj 

- promises to correct violations and for future compliance 
made by management; 

- a reference to any similar violations at previous exami- 
nations; and 

- an estimate of the extent of noncompliance. 

Violations of the regulations should be promptly brought to 
the attention of the bank's management and correction of the vio- 
lations should be sought. Where the examiner ia unable to obtain 
a commitment for compliance j or .where flagrant violations of the 
currency transaction reporting requirements have occurred, the 
examiner ahould immediately report the matter to his supervisor. 

Currency Transaction Reports provide a vital source of information 
to the law enforcement authorities and close attention to this 
matter is essential. 

TRANSMITTAL LETTER 

Major deficiencies or noncompliance with the Treasury regu- 
lations should be commented on in the transrnittal letter. In all 
cases where noncompliance is discovered but not corrected during 
the examination, the transmittal letter ahould request a response 
to the Regional Director by the bank's Board of Directors regard- 
ing any remedial action taken or to be taken by management. 
The staff of the Regional Office i. responsible for insuring 
that effective follow-up procedures are pursued in all cases 
where noncompliance ia indicated. 

WILLFUL OR DELIBERATE MONCOMPL1AHCE 

In cases of willful or deliberate violationa of Treasury regu- 
lations or whenever the bank appears to be deliberately or will- 
fully disregarding regulatory provisions in an attempt to 
conceal or abet the violations of some other law or regulation 
or Co conceal a customer's transaction, the examiner should 
prepare a letter report to the Director, Division of Bank 
Supervision, Washington, D.C. 20429. 

HOJE: It is important to be able tb distinguish between will- 
ful and deliberate violationa resulting frcm a total disregard 
for the regulations and willful and deliberate violations in 
furtherance of Che commission of violations of federal law or 
as part of a pattern of illegal activity. Moncoopliance due to 
disregard for the regulations would likely trigger civil penalties 
whereas .noncompUance contributing to the furtherance of the 
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examiner should comment on any inadequacies detected in 
bank s system for insuring compliance. 

examiner's comments should, if applicable, include the 
lowing: 

the apparent reasons for any violation*; 

promises to correct violations and for future compliance 

made by management; 

a reference to any similar violations at previous exami- 
nations; and 
an estimate of the extent of noncompliance. 

lations^f the regulations should be promptly brought to 
Attention of the bank's management and correction of the vio- 
lons should be sought. Where the examiner is unable to obtain 
ommitment for compliance) or .where flagrant violations of the 
rency transaction reporting requirements have occurred, the 
miner should immediately report the matter to his supervisor. 

rency Transaction Reports provide a vital source of information 
the law enforcement authorities and cloae attention to this 
ter ia esaential. 

HSMITTAL LETTER 

or deficiencies or noncompliance with the Treasury regu- 
lons should be coonented on in the transmittal letter. In all 
es where noncompliance is discovered but not corrected during 
examination, the transmittal letter should request a response 
the Regional Director by the bank's Board of Directors regard- 
any remedial action taken or to be taken by management. 
staff of the Regional Office is responsible for insuring 
t effective follow-up procedures are pursued in all cases 
re noncotaplianca ia indicated. 

LFOL OR DELIBERATE NONCOMPLIANCE 

:ases of willful or deliberate violations of Treasury regu- 
lona or whenever the bank appears to be deliberately or will- 
Ly disregarding regulatory provisions in an attempt to 
:eal or abet the violations of some other law or regulation 
:o conceal a customer's transaction, th examiner should 
>are a letter report to the Director, Division of Bank 
trvision, Washington, D.C. 20429. 

^1 It ia important to be able to distinguish between will- 
and deliberate violation* resulting from a total disregard 
the regulations and willful and deliberate violations in 
herance of Che commiaaion of violation* of federal law or 
art of a pattern of ilUgal activity. Moncompliance due to 
egard for the regulations would likely trigger civil penalties 
eaa noncompliance contributing to the furtherance of the 
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SECTION W 



OFFICE OF COMPTROLLER 



Charles E. White 
Gloria Seraedo 



Wallace S. Nathan 
William T. Dehnke 
Dale Zelony 
Agnes Holland 



Gary Baskin 
Elizabeth Williams 



Henry G. Pannell 
Kenneth Gartlir 
Valarie Ch is ho 1m 
Betty Hamby 
Jennifer Adams 



James M. Kane 
Robin Kovash 
Stacy Powers 
Rita Bourgeois 



Michael J. O'Keefe 
Wayne Vennard 
Leslie Linville 
Sandy Clark' 



Patrick Parise 
Eugene Marsico 
Patsy Marshall 



Joseph Pogar, Jr. 
Debbie Chong 
Stephanie Allen 
Patricia Kelly 



TAFP 



Boston Region 
Regional Counsel 
Secretary 



FTS 



8/223-2274 

n 




Northeastern District (New York) 

District Counsel 7265-3095 
Attorney " 

Attorney " 

Secretary " 



212-9 



Richmond Region 

Attorney 

Secretary 



8/925-2406 

H 



Southeastern District (Atlanta) 

District Counsel 57242-3797 
Attorney " 

Attorney * 

Secretary " 

Secretary * 



804-6 



404-2 



Central District (Chicago) 
District Counsel 
Attorney 
Attorney 
Secretary 



8/353-0300 312-3 



Midwestern District (Kansas City) 

District Counsel 8/758-6431 
Senior Attorney " 

Senior Attorney " 

Secretary " 

Southwestern District (Dallas) 

District Counsel 8/729-4400 
Attorney " 

Secretary * 

Western District (San Francisco) 

District Counsel 8/454-8561 
Attorney " 

Attorney " 

Secretary " 



816-3 



214-7 



415-9 



8/1/83 

NOTE: 



If you are in need of expedited service or you are experiencing 
difficulty with obtaining cooperation from local or regional 
employees, call Robert E. Serino, Director, Office of the Comptr| 
of the Currency at (202) 447-1847. 

If you have questions concerning an offshore bank regarding its 
legitimacy, call John M. Shockey at (202) 447-1987. 



Robert B. Serino, Director (202-447-18471 
Enforcement and Compliance Division 
Office of the Comptroller of the Currency 




?<* (OCC, is 
function is the chartering, reoulVtlnX Apartment. The OCC' 
national banking system.!/ regulatin 9 nd supervising of -th 

- its 



y a str ic 

supervises fh e national banks U" h adinini ^ator. Y The OC 



t-port la raade 







The OCC also passes upon certain structural changes i 
national banking system. These include, among others 
approval of applications to organize new national bank 
establish and operate branches of existing national ban 
branches' of foreign banks in the United states, to met 
consolidate banks when the resulting bank is a national bai 
relocate national bank offices, and to effect changt 
controlling ownership. 

For contact sources for law enforcement purposes, 
suggested that either district counsel or personnel i 
Enforcement and Compliance Division be notified. The Enfor 
and Compliance Division is a Division in the Law Department 
principal functions are to ensure that appropriate administ 
proceedings are undertaken when the examining staff of tl 
deems it necessary, and to ensure that appropriate cr: 
referrals are made to law enforcement authorities where th 
evidence of potential violations of law. As part of this e 
attorneys from the Division meet regularly with national 
examiners to attempt to correct problems in banks befor< 
become unmanageable. In certain difficult cases, Di 
attorneys may conduct investigations or develop sp 
information concerning matters which may be the subjec' 
criminal referral or evidence for an administrative matter 
Division assimilates information on various fraudulent sc 
both domestic and foreign, which might have an impact on 
and makes it available to appropriate law enfor 
authorities. 

To enhance the likelihood of detection of bank fraud 
assist investigators and prosecutors in understandin 
intricacies of bank frauds, the Division is training examin 
the detection, investigation and prosecution of white- 
crime. To the extent consistent with Office priorities, 
trained examiners are available to assist law enfot 
authorities in their handling of bank fraud cases. 
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ture that might involve fictitious entries, manipula- 
tions, or uncollectible accounts. 

In their normal daily operations, all banks have an 
internal float of assets charged, on the general led- 
ger, to the total debit to demand deposits but which 
cannot be charged to individual accounts because of 
insufficient funds, no accounts, etc. Such items are 
commonly known as bookkeepers' return items or 
rejected or unposted debits and may consist of 
checks received in the ordinary course of business, 
Joan payment debits, and other debit memos. In 
some banks, such items are separated by the book- 
keepers and an entry is made reclassilying them to a 
separate asset account entitled "bookkeepers' return 
items." Other banks do not use a separate asset ac- 
count, instead the bookkeepers include the items in a 
subsidiary control account in the individual demand 
deposit ledgers. In that case, the account would have 
a debit balance and would be credited when the 
bank returns the checks to their source. 

Since bookkeepers' return items usually can be re- 
turned to their source on the next busmess'day, the 
balance of the bookkeepers' return item account 
should represent the total of only one day's returned 

items. - 

When data processing systems are in use, it is a 
common practice to post all properly encoded debit 
items, regardless of whether an overdraft \s created. 
The resulting preliminary overdraft list, together with 
the items charged, then Is reviewed by bank employ- 
ees and unapproved items are reversed and sepa- 
rated as bookkeepers' return Items. The toial of the 
resulting final overdraft list becomes the final over- 
draft figure shown on the general ledger, The exami- 
nation of overdrafts is discussed in the "Deposit Ac- 
counts" section. The examination of international 
overdrafts is discussed in the "Due From Banks: Do- 
mestic and International," "Borrowed Funds; Domes- 
tic and International" and "Foreign Exchange" sec- 
tions. 

If the cash items are not in the process of collection, 
Ihey should be included on the bank's books In an 




appropriate account and shown under "other as 
sets." These are items which are payable jpon pre 
sentation but which the bank has elected to accumi 
late for forwarding to the payor on a periodic basis 
such as Series E Bonds. If the items are not immed 
ately payable in cash upon presentation, or if the 
were not paid when presented and, after a predetei 
mined period of time, require further collection effor 
they also should be included in a non-cash asset ac 
count, such as "suspense resources," and showi 
under "other assets." Examples are checks held t< 
avoid overdrafts and other checks for which there an 
no funds for immediate payment. Many banks set i 
3-day limit, after which all items not collected mus 
automatically be transferred from "cash items" t< 
"suspense resources." 

Currency Transactions 

Tho Financial Recordkeeping and Reporting regu 
lions, 31 CFR 103, require financial institutions 
maintain records that might be useful in criminal, I 
or regulatory investigations. They also seek to idt 
tify persons who attempt to avoid payment of tax 
through transfers of cash to or from foreign accoun 
Amendments to the regulations In 1980 are expect 
to facilitate the investigations of narcotics traffickir 
lax evasion and other criminal activities. The exar 
nation procedures for determining compliance w 
the regulations require the examiner to ascertain t 
quality of the bank's auditing procedures and oper 
ing standards relating to 31 CFR 103. Examiners al 
determine the adequacy of written policies and ba 
training programs. Form CC-1425-CL, Financial Re 
ordkeeping and Reporting of Currency and Forer 
Transactions, is to be used in checking complian 
and reporting apparent violations. If violations a 
disclosed, this form should be forwarded to the r 
gional office with the report of examination. That ( 
fice will compile and submit Information to the ch 
national bank examiner's office according to the i 
structions contained in PPM 5000-13, 
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1. Complete or update the Cash Accounts section 
cf the Internal Control Questionnaire. 

2. Based on the evaluation of internal controls 
and the work performed by internal/external 
auditors (see separate program), determine the 
scope of the examination. 

3. Test for compliance with policies, practices, 
procedures and internal cqntrols in conjunction 
with performing the remaining examination pro- 
cedures. Also obtain a listing of any deficien- 
cies noted in the latest review done by internal- 
/external audit from the examiner assigned to 
that area of examination, and determine if ap- 
propriate corrections have been made. 

4. Perform those verification procedures deemed 
appropriate. 

5. Scan the general ledger cash accounts for any 
unusual items or abnormal fluctuations. Investi- 
gate any such items and document any appar- 
ent nonccmpliance with policies, practices and 
procedures for later review with appropriate 
management personnel. 

6. Obtain teller settlement sheet recap or similar 
document as of the examination date and 
agree to the general ledger. Scan for reason- 
ableness and conformity to bank policy. 

7. Obtain detailed listings of cash items, Including 
any bank items which are carried In the general 
ledger under "other assets", agree listings to 
general ledger balances and scan for propriety 
and conformity to bank policy 

8. Test compliance with 1? CFR 21 by: 

a. Selecting teller and banking office cash bal- 
ance sheets and determining that balances 
are within currency limits established. 

b. Selecting bait money and agreeing serial 
numbers to applicable records. 

c. Reviewing documentation evidencing train- 
ing sessions held since the preceding exam- 
ination. 

d. Performing any visual inspections deemed 
appropriale. 

e. Analyzing the bank's system of security and 
protection against external crimes. Guidance 
for this analysis is offered m the Appendix to 

this handbook. 



f. Determining, through discreet corrot 
inquiry of responsible bank officials 
view of documentation, whether a i 
program that equals 'or exceeds th 
dards prescribed by 12 CFR 21.4 is ii 
and that the annual compliance rep 
any other reports requested by trv 
have been filed. 
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nancial F 



v .-keeping and Reporting of Currency ar 
n " 



Reviewing the Audit Function Questii 
and the International Supplement in 
ternal and External Audits program to 
mine If the internal auditor is check! 
cedures for compliance wEth the Act 
bank does not have an internal auc 
tion, ascertain that a program of rr 
ment reviews or self audits has beer 
lished which encompasses the requir 
of the regulation.) 

Reviewing the file of reports su 
(forms 4789 and 4790) and ascertain 
they are properly completed a.nd file'c 
quired by the regulation and bank pot 

Reviewing the bank's list of exempt < 
ers to determine that: ,. 

Its contents conform to the requir 
of the regulation (103,22(e)) and;i 
exemptions appear reasonable. \ 

* The bank has, in granting exerr 
adhered to its established policy, j 

Interviewing operations personnel |j 
platform officers, selected branch i 
<jrs, and International division manag 
lo ascertain whether they are sufj 
knowledgeable concerning the re|j 
and operating procedures to assure' 
ance. (In those instances where a; 
visitation is Impractical, selected 
managers may be contacted by telep'f 

Reviewing the totals of cash shipped!? 
or received from the Federal Reser| 
(reported on Form MD-115) or corl( 
dent bank during the last six monthf 
amount appears high relative lo ..the i 
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'^ 6bank has reported on Form 47fl9 tnr. tha 

lasl fii *- mfr? the , dfscuss the findings with 
ma/iaoflmeni. n ' "* 

Meeting with a senior official or compliance 
officer and submitting to either of them the 
Financial Recordkeeping and Reporting of 
Currency and. Foreign Transactions (Form 
CC 1425-CL) lor completion and signature. 
Explain all "no" answers. Correlate work 
performed in other areas of .examination in- 
terest and forward the checklist to the re- 
gional office with the examination report ex- 
plaining any reported "no" answers. In the 
absence of any "no" answers retain the 
checklist in the work papers. 
Based on the results of step f, and on an 
evaluation of the bank's policies and proce- 
dures, determine if appropriate operating 
and auditing standards are in place and 
document the conclusion in the work pa- 
pers. Jf appropriate standards are not In 
Dlace, perform those verification procedures 
dealing with compliance with 31 CFR 103. 
'lew tellers 1 over and short accounts for re- 
ring patterns and any large or unusual items 
i foJow up as considered necessary. Inves- 
.te differences centered in any one teller or 
iking office. Determine whether corrective 
on has been taken, if required. 

ermine, by discreet corroborative inquiry of 
sensible bank officials and review of docu- 
itation, whether defalcations and/or myale- 
s disappearances of cash since the pro- 
ing examination have been properly re- 
ed pursuant to interpretive Ruling 7;5225 in 
Comptroller's Manual For National Banks 



12. Review foreign currency control ledgers and 
dollar book value equivalents for; 

a. Accuracy of calculations and booking proce- 
dures. 

b. Unusual fluctuations. 

c. Concentrations. 

d. Unusual items. 

13. Review international division revaluation calcu- 
lations and procedures If performed by cash 
account operations staff. (The bank's accoun- 
ting/auditlng department may revalue cash ac- 
counts together with other foreign currency led- 
ger and future exchange accounts.) 

14. Review the following Items with appropriate 
management personnel (or prepare a memo to 
other examining personnel for their use in re- 
viewing with management): 

a. Internal control exceptions and deficiencies 
in. or noncompliance with, written policies 
practices and procedures. 

b. Uncorrected audit deficiencies. 

c. Violations of law. 

d. inaccurate booking of U.S. dollar book value 
equivalents for foreign currencies. 

e. Inaccurate revaluation calculations and pro- 
cedures performed by cash account opera- 
tions staff. 

15. Prepare comments on defences or violations 
of law noted above for inclusion in the exami- 
nation report. 

16, Prepare a memorandum and update work pro- 
gram with any information which will facilitate 
future examinations. 
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1. Complete or update the Cash Accounts section 
of the Internal Control Questionnaire. 

2. Based on the evaluation of internal controls 
and the work performed by internal/external 
auditors (see separate program), determine the 
scope of the examination, 

3. Test for compliance with policies, practices, 
procedures and Internal controls in conjunction 
with performing the remaining examination pro- 
cedures. Also obtain a listing of any deficien- 
cies noted in the latest review done by Internal- 
/external audit from the examiner assigned to 
that area of examination, and determine if ap- 
propriate corrections have been made. 

4. Perform those verification procedures deemed 
appropriate. 

5. Scan the general ledger cash accounts for any 
unusual Items or abnormal fluctuations. Investi- 
gate any such items and document any appar- 
ent noncompliance with policies, practices and 
procedures for later review with appropriate 
management personnel. 

6. Obtain teller settlement sheet recap or similar 
docyment as of the examination date and 
agree to the general ledger, Scan for reason- 
ableness and conformity to bank policy. 

7. Obtain detailed listings of cash items, Including 
any bank items which are carried in the general 
ledger under "other assets", agree listings to 
general ledger balances and scan for propriety 
and conformity to bank policy. 

8. Test compliance with 12 CFR 21 by: 

a. Selecting teller and' banking office cash bal- 
ance sheets and determining that balances 
are within currency limits established. 

b. Selecting bait money and agreeing serial 
numbers to applicable records. 

c. Reviewing documentation evidencing train- 
ing sessions held since the preceding exam- 
ination, 

d. Performing any visual inspections deemed 
appropriate. 

e. Analyzing the bank's system of security and 
protection against external crimes. Guidance 
for this analysis is offered in the Appendix to 
this handbook. 



f. Determining, through discreet corroborative 
Inquiry of responsible bank officials and re- 
view of documentation, whether a security 
program that equals or exceeds the stan- 
dards prescribed by 12 CFR 21.4 is in effect 
and that the annual compliance report and 
any other reports requested by the OCC 
have been filed. 

9. Review compliance with the Financial Record- 
keeping and Reporting of Currency and For- 
eign Transactions Act, 31 CFR 103.22. 103.23, 
103.33 and 103.34 by; 

a. Reviewing the Audit Function Questionnaire 
and the International Supplement in the in- 
ternal and External Audits program to deter- 
mine if the internal auditor is checking pro- 
cedures for compliance with the Act. (If the 
bank does not have an internal audit func- 
tion, ascertain that a program of manage- 
ment reviews or self audits has been estab- 
lished which encompasses the requirements 
of the regulation.) 

b. Reviewing the file of reports submitted 
(forms 4789 and 4790) and ascertaining that 
they are properly completed and filed as re- 
quired by. the regulation and bank policy. 

c. Reviewing the bank's list of exempt custom- 
ers to determine that: 

Its contents conform to the requirements 
of the regulation (103.22(e)J and that the 
exemptions appear reasonable. 

. The bank has, In granting exemptions, 
adhered to its established policy. 

d. Interviewing operations personnel (tellers, 
platform officers, selected branch manag-: 
ers, and international division management); 
to ascertain whether they are sufficiently: 
knowledgeable concerning the regulation; 
and operating procedures to assure complk 
ance. (In those Instances where a branch 
visitation Is impractical, selected branch 
managers may be contacted by telephone.) [. 

e Reviewing the totals of cash shipped to and/j; 
or received from the Federal Reserve Bank; 
(reported on Form MD-115) or corresoonf 
dent bank during the last six months. If any? 
amount appears high relative to the amoun| 



Jash Accounts: Domestic and International 
xamihation Procedures 



Section 201.3 



the bank has reported on Form 4789 tor Ihe 
last six months, discuss Ehe findings with 
management. 

f. Meeting with a senior official or compliance 
officer and submitting to either of them the 
Financial flecordkeeping and Reporting of 
Currency and Foreign Transactions (Form 
CC 1425-CL) for completion and signature, 
Explain all "no" answers. Correlate work 
performed in other areas of examination In- 
terest and forward the checklist to the re- 
gional oHice with the examination report, ex- 
plaining any reported "no" answers. In Ihe 
absence of any "no" answers retain Ihe 
checklist in the.work papers. 

g. Based on Ihe results of step f, and on an 
evaluation of the bank's policies and proce- 
dures, determine if appropriate operating 
and auditing standards are In place and 
document Ihe conclusion in (he work pa- 
pers, If appropriate standards are not in 
place, perform those verification procedures 
dealing wilh compliance with 31 CFR 103. 

10. Review tellers' over and short accounts tor re- 
curring patterns and any large or unusual items 
and follow up as considered necessary, Inves- 
tigate differences centered in any one teller or 
banking office. Determine whether corrective 
action has been taken, if required. 

11. petermine, by dlscwet corroborative Inquiry of 
responsible bank officials and review of docu- 
mentation ,, whet her defalcations and/or myste- 
rious disappearances of cash since the pre- 
ceding examination have been properly re- 
ported pursuant to Interpretive Ruling 7.5225 in 
the Comptroller's Manual For National Banks, 



12. Review foreign currency control ledgers and 
dollar book value equivalents for; 

a. Accuracy of calculations and booking proce- 
dures, 

b. Unusual fluctuations. 

c. Concentrations. 

d. Unusual items, 

13. Review international division revaluation calcu- 
lations and procedures if performed by cash 
account operations staff. (The bank's accoun- 
ting/auditing department may revalue cash ac- 
counts together with other foreign currency led- 
ger and future exchange accounts.) 

14. Review the following items with appropriate 
management personnel (or prepare a memo to 
other examining personnel for their use in re- 
viewing with management); 

a. Internal control exceptions and deficiencies 
in, or noncompllance with, written policies, 
practices and procedures. 

b. Uncorrected audit deficiencies. 

c. Violations of law. 

d. Inaccurate booking of U.S. dollar book value 
equivalents for foreign currencies. 

e. Inaccurate revaluation calculations and pro- 
cedures performed by cash account opera- 
tions staff. 

15. Prepare comments on deflciences or violations 
of law noted above for inclusion in the exami- 
nation report. 

16. Prepare a memorandum and update work pro- 
gram with any information which will facilitate 
future examinations. 
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Review the bank's Internal controls, policies, prac- 
tices and procedures for cash accounts. The bank's 
system should be documented In a complete and 
concise manner and should include, where appropri- 
ate, narrative descriptions, flowcharts, copies of 
forms used and other pertinent information. Items 
marked with asterisks require substantiation by ob- 
servation or testing. 

Cash on Hand 

"1. Do all tellers, including relief tellers, have sole 
access to their own cash supply -and are all 
spare keys kept under dual control? 
*2. Do tellers have their own vault cubicle or con- 
trolled cash drawer in which to store their cash 
supply? 

3. When a teller is leaving for vacation or for any 
other extended period of time is that teller's to- 
tal cash supply counted? 

4. Is each teller's cash verified periodically on a 
surprise basis by an officer or other designated 
official (if so, is a record of such count re- 
lamed)? 

*5. Are cash drawers or teller cages provided with 
locking devices to protect the cash during peri- 
ods'of teller's absence? 

6, II a specified limit in effect for each teller's, 
cash? 

*7. Is each teller's cash checked dally to an Inde- 
pendent control from the proof or accounting 
control department? 

8. Are teller differences cleared daily? 

9. Is an individual cumulative over and short re- 
cord maintained for all persons handling cash 
and is the record reviewed by management? 

10. Does the'teller prepare and sign a daily proof 
sheet detailing currency, coin and cash Items? 
M1. Are large teller differences required to be re- 
ported to a responsible official for clearance? 

12. Is there a policy against allowing teller "kit- 
tles" ? 
13. Are teller transactions identified through use of 

a teller stamp? 
14, Are teller transfers made by tickets or blotter 

entries which are verified by botti tellers? 
15. Are maximum amounts established for tellers 



cashing checks or allowing withdrawal 
time deposit accounts without officer appro 

16. Does the currency at each location Inclu 
supply of bait money? 

17. Are tellers provided with operational guide 
on check cashing procedures and dollai 
Its? 

18. Is a record maintained showing amounts 
denominations of reserve cash? 

19, Is reserve cash under duai custody? 
*20. Are currency shipments: 

a. Prepared and sent under dual control? 

b. Received and counted under dual contr 
21. If the bank utilizes teller machines: 

a. Is the master key controlled by someoi 
dependent of the teller function? 

b. Is the daily proof performed by sort 
other than the teller? 

c. Are keys removed by the teller durin< 
absence? : 

*22, Is du.al control maintained over mail depoi 

23. Is the night depository box under dual tool 
tern? 

24. Is the withdrawal of night deposits made 
duat control? 

25. Regarding night depository transactions: 

a. Are written contracts in effect? 

b. Are customers provided with lockable 

c. Are the following procedures comple 
der dual control: 

Opening of the bags? 

. Initial recording of bag numbers, er 

numbers and depositors' names in t 

ister? 

. Counting and verification of the cont 
. '26, Regarding vault control: 

a. Is a register maintained which is sig 
the Individuals opening and closl 
vault? 

b. Are time clock settings checked by 
ond officer? 

c. Is the vault under duai control? 
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Are combinations changed periodically and 
every time there is a change in custodian- 
ship? 

e tellers prohibited from processing their own 
lacks? 

e tellers required to clear all checks from 
9ir funds daily? 

e tellers prevented from having access to 

counting department records? 

a teller duties restricted to telfer operations? 

pensfngMachfnos 

daily access to the automated teller machine 
rM) made under dual control? 

ten maintenance Is being performed on a 
ichlne, with or without cash in It, is a repre- 
itative or the bank required to be in atten- 

nce? 

t combinations and keys to the machines 
itrolled Of so, indicate controls)? 

the machines and the related system hav 
It-ln controls that: 

Jmlt the amount of cash and number of 

imes dispensed during a specified period (if 
io, Indicate detail)? v 

Capture the card If the wrong PIN (Personal 
dentmcatlon Number) Is consecutively 
ised? * 

is the machine automatically shut down af- 
t experienc.es recurring errors? 
anting around the machine provided? 

is the machine capture cards of other 
ks or invalid cards? 

e machine Is operated "off line," does rt 
i negative file capability for present and fu. 
needs which includes lists of lost, stolon or 
r undesirable cards which should bo cap- 

lage of an ATM by an Individual customer 
(0089 of that customer's past history in* 
!L2T *^?P^ activity' 1 report to bo 
need out by bank management (three uses 
g too past 3 days as compared with a hls- 
sfonouso per month)?,- - . 

f afeguarcto bow Implemented at the 



ATM to prevent disclosure of a customer's PIN 
during use by others observing the PIN pad? 

41. Ar* "fish-proof" receptacles provided for cus- 
tomers to dispose of printed receipts, rather 
than Insecure trash cans, etc.? 

42. Does a communication Interruption between an 
ATM and the central processing unit trigger the 
alarm system? 

43. Are alarm devices connected to all automated 
taller machines? 

44. For on-line operations, are all messages to and 
from the centraJ processing unit and the ATM 
protected frorri tapping, message Insertion, 
modification of massage or surveillance by 
message encryption (scrambling techniques)? 
(One recognized encryption formula is the Na- 
tional Bureau of Standards Algorithm.) 

MS. Are PIN's mailed separately from cards? 

*4fl. Are bank personnel who have custody of cards 
prohibited from also having custody of PIN's at 
any stage (Issuance, verification, or reissu- 
ance)? 

47. Are magnetic stripe cards encrypted (scram- 
bled) using an adequate algorithm (formula) 
Including a total massage control? 

48. Are encryption keys, i.e., scramble plugs, un- 
der dual control of personnel not associated 
wnh operations or card Issuance? 

*49. Are captured cards under dual control of per- 
sons not associated with bank operation card 
Issuance or PIN issuance? 

*5Q. Are blank plastics and magnetic stripe readers 
under dual control? 

51, Are ail cards Issued with set expiration dates? 

52. Are- transaction journals provided that enable 
management to determine every transaction or 
attempted transaction at the ATM? 

Cash Items 
*63. Are returned Items handled by someone other 

than the teller who originated the transaction? 
54. Dom an officer review the disposition of all 

cash Hems over a specified dollar limit? 
58, Is a dairy report made of all cash Items, and Is 
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It reviewed and initialed by the bank's opera- 
tions officer or other designated official? 

. Is there a policy requiring that all cash items 
uncollected for a period of 30 days be charged 
off? 

. Do the bank's present procedures forbid the 
holding of overdraft checks in the cash item 
account? 

.. Are all cash items reviewed at least monthly by 
the board of directors or an appropriate desig- 
nee? 

i. Are cash items recommended *or charge-off 
reviewed and approved by the board of direc- 
tors, a designated committee thereof or an offi- 
cer with no operational responsibilities? 

rf and Transit 

), Are Individuals working in the proof and transit 

department precluded from working In other 

departments of the bank? 

1. Is the handling of cash letters such that: 

a. They are prepared and sent on a dally ba- 
sis? 

b. Tfiey are photographed before they leave 
,the bank? 

c. Copy of proof or hand-run tape is properly 
identified and returned? 

d. Records of cash letters sent to correspon- 
dent banks are maintained with identification 
of the subject bank, date and amount? 

e. Remittances for "cash letters are received by 
employees independent of those who sand 
out the cash letters? 

2. Are all entries to the general ledger either origi- 
nated or proved by the proof department? 

13. Are all entries prepared by the general ledger 
and/or customer accounts- department re- 
viewed by responsible supervisory personnel 
other than the person preparing the entry? 

14. Are errors detected by the proof operator In 
proving deposits corrected by another em- 
ployee or designated officer? 

15. Are all postings to the general ledger and sub- 
sidiary ledgers supported by source docu- 
ments? 

36. Are returned items: 



a. Handled by an independent section of the 
department or delivered unopened to per- 
sonnel not responsible for preparing cash 
letters? 

b. Reviewed periodically by responsible super- 
visory personnel to determine that items are 
being handled correctly by this section and 
are clearing on a timely basis? 

*c. Scrutinized for employee items? 
d. Reviewed for large or repeat (terns? 

67. Are holdover items: 

a. Appropriately Identified In the general led- 
ger? 

'b. Handled by an independent section of the 
department? 

c. Reviewed periodically by responsible super- 
visory personnel to determine that items are 
clearing on a timely basis? 

68, Does the proof and transit department maintain 
a procedures manual describing the key oper- 
ating procedures and functions within the de- 
partment? 

69. Are items reported missing from cash letter 
promptly traced and a copy sent for credit? 

*70. Is there a format system to insure that work dis- 
tributed to proof machine operators is formally 
rotated? 

71. Are proof machine operators prohibited from: 

a. Filing checks or deposit slips? 

b. Preparing deposit account statements? 

72. Are proof machine operators instructed to re- 
port unusually large deposits or withdrawals tc 
a responsible officer (if so, over what dollai 
amount $ , }? 

12 CFB 21 Compliance Questionnaire 

73. Has a security officer been designated by the 
board of directors in accordance with 12 CFF 
21.2? 

74. Has a security program been developed anc 
Implemented in accordance with 12 CFR 21.4? 

75. Do security devices give a general level of pro 
tection that Is at least equivalent to the Stan 
dards described in Appendix A of the regula 
tions? 
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5. Has installation, maintenance and operation of 
security devices been in accordance with 12 
CFR21.3? 

'. Do vaults, safes, ATM's, and night depositories 
meet or exceed the minimum standards de- 
scribed in Appendix A of 12 CFR 21? 

;PH 103-CompKanw Questionnaire X 
. Are forms 4789 and 4790 completed and sub>u 
mined within 15 days? 

, Has toe bank established, in writing, formal op- 
erating procedures to ensure compliance with 
the regulation, or otherwise operated under 
standard nonwritten procedures if the volume 
ol large currency transactions is not stanifi- 
cant? 

Do operating procedures set forth the reporting. 
requirements of the regulation and establish 
compliance guidelines lor large cash transac- 
tions and exemptions granted to customers? 
Does the record retention schedule, at a mini- 

ST; 1 ^"? 6 .^ ri ? rt retenllon "quirements 
of the regulanon and contain requirements for 

S? ? " SIS ' exempl custom 
arfn.at.ons and customers from 



Has the bank established a program of em- 

^ 



training 



a- Are tellers, through an 



does management periodically reinforce the 
importance of compliance? 

International Dfvisfon ; 

83. Are foreign currency control ledgers and dollar 
book value equivalents posted accurately? 

'84. Is each foreign currency revalued at least 
monthly and are profit and loss entries passed 
to the appropriate Income accounts? 

85. Are revaluation calculations, Including the rates 
used periodically, reviewed for accuracy by 
someone other than the foreign currency tell- 
era? 

86. Does the Internal auditor periodically review for 
accuracy revaluation calculations, including the 
verification of rates used and the resulting gen- 
eral ledger entries? 

Conclusion 

87 ' "] fomiatlon considered ade- 

' Or ur evalua n of internal 
are no s| 9n'fi<ant additional 
0wdur i ' nllno con- 

sn C0ntrols ' or other o'reum- 

stances that impair any controls or mitigate any 

(explaln 

as to 



ivalu *n (as evi- 

t0 the fore 9 ln 9 u - 
control is considered 
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lediately upon arrival a! the bank, determine 
location of all cash, cash items, securities, 
I nonledger items to be controlled, 
ablish control over all necessary Items 
.nslder the use of seals) and, using appro- 
ite sampling techniques, select funds to be 
jnted and assign personnel to the various 
ids. There should be no movement of cash 
securities into or out of the vault area unless 
ch movement is controlled by an examiner. 
e examiner-in-charge is to be contacted m- 
idiately if there are any movement which 
j not controlled. Also, all compartm enta n 
vault should be sealed (Including lockers 
ported to contain other than cash) until all 
ms are counted and control is no longer nec- 
tary. (Note: Sealing of vaults containing 
Her than cash Is to be performed by examln- 
s responsible for those areas.) 
quire if the bank has incoming or outgoing 
ish shipments and consider confirming such 
Ttoynts. If bagged items are on hand, note 
intents without counting and control bags to 
Inored car pick-up, etc., and confirm bal- 
nces with the recipient on a test basis. This 
tep applies to "Payroll Cash," "Change Fund 
lash " "Mutilated Money - Fed Shipments, 
tc. Also examine, on a test basis, subsequent 
layments for bagged cash. 
)btaih a copy of the teller's proof sheets as of 
he close of business the* day of the examine- 
ion and retain them for the working papers. 
:ount and agree cash (both U.S. currency and 
brelgn currency) to the proof sheets. Count 
'oreign currency In separate totals for each cur- 
rency, if after-hours transactions have been 
conducted, the debit and credit totals must be 
included In the reconcilement between actual 
cash counted and the closing cash figure re- 
flected on the teller's proof sheets. The custo- 
dian of the cash and the examiner must both 
remain with the cash until the verification pro-, 
cedure is completed. 

Transcribe cash count information to a blank 
cash sheet and retain for the working papers. 
Upon completion of the count, obtain the tell- 
fro//*-* Handbook for Mffonal Btnk fxwnrfw* 
if 1981 



er's initial on the working paper and release 
control over the fund. If a material difference s 
discovered by the examiner, the cash should 
be Immediately recounted by the teller In the 
^esence of the examiner. K the difference to 
not resolved, an officer should be called In to 
count the cash and both the officer and the 
teller should be required to sign the cash sheet 
reflecting the actual amount of cash counted. 
7 Review all after-hours Items to ensure their va- 
' lidity and trace the Uema to their final dispo- 
sition. 

fi Detail all Items on the cash sheet, other than 
' cash, found In the cash compartments even 
though they may not be required In the recon- 
ciliation process. 

9 Prepare a listing of proof sheets and agree or 
' reconcile the total to the bank's dally statement 
and to the general ledger as of the examination 
date. (Note: The bank's dally cash form may be 
appropriate for this purpose.) 
10. Review the teller's proof sheets for the day of 
the cash count and ascertain that all fund bal- 
ances are reasonable in relation to operating 
requirements. Note any fund balances in ex- 
cess of reasonable amounts In the working pa- 
pers for subsequent discussion with an appro- 
priate bank official. 

11 For each foreign currency held, verify approxi- 
mate U.S. dollar carrying values by obtaining, 
current bid bank note rates for the foreign cur- 
rencies on hand. Using those rales, convert 
each foreign currency into U.S. dollar equiva- 
lents. The resulting U.S. dollar values should 
be verified with the amount shown on me 
bank's general ledger for reasonableness. The 
rates at which the bank buys and sells foreign 
currency will not exactly match the rates usea 
by the examiner because of the different day s 
rates, shipping charges, insurance, and othei 
costs. 

12 Check the accuracy of foreign currency revalu 

' aliens and that resulting profit or losses an 

properly posted to appropriate Income ac 

counts. (Foreign cash may be revalued aloni 

with other foreign currency ledger and futon 



TV- 23 



Cash Accounts: Domestic and International 
Aerification Procedures 



Section 201.5 



exchange contracts by the bank's accounting/ 
auditing department). 



1 CFH 

1. Submit the Currency Distribution and Cash 
Control Center Letter and the Currency Ship- 
ment/ Distribution Report to the officer in 
charge of the Center. 

If branches ship directly lo a Federal Re- 
serve bank or a correspondent institution, 
submit a copy of the Currency Distribution 
and Cash Control Center Letter to every 
such branch. 

2 Check the records maintained at the Currency 
Distribution/Cash Control Center or the branch 
to ensure that the information in those records 
agrees with that provided by the officer In 
charge. 

3. Send a Branch Office Letter to every branch. 

4. (n reviewing the previous information, use the 
following criteria to select branches for on-site 
review: 

a. Branch requests for large denomination cur- 
rency represent the most significant portion 
01 the branch currency requirements. 

b. Branch requests for large denomination cur. 
wicy are significantly greater than average 
branch requirements, 



d. Branch reports no exempt list. 

e. Branch manager would not sign the certifies. 
Mon contain* in the Branch Office uSer 

I Branch is characterized by unusual cash 
with N Cash 



Revtew al the branch office the wo* * .^ 

mm 



bank's internal procedures, For example, if It la 
the bank's practice to direct all large currency 
transactions to specific tellers, concentrate on 
the work of those tellers. 

6, Obtain, for selected tellers, completed cash 
proof sheets for as many consecutive dates as 
are practical. From a day-to-day comparison of 
total S50 and $100 bills, determine specific tell- 
ers who experienced a significant ($10,000) 
fall-off In those denominations that Is not sup- 
ported by their transactions. Those Incidents 
should be reported to the examiner in charge 
as possible evidence of currency washing. 

7. Determine compliance procedures of those 
tellers selected above by: 

a. Obtaining and reviewing their documentation 
for the selected dates, 

b. Noting any cash-in or cash-out transactions 
of more than $10,000. 

c. When such transactions are discovered, de- 
termining the type of transaction and if it was 
reported. Transactions with non-exempt cus- 
tomers which were not reported should be 
researched to ascertain if they are truly sub- 
ject to the regulation. 

d. Reviewing consecutive transactions which 
total in excess of $10,000 to ascertain if they 
were made by or for one depositor. 

9. Checking the following transactions: 

Cashed checks - items should be traced 



in 

snml? 00 ., ' part of a S P' H transaction. 
Split transactions which do not Involve a 



" Any transac n Involving 
receipt of more than $10,000 cash 

rders or offlclaf 
more than 

to an 



items 
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. Savings bonds sold or cashed Transac- 
tions involving more than $10,000 cash. 
. Official checks cashed Cash-outs of 

more than $10,000. 
. Loans - Note teller receipt or pay-out of 

more than $10,000 cash. 
. Securities sold or purchased If the bank 
acts as agent for an individual and the 
transaction involves more than $10,000 
cash. 

8 Obtain and review the list of exempt customers. 
' Lists which appear inordinately long or contain 
names of customers the size or nature of 
whose business would not ordinarily ment ex- 
empt status should be discussed with manage- 
ment. If criticism is warranted, the matter 
should be referred to the regional office. 

Cash items 

1 Prepare (or request bank employees to pre- 
pare under our supervision) lisls of outstanding 
items. 

2. Xgree totals to the daily statement controls and 

<*' to the general ledger. 

3 Using an appropriate sampling technique, se- 
' lect items for review of supporting documenta- 
tion and request confirmation of payor. 

4 Review all cash items selected to determine it 
' they are legitimate, that they are being pro- 
cessed on a current basis, and that they con- 
tain no officer, employee or director items. 

5 Scrutinize any additional cash items which are 
' not segregated in a control account to ensure 

their validity. 

6 Investigate, through inquiry or other appropriate 
' means, any unusual, stale, or recurring items 

and satisfy yourself as to their reasonableness 
or final disposition. All items not in the process 



of collection should be translerred to an appro- 
priate non-cash suspense account. 

7 Prepare list of items recommended for charge- 
' off and ascertain that appropriate entries are 
made on the bank's books. 

8. Release control of the cash items. 

Clearings 

1 Have the bank prepare a schedule of all clear- 
Ings by bank name and cash letter total. Deter- 
mine that the combined total agrees to the 
bank's final recap and to the general Eedger. 

2. Select a number of individual clearing amounts 
for confirmation, 

3 Prepare and mail a positive confirmation re- 
ouest (or each individual item selected. The re- 
ceiving bank will balance the individual items to 
the cash letter total and will list any return items 
or other exceptions. During this process the 
examiner should be alert for unusual Items 
such as employee checks that have been de- 
liberately mlsrouted. 

4 Place conllrmatlon requests in the related cash 
letters and maintain control over the cash let- 
ters until they are picked up for delivery. 

5 Cross-reference the control copies of the con- 
firmations to the schedule noted in step 1. 

6 Control all returned (answered) confirmations 
and investigate any reported differences, in- 
elude all conlirmalions in the working papers 
and document the disposition of all exceptions. 

7. Beginning on the examination date and for 
period of 3 business days subsequent to the 
examination date, obtain all incoming returned 
items. Review the items and investigate any old 
or unusual items. Also ascertain whether there 
are any items which relate to officers, employ- 
ees, or directors. 
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i account for the greatest dollar volume across 
ouniry. Increased use of on line systems will 
accommodate demands for greater volume, 
I and accuracy. 

verage dollar volume of individual transactions 
e speed at which transfers are completed mag- 
tne potential for loss resulting from error or 
Although a given system may require special- 
quipment and trained personnel, similar inter- 
ntrois can be applied (o all. 

', a bank must determine the authenticity of the 
irror of funds. Telephonic transfer controls 
include a "call-back" procedure, whereby an 
(9e of the bank calls a prearranged telephone 
r to verify the identity of the transferor. An- 
ontrol might be a unique code provided by the 
ior and verified by the receiver. Transfer re- 
are normally documented by the receiver on 
ted forms, which serve as the initial record for 
sttvWes; Tape recording telephone calls is a 
tory method of documenting transfer re- 
but only if the bank notifies the caller that 
les are being recorded. However, recording 
IBS may be subject to state or local laws. 
controls used to verify the authenticity of in- 
wire requests involve the use of "test keys " 
I key is the formula used to develop or inte'r- 
st codes" or "test words." Test codes or 
onsist of a series of numbers signifying differ- 
3 of Information and usually precede the text 
an example, a test code may 
' the amount of thfl fraction 

th6 day and weflk of 
, precautf n. many test codes 

a varfable (sequence number) based on the 
of messages received. A current list of test 

' 



r 



bank. 



w ' 1 ^ WMWUIVJ 

-. -/--., authenticity. When not 
be kept under dual control 

^^S^^^K 
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The bank should establish guidelines for types of al- 
lowable transfers, especially on transactions involv- 
ing a third party. Procedures should be in effect to 
prevent transfers drawn against uncollected funds, 
Unless pre-authorized credit lines exist, banks 
should not transfer funds against simple ledger bal- 
ances. Job descriptions should be well-defined, pro- 
viding for logical flow of work and adequate segrega- 
tion of duties. No one person in a wire transfer opera- 
tion should be responsible for the origination, testing, 
processing and balancing of a request. The daily bal- 
ancing process should include a reconciliation of 
both the number and dollar amount of messages 
transmitted. Wire transfer personnel should promptly 
inform other bank departments affected by a transfer 
o funds so that the proper accounts may be updated . 
All adjustments required in the processing of the 
transfer request should be approved by supervisory 
personnel and the reasons for adjustment adequately 
documented. Transfer requests "as of" a past or fu- 
UJre date should require supervisory approval with 
the reasons for those requests well-defined. 
Only authorized persons should have access to wire 
transfer machines, code books, account Information 
and terminal facilities. Wire transfer devices should 

!",! ft t !i ring non -Peratinal hours to pre- 
vent unauthorized use. Computer programmina oer- 
sonnel should not be allowed access to me ZnMer- 

K. , er S6 u nsitive materials should termf- 
nal operators or other wire transfer operation person- 
nel have access to computer areas or programs 
Considerable documentation is necessary to main- 

n9 records and audi n 9 <5L 

ln IC9S recordln 9 *w& r* 
assign sequence numbers to In- 

ken C0 ov O f n9 messages ' and kee P a 
Ken copy of all messages received on wire 



n 

mon At the end of each business day a departnient 
employee should compare request forms to the 

* to ensure that a 



arrnV "ih/?- " 7 ^ to more 8ffic 'ently move funds 
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if wire transfer objectives, policies, 
icedures and internal controls are 

If bank officers and other wire trans- 
are operating in conformance with 
jldelines. 
the scope and adequacy of the au- 



4. To determine compliance with applicable laws, 
rulings and regulations. 

5. To initiate corrective action when objectives poll- 
des, procedures or internal controls are deficient 
or when violations of laws, rulings or regulations 
have been noted. 
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ik's internal controls, policies, prac- 
idures regarding domestic wire trans- 
he bank's system should be docu- 
implete, concise manner and should 
appropriate, narrative descriptions, 
<ies of forms used and other pertinent 
ns marked with asterisks require sub- 
bservation or testing. 

Considerations 

magement maintain a current list of 

rsonnel authorized to initiate transfer 

? 

j bank limit the number of authorized 

es? 

orized employee signature cards kept 

al control? 

3 bank maintain a current list or card 

uthorized signers for customers who 

jank's funds transfer services? 

3 bank limit the number or authorized 

or bank customers? 

omer signature cards maintained under 

itrol or otherwise protected? 

omer signature cards limit the amount 

s that an individual is authorized to 

? 

e bank advise its customers to maintain 

s of authorized signers under dual con- 

k personnel compare the signature on 
nal mail request with the authorized sig- 
>n file? 

siderations 

files containing test key formulas main- 
under dual control or otherwise pro- 

|y authorized personne.l permitted in the 
/ area or allowed access to computers, 
es or terminals? 
he bank maintain an up-to-date test key 

nanagement maintain a list of those per- 

rtio have access to test key files? 

\- messages and transfer requests that 



require testing authenticated by the use of a 
test key? 

15 Are test codes verified by someone other than 
the person receiving the initial transfer request? 

16 Are call-back or other authentication proce- 
' dures performed on all transfers that do not 
have a test key or signature card on file? 

17. Do mail transfer requests include a test word 
as an authentication procedure? 

18 Does the bank's test key formula incorporate a 
sequence number resulting from an agreement 
between the bank and the customer? 

19. Does the bank have procedures in operation 
for the issuance and cancellation of test keys? 
20. Is the responsibility for issuing and cancelling 
test keys assigned to someone who is not re- 
sponsible for testing the authenticity of transfer 
requests? 

Telephone Transfer Requests 

21 Has the bank established guidelines for what 
' information should be obtained from a person 
making a funds transfer request by telephone? 

22. Does that information include a test word au- 
thentication code? 

23. Does the bank limit call-back to transactions 
over a certain dollar amount? 

24 Does the bank maintain a current list of per- 
' sons authorized to initiate telephonic funds 
transfers and messages? 

25 Does the bank have procedures in effect to 
prohibit persons who receive telephone trans- 
fer requests from transmitting those requests? 

26 Does the bank use a call-back procedure that 
includes a test code authentication to verify 
telephone transfer requests? 

27 Does the bank use devices that record all in- 
' corning and outgoing transfer requests? 

28 Does the bank advise its customers in written 
' contracts, by audible bleeping signals or by 

informing the caller that telephone calls are be- 
ing recorded? 

29 Are ore-numbered or sequentially numbered (at 
a central location after initiation) transfer re- 
quest forms used? 
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Does the bank prohibit new employees from 

8flnsitivfl areas of the wire 



cal Security 

Are bank terminal operators or. others in wire 
transfer operations denied access to compeer 
areas or programs? K 

Do procedures prohibit computer personnel 

to bank 



Is the wire transfer department arranged so that 

nafor iftjSS^ t0 tefetype ' te 
nai or other message preparation equipment? 

S ^^er equipment have physfcal 

locks lo P rohibit cess byun 
personnel at all times 



frequen 



6 ' rnm. CO * deS identif y in 9 authorized personnel to 
changed?' 



62 ' 

63< 



periodically tested 



h! US8 f l 180 ^ f"Pnenl require ap- 
by supervisory personnel? 

64. Has the bank developed contingency security 






of all parties In 
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1. Balance incoming transfer requests to completed 
transaction tickets. 

2. Using appropriate sampling techniques, select 
wire transfer messages from bank records and: 

a. Determine that messages or transfer requests 
that require test codes or signature verification 
are properly authenticated. 

b. Determine that tickets supporting incoming and 
outgoing transfer requests agree with entries 

. posted to the Federal Reserve bank, corre- 
spondent banks and customer's accounts. 

c. Determine that a proper explanation has been 
recorded and approved for rejected or unpro- 
cessed messages. 

d. Review funds transfer messages and deter- 
mine if those transfers were initiated within indi- 
vidual lines of authority. 

e. Review, for content .transfer requests forms sup- 
porting wire transfer messages. Check to see 
that the forms contain, at a minimum: 



. The name of person, firm or bank mi 
the request (also specific transferror). 

The test code authentication (if applicab 
. The amount. 

The date. 

. Paying instructions. 
. The sequence number (or space for), 
f. Review any income and expense items re 
to the sampled messages and trace the o 
ting entries to bank or other customei 
counts. 

3. Review signature cards and test key files am 
termine if they contain information on inacti' 
closed customer accounts. 

4. Select items from suspense or adjustmen 
counts and determine their authenticity. 
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Laws 



er of Funds 



f ' , U J??f *P ( ?"lJy staled otherwise 
r, unless specificaify stated otherwise 
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Reports of Examination 

The report of examination will be used for all general 
and specialized examinations. Its primary purpose is 
to communlcate-meaningful information effectively to 
the Office of the Comptroller of the Currency (OCC). 
In supervising national banKs, OCC furnishes the 
bank with a copy of reports. Thus, the examiner must 
determine the appropriate section of Ihe report for 
each finding and recommendation. 
The components of the report of examination are: 

. Regional Administrator's Letter 

. Statistical Data Sheet 

. Cover Page 

Index 

. Letter to the Board of Directors 

. Comment Section 

. Appendix 

. Confidential Section 

Except for the index and regional administrator's tet- 
ter the report is completed by the examiner-in- 
charge and forwarded to the regional office at the 
conclusion of the examination. 

Regional Administrator's Letter 
Whenever a bank's composite rating is 3 or below, 
regional administrators must communicate with the 
board of directors through a formal Iransmittai letter 
inserted in the report of examination immediately be- 
hind the hard cover. For ratings above 3. regional ad- 
ministrators may elect to incorporate a letter for any 
reason. The first paragraph of the letter must include 
the following language: 

This letter is supplemental to and part of the en- 
closed (general or specialized) examination re- 
nort conducted by national bank examiner 
1 , completed on _ Its pur- 
pose is to highlight matters in the examination 
reoort that require the attention of the board of 
directors. Since the letter is part of the examina- 
tion report, its contents are to be treated with the 
same degree of confidentiality. 
The regional. administrator's letter is not listed in the 
index. 

Statistical Data Sheet 

The statistical data sheet is prepared as of the exami- 
nation date and includes data from the preceding 



three examinations. Current examination data s 
be placed in the right-hand column. Certain stat 
data required in the sheet may not be readily 
able from prior examination reports. Therefore, i 
iners may omit the historical information on c 
items if it cannot be obtained easily. 
Although certain unavailable information ms 
eliminated from the sheet, the corresponding 
with the exception of lines 71-74, must be 
pleted. The following symbols may be usec 
when information is not provided: 

. N/A applies to Information where the 
value, percentage, ratio or number of th 
item Is not applicable. 

. N/P applies to information requested > 
line which is (or was) not within the set 
the examination. Use of. this symbol wot 
cur most often for specialized examinatio 
. (zero) applies to information reques 
the tine where the dotlar'value, percenta 
tio, or number has a value of (zero). 
The completed sheet will accompany all repor 
mltted to the regional office and those forwar 
the .Washington office. However, it will not 
tached to the copy of the report forwarded 
bank. 

Cover Page | 

The captions on the top of this page will b< 

pleted to indicate name and location of the 

charter number, region, name of examiner, ef 

tlon date, commencement date and closing dp 

examination date will be the "as of" date; tha 

date as of which most of financial Informally 

for the examination is prepared. The exap 

date will usually be the month-end immediajj 

ceding the commencement date. The com 

ment date will be the day on which the actual 

nation commenced and not the date that an 

rate pre-examinatlon analysis began. In the$) 

where the pre-examination analysis was pe 

immediately prior to beginning the examin) 

concurrently with the examination, the cor) 

ment date should be the day on which the j 

tion team entered the bank. 
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The examiner musl indicate whether the examination 
was a general or specialized examination. See "Spe- 
cialized Examinations" for description of Ihose exam- 
matrons. This caption should tie into the first para- 
graph of the letter lo the board. 

The fftmainoer of the report cover states the confi- 
dermal nature of the report and the possible penalties 
resulting from improper disclosure of the contents It 
further states that the contents of the report reflect an 
examination and not an audit of the bank. The option 
of the board of directors to request a conference with 
representatives of the regional office when they are in 
substantial d.sagreement with the contents and con- 
ciustons of the report is also clearly stated. 
The concluding paragraph directs correspondence to 
ha appropriate regtonal office, to the Washington Of- 
ice and to the examiner-in-charge. 
ndex 



i SUafly com P' eted lo accompany copies 
report dtstributed from the regional office How- 
can be filled in for the pencil copy that'is foT 
lo the regional office, particula?ly wh^ nu 
supplemental pages are included ThTvari" 
us pages and final index will be numbered inZ 
>g.ona ( office. When numerous scSeolle and x 



to the Board of Directors 



of Examination 

Matters Requiring Attention 
Overall Conclusions 



of 



exami - 



The following are examples of the types of descrip- 
tions that should be used: 

a- A general examination of your bank com- 
menced April 12, 19xx using financial Informa- 
tion as of March 31, I9xx, The examination 
was conducted in accordance with standard 
examination procedures of the Office of the 
Comptroller of the Currency (applicable to gen- 
eral examinations of banks with good internal 
control and/or acceptable internal or 'external 
audit procedures where no verification proce- 
dures were performed). 

b- Same as (a) with addition of third sentence. Be- 
cause of the lack of adequate internal control 
or audit procedures the scope of the examina- 
tion was extended to include performance of 
verification procedures in the _ 
department(s) (applicable to banks with weak- 
.nesses in internal control or audit procedures 
m particular area(s)), 

' JJ? n ! ral e A xaminalIon o' your bank com- 

was rnnH n * A H Pri ' ^ **' The mfnaBon 
d in accorda nce with standard 
^ < the Office of the 
the Curren y- ''caiise * work 

d " department (or external au " 
* as lna *K"ate. the scope of 

Was extended to Delude verih- 
the 



nai auditor n, Wlth no lnternal or ler- 
nai auditors or an unacceptable situation) 

A specialized examination of' your bank com 



^^anKcom 



(applicable to 
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>lans for management continuity and succes- 

"" -' S h %,!L 9le , mems in lhe management 

h B n*r S ,, C nta ' ned ln Sec n 502 
handbook will assist Ihe examiner in 
repanng remarks for this par, of the pa 
al portion of the page should contain Ihe ex- 
overal conclusions on the qua ii, y " o - 8X 
nd administration. In the conclusion 

Se 9 and e - S rher8Stimate0flfle '- 
bank In the 



f Capital and unimpaired Surplus 
of 



necessity of duplicating ,he ca SSon to 

f law relating to capital limitations In ad dT 

?J' a ' f" 01 " as of xaminaton date 

n d a , 6 f Cl ' he Capilal ^loulations 2 of 
ation dales, rf necessary. When Ihe 

:ieni, the capital structure to? a 
t ' he Vi lalions 
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For a specialized examination, the examiner should 
discuss relevant points based on the scope of me 
examination. The standard page forms are used in 
the specialized examination as appropriate, in most 
cases, the scope of a specialized examination would 
generate information on the following topics; 

. Loan Portfolio Management. 

. Reserve for Possible Loan Losses. 

. Extensions of Credit to Insiders and Their Inter- 
ests. 

. Investment Portfolio Management. 

. Liquidity, Assets and Liability Management. 

. Earnings and Capital. 

. Future Prospects. 

It is likely that the discussion of those topics will be 
less detailed than in a general examination. This oc- 
curs since the primary objective of a specialized ex- 
amination is to determine changes taking place in the 
policies and operations of the bank. 

Loan Portfolio Management 

The narrative for this section is developed by com- 
pleting the work programs for the various lending ar- 
eas and reaching an overall conclusion In the section 
"Loan Portfolio Management." This section of the 
report should include the following: 

a. Scope of the examination of the lending area. 

b. Evaluation of and general level of adherence to 
policies, practices, procedures and controls 
over the lending function. 

c. Quality of the loan portfolio. 

d. Quality of management with respect to the 
lending function. 

e. Management's awareness of problem loans in 
the portfolio. 

f. Causes of existing problems, 

g. Remedial actions agreed to by management for 
correction of deficiencies. 

For purposes of illustration, the scope of the exami- 
nation could read as follows: 
The examination of the lending area included an 
analysis of a sample of all loans, check credit 
and credit card, through the use of statistical 
sampling. In addition to the sample items, loans 
exhibiting an .indication of credit weakness were 
analyzed. 



When problems exist in the loan portfolio, the 
detailed within this section should be summai 
the letter to the board. Loan write-ups, cre< 
and collateral exceptions should be includec 
appendix to the report. Additional schedules 
also be included in the appendix, if they len 
tlonal support to the narrative. 

Reserve for Possible Loan Losses 
The schedule serves as a point of reference 
reader. It summarizes activity in the account 
most recent fiscal period as well as the year- 
most recent quarter or month-end date. 
The comments presented In this section shou 
marize the conclusions obtained from cample 
work programs, pro forma working papers 
viewing the NBSS report. Such comments sh 
elude an assessment of the adequacy of the 
dures followed by management in determir 
provision for possible loan losses and the rel 
serve necessary. A conclusion that the resers 
significantly in error need not be expressed, 
ever, the examiner-in-charge believes that 
serve is significantly under or overstated, r 
ment should be requested to make an ape 
adjustment to correct the situation. The adj 
requested and the reasons therefor also sh 
included in this section. The working paper, 
arrive at the decision may be included in ths 
dix of the report. ; 

Comments aiso should be made regart 
charge-off policy, collection efforts and aj 
matters which affect the reserve. NBSS p' 
statistics may be used, where appropriate. 

Extensions of Credit to Insiders and Their !r, 
This page should contain aggregate tota 
four listed categories for directors, officers 
ees and any shareholders who directly or 
control 10 percent or more of the outstant 
of the bank or any individual controlling 10 
a corporation holding control of the bank. 
also requires calculation of the percenta^ 
cized insider loans to total criticized loans. 
A listing of all obligations, direct and indire 
be included In the appendix with the follow 
tions: 

. Loans to employees. 
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cuss the bank's budgeting and planning process and 
evaluate management's ability to achieve budgeted 
earnings and maintain adequate capital levels. 
Comments on the bank's asset and liability mix and 
on the existence and cause of any variances 
between actual and expected results may be 
appropriate. The examiner should also review 
management's ability to maintain adequate earnings 
regardless of economic and regulatory changes. 

Internal Control 

The findings of internal control considerations and 
questions contained in the internal control question- 
naire should be consolidated in this section and an 
overall conclusion regarding internal control should 
be reached. The section should contain significant 
deficiencies and not be a listing of each internal con- 
trot question which received a negative answer. The 
evaluation of internal controls necessitates consider- 
ing other existing controls that may counteract or miti- 
gate an apparent weakness. For this reason, examin- 
ers must use judgment in developing comments re- 
garding internal control deficiencies. 

tf the examiner considers overall deficiencies minor 
and has discussed such deficiencies with manage* 
ment, the following comment might be made: 

Internal controls are good except for minor defi- 
ciencies listed in the appendix section (or except 
for deficiencies noted in the check credit depart- 
ment which have been discussed with bank 
management). 

When significant deficiencies are noted, the examiner 
should clearly state the magnitude of the situation, 
individuals with whom the matters were discussed, 
and remedial action taken or promised. 

Internal and External Audit Activities 
Comments should be made on the scope and fre- 
quency of internal audits, adequacy of working pa- 
pers and reports, presentation of findings and follow- 
up of remedial-action recommended. Major factors to 
be considered by the examiner in evaluating the inter- 
nal audit function are the competence and indepen- 
dence of the internal auditors and the adequacy and 
effectiveness of the audit program. 

In banks lacking internal audit, the examiner should 
evaluate the size and scope of bank operations and 
comment on the need for developing a program of 
internal audit. In some banks, the designation of a 



full-time internal auditor may be Impractical. He 
ever, if internal and external audit activities are uns 
isfactory, the examiner should recommend that t 
directorate increase the audit activities to reason at 
levels. 

The section should contain the major areas whe 
verification procedures were performed and for wr 
reasons. If isolated verification procedures were p< 
formed because of a deficiency in the audit progra 
a listing of those procedures should be contained 
the appendix. If extensive procedures were p< 
formed, the examiner does not need" to list all tl 
procedures but rather to refer to the department 
area which is deficient or make a general comme 
on the bank, as a whole. 

If the bank empfoys an external auditor, the examin 
should comment on the type and scope of the aui 
and the reliance placed thereon in determining it 
scope of the examination. If the audit was limited, a 
equacy should be considered and recommendatloi 
made, where appropriate. 

Future Prospects 

This section should be developed primarily from fin 
ings in the "Overall Conclusions Regarding the Co 
ditlon of the Bank." The report comment should a 
sess the bank's probable future condition by relatlr 
conclusions reached In the other areas of the exarr 
nation with the bank's market environment and 
political and economic climate. Conclusions shoi). 
include such factors as; . 

The level of future earnings. j 

Quality of capital and strategic planning. |. 

The projected rate of arowth for earnina a: 
sets. 
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Renegotiated loans are defined as lending 
relationships in which the borrower has experienced 
financial difficulties which necessitated restructuring 
principal and/or interest payment requirements 
significantly from terms the bank would be willing to 
accept in a new lending situation. Examples include: 
an obligation contracted with a 3 percent interest rate 
at a time when the prevailing interest rates for similar 
borrowers was 9 percent, and a short-term working 
capital advance restructured to a 3-year note with 
token monthly payments. 

The page is not intended to be a catch-alf for all 
loans for which the original repayment terms were 
not met. Carryover crop loans, short-term advances 
restructured on a reasonable term basis and instal- 
ment loans with isolated extensions are specifically 
excluded. Examiners should use their judgment to 
determine those loans which should be included in 
this category. The intent of the page is to accurately 
reflect the delinquent status of the loan portfolio. The 
separate caption "Renegotiated" is intended to pro- 
vide additional insight into the true delinquent status 
by including loans which would otherwise be ex- 
cluded as they are legally and contractually current. 
A particular loan should not be included in both cate- 
gories. A renegotiated loan should be shown as past 
due if the loan has reverted to a delinquent status. 

Listing of Credit to Insiders and Their Interest 

This page will be used for the detailed information 
relating to the Extension of Credit to Insiders and 
Their Interest page in the comment section. 

Assets Subject to Criticism 

This page is the same as page 7 in the old report, 
except that the past-due column has been eliminated 
and "Assets" rather than "Loans" is used in the 
heading. Delinquent status should be embodied in 
the write-up. The page can be used for assets other 
than loans. It will support and provide detail for the 
related page in the comment section and will be used 
when larger loans, leases, etc., are criticized. 

Miscellaneous Criticized Assets 

The page supplements the previous page, Assets 
Subject to Criticism, and its inclusion in the report is 
optional. The examiner uses this page to detail 
smaller criticized assets (those below 1 percent of 
total capital), including loans, investments, other real 
estate owned, cash items, overdrafts, accrued inter- 



est and miscellaneous assets. If management 
agrees with the criticism of an asset, the exami 
should use the Assets Subject to Criticism page \ 
appropriate write-up, regardless of size. The pagi 
constructed for the examiner to explain the reason 
criticism by marking the appropriate colui 
Amounts shown are in dollars. When assets are 
gregated, for example, instalment loans classil 
according to the uniform poJicy, use the notation '* 
Furnished Management." Each category of as 
should be separately totalled and carried forwarc 
the "Summary of Assets Subject to Criticism" pagi 

Other Real Estate Owned Subject to Classification 

The page should be used only for other real est 
owned subject to classification. Working pap 
should contain information on all significant pare 
of other real estate. General comments regard 
amounts, liquidation efforts and policies should 
contained in the comment section under Other fw 
ters. 

L oans Not Supported by Satisfactory Credit 
Information and Collateral Exceptions 

These pages should be used to detail exceptic 
When exceptions are material, in the aggregate, c< 
ments should be made under Loan Portfolio Mana 
ment as well as in the letter to the board of directpi 

Other Schedules or Exhibits 
The examiner may include in this section any sch 
ules or exhibits developed during the examinati 
including pro-forma working papers. Schedules ; 
exhibits should be used when a point made in 
comment section could be subject to differing in 
pretations or could be illustrated more easily by ut 

ing those devices, 

~t 

Acknowledgment Page $ 

This page will be attached, in the regional office 
the copy of the report of examination forwarded tpj 
bank. It indicates that each director or member! 
properly designated committee has personally 
viewed the contents. The examiner should asce 
during subsequent examinations that all directors 
committee members have signed the report, | 

The signature of committee members will suffice | 
if the committee includes outside directors and a | 
ofution has been passed by the full board delega 
the review to such committee. The examiner sH~ 
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The Comment on Criticized Assets page should con- 
tain ail assets criticized at the previous examination 
or visitation. The page is structured in schedule for- 
mat. The columns include name and comments, 
amount previously criticized and amount criticized at 
this visitation. Comments on previously criticized as- 
sets should be brief and cover only significant 
changes. The examiner should also list newly criti- 
cized assets and briefly comment on the reasons for 
criticism. 



The confidential page should contain the same i 
of information as in a report of examination. 
For all other supervisory visitations, the regional 
minlstrator or the appropriate OCC department h 
will decide whether a formal report is written. If a 
mal report is not used, the examiner will comm 
cate with OCC via memorandum. A copy of all for 
reports of visitation will be provided to the bank, 
aminer memoranda will not. 
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MONEY TRANSFER REQUEST 

I 1 FOREIGN CABLE TRANSFER 

A^ENTION: Forward original to above depaftmwt, checked [ I 



WIRE & MONEY TRANSFER 



AMOUNT US $ / <7 



FOREIGN: 
RATE: 



CABLE or WIRE to: {giving bank, account to be credited, beneficiary, addwsn, masaage if any) 
1. 1 Direct Telex L 1 Full Rate I 1 Niflht Letter 



A 



r ' "'^OEROFi {ae included in manage): 

Ajtj*+\ rjj.v fl L 



REMITTER: (name, account to be charged, address): 
1 H 



flBANCH NO: 
aRIGINATEDBY: 



VED BY 

^ 

TIME: Af 



I (We) accept conditions on revem side 



Authorized Signature 



Date 




WIRE TRANSFER: X4725, 4726 
FOREIGN CABLE: X10BO, 1061 

TPLPPHONEDTQ:. 



TIME: 
DATE: 



V-l 



CORRESP. 
BANK CHGE.: 



SUBTOTAL: 

COST: 
COMMISSION: 



TOTAL: 



CONDITIONS GOVERNING THE ISSUANCE OF A FOREIGN CHECK 



r 
arranff& otherwise h the dr e * * fected un - 



a^~^^ - -I,,, upon surrender to us of the origi na, of the check du, V 

face amount in United States Do Mar a, our I b" rate Tor ^fJnT^^^ aPP ' iCab ' e < heret ' pav to the hofder of * 
ve wil! lorward appropriate instructions by mail " o the rwto X nmT V which drawn on the date whan refund is made or, at our 

--~J^ 
COND.TIONS GOVERN ING THE TRANSFER OF FUNDS BY MAIL OR CABLE 

r ^:r^;r 9 r :; ^72 s ss h is d to te f tra r rred - ii shai - be ^-^ - the ^- <- * - 

with our paying Brench or Correspond^, and p yfal ,s c h " ' fW *' ^""^ transferrBd ' Unless tha W arranc^, 

nake use of any of our Branches or CorwiniS ^nd JhilK ^' onne f tl r ;. there vvith. Rfe.ative to fl ny transfer by mall O r cable, 
identify to payee) or. the part ol any ' Branch torriiS.^^^ 1 ? '^ / ^ W aC " r fai ' UreS t0 8Ct (inclusive of fl " V 
any message relative to the transfer ir, explicit ln/ua coTor ,'nh, ?"!!'?, ' *" funds l rflach the W- F^thermore, m 
on of any such mes sa9 es by telegraph, cable w rS fSilSn r > , ' ^ to " abto f r errors ' del8 V s or dfifaulti in the 
Mice of thi. o, any foreign country. by .ny Vx cZLnJ ^ er n n ^ 6nt81 le 9^h'c services and/or by letter, postal remittence by 

oy any express company, or for any total or partial suspension of any such means of trans- 



. tan,t he 

Hat.on we w i,l subject to any licensing, reqrements 'X ^n^l. Y 58 *' 1 ? 11 a " d Up n recei P l b ^ us of Confirmation of 
nd those of our Branch or Oor rt ,pohdi.;p?w33 " ovSS- tha t h?h.i h l l l * to '." fi ; od the amount of thfl transfer to Vou. less our 
M States Dollars at our buying rate for the aVd f^eiZu on ,hfd^ T^ ^ ? f ' ' Whether refund wiir "* mads h " e 
n ' 



g rae or te ad feiu on ,hd 

n S .ruc.,ng our Branch or Correspondent to hold the .aid foreign S,,?'? r6fUnd ' r (b) in the forei S n currenc V of . 

my obligation effect any refund on eccoOm oVsaiJ tn?f?r unZ .^ ^"^ !!Tl r " k - ln n event ' howwer ' sha " 

made freely wallible. to us, untw * and untl1 fLflds Prov!ded by us abroad for its payment shalf 



AMERICAN SECURITY BANK, N. A 



OMESTIC MONEY TRANSFER FORM 



EBITOUR/YR ACCOUNT 



REDIT/PAY/INFORMATION 




ADVISE 



{EMITTER 



U'^*1&r' ri ^t!^ 4o /v~J- 

*-^ IM^ ^M^---"^^^^^^^^^^ ^^T5ufc p- .M. *> aBAM/^LJ 



*.*. 



BRANCH 



CUSTOMER 7-U 



BRAN( 
NO. 



INVEsfaeWr MATURITY TODAY 



STREET _. Ll OJ. 

ADDRESS ^70 a. s. 1-7*^ o-r 



AViBAtANCE 



BK. BALANCE 
t> "76 . TOO - 



&W 



CITY STATE ZIP 



iNboWwiRi! 



REQUESTED BY 



RECEIVED BY 



VERIFIED BY *Vi 
WJ^g MXlMg fM, AMI i> 



QOVT CHECK 



HOLD PLACED 



PHONE NO. ORE, 



EXT. 



TIME 



BAL CHECK BY 



APPROVED BY - PER 



T. 



CAU-BACK TO 



EXT. 



CALL-BACK BY 



ERT 



ADDITIONAL INSTRUCTIONS TO 
MONEY TRANSFER DEPTi 



REQUIRED rn OP C 

RoilMATION D INFORMATION L 



W(LL BE COMPLETED 
BY MONEY TRANSFER 



f . 
LJ 



FOR INTERNAL USE OF MONEY TRANSFER ONLY 
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WIRE TRANSFER 
AVAILABLE AT 



'RDS RELATING TO WIRE TRANSFER ARE USUALLY PTT 
AMOUNT FOR QUICK R EPERENCE . ^"^ PILED 

C I NF ORATIO N AVAILABLE FOR EACH WIR E TRANSPER . 
TRANSACTION NUMBER, NA ME OP ACCOUNT CHARGED 



RECEIVINO BANK, AMOUN, A ND OATE OP THE 
TRANSACTION. E 



SECTION VI 



OBTAINING OF FINANCIAL 
INFORMATION FROM U.S. 
TREASURY DEPARTMENT 



Enclosures: Airtel from Director to Albany, dated 
/2B/79, Treasury Forms 4790, 4789, forms 90-22.1, sample of 
ommunication to HQ and sample of printout from Treasury in 
.esponse to FBI Request. 



were transferred 

. s,, 

.n provxng crxminal xntent ana certaxnj-y no ^.^.-.^.-j rash can 
?he ability to establish where an accused " ""*** CM 



oe n 

efforts, ^e purpose of thxsm^or^^^ 

jative personnel xn the New Y ? rfc J*J s; J ,/ which cre ates a means 

" ,e .iscove 



There are basically three areas that the CFRA could be of 



O^r Financial Accounts. Both of the above forms are furnxshed ; 
as attachments for your use and information. 

There are a number of investigative areas within the 
jurisdiction of the FBI that lend themselves toth. utilization of 
information maintained by Customs that can be obtained via CFRA 
request as follows: j 

1) Narcotics Investigations - Deposits of funds 
generated frorrTillegal narcotics transactions. 

2) Planned Bankruptcies - In these cases large amounts, 
f cash are often withdrawn. The determination that prxncxpals , 
of the bankrupt Save deposited large sums in .hidden bank accounts . 
could bi a crucial piece of evidence. In this regard records , 
,?n*-ained bv Customs could reflect transaction, le deposits i- 
Sf $10^00.00 or more made by principals of the bankrupt anywhere 
in the United Sta'tes. Secondly, if the money were physically 
taken out of the U.S. or mailed outside the U.S. , it xs possible ; 
that Customs could also have a record of that transaction. L 
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The procedure to be followed in order to obtain a 
computer print out on all cash transactions exceeding $10,000 
or information relating to $5,000 or more, International 
Transportation of Currency or Monetary Instruments is basical 
a short airtel to the Bureau. The details needed in the airt 
are set forth in attached copy of Airtel to Albany, dated 
6/28/77', and a sample airtel request for your assistance, Al 
a copy of the Bureau response is enclosed to demonstrate the 
type of information you will receive. 



DIRECTOR, FBI 

' ADIC, NEW YORK (Pile 

SCT: 

ET AL 

J ITSP CA) 



ReButel to Albany, dated 6/28/79. 



(1) Form 1789-Currenoy TranaaotJ.cn Report. 

international Transportation of 

f Poreign Bank-Securities and 



c nr be 

by various subjects cn c oan proceeds fraudulently 



NY 



Information Is requested on the following Indlv 
and eorponatlons : 

Home'; 
Address: 



Hame : 

Doing Business Awr 



Kane: 

Date of Birth: 

Place of .Birth: 

Rationality: 

Address while In 

the United States: 

Known bank accounts 



Name 
Address 

Known Bank accounts 



Name 
Address 



Name 

Date of birth 

Place of birth 

Nationality 

German Passport 

Number 

Permanent Address 



Name 

Date of birth : 

Place of birth 

Address 



Name 
Address 



Name 




Department of the Treasury 
Internal Revenue Service 

Publication 1148 (Rev. 4-83) 




Whan any person engages with a financial 
institution In a currency transaction of 
more than 510,000, the financial Institution 
must record the Identity of the person or 
persons Involved and file a report with the 
internal Revenue Service wlthln-15 days. 

This requirements arises out of the Cur- 
rency and Foreign Transactions Reporting 
Act which was enacted as Title II of 
Public Law 91-508. Regulations were 
~ adopted on April 5, 1972, with an effective 
date of July 1, 1972 {37 F.R. 6912 (1972)). 
These requirements were revised effective 
July 7, 1980 (45 F.R. 37818 (1980)). 

Various provisions of the regulations 
are summarized below. For the full text of 
the regulations, see Part 103 of Title 31, 
Code of Federal Regulations. 

Who Must File 

(31 C.F.Ft, section 103.22(2)) 
Every financial institution must file a 
report of each deposit, withdrawal, ex- 
change of currency or other payment or 
transfer, by, through, or to that financial 
Institution, that Involves a transaction In 
irrenoy of more than $10,000. The 
jorts must be made on forms prescribed 
j the Secretary, and all Information 
called for in the forms must be given. 

Reporting Form to b* Used 

(31 C.F.R. section 103.35(a)) 

The Secretary has prescribed Form 4789, 

Currency Transaction Report, to make the 

required report. 

Reports of Certain Transactions not 
Required 

(31 C.F.R, section 103.22(b)(1)) 
Except as otherwise directed In writing by 
the Assistant Secretary of the Treasury 
(Enforcement and Operations), this sec: 
tion shall not: (1) require reports of trans- 
actions with Federal Reserve Banks or 
Federal Home Loan banks; (2) require 
reports of transactions between domestic 
banks; or (3) require reports by nonbank 
financial Institutions of transactions with 
commercial banks. 

Exemptions 1o the Reporting Requirements 
5V CF.fi. sections 103.220X2), (c), and (f)) 
Except as otherwise directed in writing by 
the Assistant Secretary (Enforcement and 
Operations), a bank may exempt from the 
reporting requirement of this section the 
following: 

1 Deposits 'or withdrawals of currency 
* from an existing account by an estab- 
lished depositor who Is a United States 
resident and operates a retail type of 
business In the United States. For the 
ir purpose of this subsection, a retail type 
of business is a business primarily en- 



gaged In providing goods to ultimate 
consumers and for which the business 
Is paid In substantial portion by curren- 
cy, except that dealerships which pro- 
vide automobiles, boats or airplanes 
are not Included and their transactions 
are not exempt from the reporting re- 
quirement of this section. 

2. Deposits or withdrawals of currency 
from an existing account by an estab- 
lished depositor who fs a United States 
resident and operates a sports arena, 
race track, amusement park, bar, 
restaurant, hotel, check cashing service 
licensed by state or local governments, 
vending machine company, or theater. 

3. Deposits, or withdrawals, exchanges of 
currency or other payments and trans- 
fers by local or state governments, or 
(the United States or any of Its agencies 
or Instrumentalities. 

4. Withdrawals for payroll purposes from 
an existing account by an established 
depositor who la a United States resi- 
dent and operates a firm that regularly 
withdraws more than $10,000 In order 
to pay Its employees In currency. 

No other types of businesses may be 
exempted from the reporting requirements 
except for those shown In (1) through (4) 
above, unless authorized In writing by the 
Assistant Secretary {Enforcement and 
Operations). If a bank believes that cir- 
cumstances warrant an exemption not 
provided for above, the banks may apply 
for approval of an exemption by writing to: 
Exemption Staff 
Room 1134 

Office of Enforcement and Operations 
Department of Treasury 
Washington, D.C. 20220. 
In each Instance where a transaction Is 
exempted (1. through 4. above), the trans- 
action must be In amounts which the bank 
may reasonably conclude do not exceed 
amounts commensurate with the custom- 
ary conduct of the lawful, domestic 
business of that customer, or In the case 
of transactions with a local or state 
government or the United States or any of 
Its agencies or Instrumentalities, In 
amounts which are customary and com- 
mensurate with the authorized activities of 
the agency or Instrumentality, This sec* 
tlon does not permit a bank to exempt Its 
transactions with a nonbank financial In- 
stitution. (See Definitions, sections 1(h) 
through (k) for descriptions of nonbank 
financial institutions.) 

Banks must maintain a record of each 
exemption granted. The record must In- 
clude the name, address, type of busi- 
ness, taxpayer Identification number and 
account number of the customer. The 
record must also specify the type of trans- 
actlon(s) exempted and the dollar limit of 

UT-7 



each type of exemptton. When reques 
by the Assistant Secretary (Enforcerm 
and Operations), a bank shall provide, 
within 30 days, a report of all exempt* 
customers. The report must Include al 
the above Information for each custor 

Where to Get Form 4789 

(31 C.F.R. sectfon 103.S5(cl)) 

You can get the form from most Interi 

Revenue Service district offices. 

When and Where to File 

(31 C.F.R. section 103.25(a)) 

Form 4789 la due by the 15th day afte 

date the transaction occurred and she 

be mailed to the Internal Revenue Ser 

Center, Ogden, UT 84201, or hand can 

to your local IRS office. 

Identification Required 
(31 C.F.R. section 103.26) 
Before completing any transaction foi 
which a report Is required, the flnancl 
stltutlon must verify and record the m 
and address of the person making th< 
transaction and the Identity, account 
ber, and any taxpayer Identifying nurr 
of the person for whose account the 1 
action Is to be effected. The identity '< 
aliens must be verified by passport, a 
Identification card, or other official di 
ment showing foreign nationality or r 
dence. In other cases, Identity may b< 
verified by a document normally acce 
table as Identification when cashing 
checks; for example, a driver's Hcens 
credit card. In each Instance, the met 
used to verify the Identity of the cust 
must be recorded on the report. ; 

Definitions 

(31 C.F.R. sections 103.11 and 103.41. 

1. Financial Institution Each age no 
branch, or office within the United 
States of any person doing busing 
one or more of the capacities I Is tie 
below: ;i 

a. a commercial bank or trust cofi 
organized under the laws of any 3 
or of the United States; j, 

b. a private bank; . 

0. a savings and loan association 
building and loan association orga 
under the laws of any State or off. 
United States; 

d. an Insured institution as define 
section 401 of the National Housl 
Act; f! 

s. a saving-bank, industrial bank 
other thrift institution; . 

1. a credit union organized under 
laws of any State or of the Unltec 
States; f! 



any other organization chartered 
ider the banking laws of any State 
id subject to the supervision of the 
ink's supervisory authorities of a 
ate. 

a person who engages as a busl- 
ws fn dealing In or exchanging cur- 
ncy as, for example, a deafer fn 
reign exchange or a person engaged 
Imarlly In the cashing of checks; 
a person who engages as a business 
the Issuing, selling or redeeming of 
valor's checks, money orders, or 
nliar instruments, except one who 
as so as a selling agent exclusively, 
as an Incidental part of another busl- 
is; 

t licensed transmitter of funda, or 
ier person engaged In the business 
Iransmlttlng funda abroad for others; 
a broker or dealer In securities; 
ach agent, agency, branch or office 
im the United States of a foreign 



2. Currency-The coin and currency of 
the United States or of any other coun- 
try, which circulate In and are cus- 
tomarily used and accepted as money 
In the country In which Issued. It In- 
cludes United States silver certificates 
United States notes and Federal Reserve 
notes, but does not Include bank 
checks or other negotiable Instruments 
not customarily accepted as money. 

3. Person An Individual, a corporation, a 
partnership, a trust or estate, a joint 
alock company, an association, a syn- 
dicate, Joint venture, or other unlncor- 
porated organization or group, and all 
entitles cognizable as legal personal!- 

ilOSi 

4. Transaction In Currency-A transaction 
Involving the physical transfer of cur- 
rency from one person to another. A 
transaction In currency does not In- 
clude a transfer of funds by means of 
bank check, bank draft, wire transfer, 
or other written order that does not In- 
clude the physical transfer of currency. 

S. $10,000-An amount stated In United 
states dollars also means the equlv- 
alenl In any foreign currency. 



6. United States-The various States. th 
District of Columbia, the Common- 
wealth of Puerto Rico, and the trrl> 
lories and possessions of the United 
States. ^ 

Penalties 

(31 C.F.R. sections 103.47 and 103.4&) 
Civil penalties not to exceed $1,000 are 

E-J** .',M 9 ! oh curren ey transaction, 
report not filed or for each Incomplete- or 
naccurate report filed. Financial InetJtu. 
tlons and their employees may be aleo 
subject to criminal proseotlon for willful 
failure to comply with the recordkwplng 

J!Sl?S? rtln r *l ul 'nent8 t ' for willfully 
submitting a report that contains false or 
misleading Information. Depending on lh* 
gravity of the offense, criminal penalties 
may range from Imprisonment of up to 6 
years, a fine of up to $500,000, or both, for 
each offense. Currency transaction 
reports are useful In discovering ofinn*a 
that may have been committed against 
the United States. Attempts to circumvent 
required filings may be construed as aid* 
Ing and abetting such offenses. 



fThe item number below corresponds to 
the circled number on the exhibit Form 
4789) 

1. For all currency transactions except 
mall or night deposits, Part I must be 
completed. Enter the full name, per- 
manent address (Including ZIP code), 
and social security number 
(000-004)000) of the Individual who 
entered the financial Institution to 
conduct the transaction. {Enter P.O. 
Box number(s) after the street ad- 
dress.) For armored car services 
licensed by a state or local govern- 
ment, provide only the name and 
address of the armored car service 
company. All other couriers or 
messengers must be fully Identified, 
For mall or night deposits, write In 
"U.S. Mall" or "Night Deposit" In Part 
I and check the appropriate box In 
Part IV. 

1a. The business, occupation, or profes- 
sion of the individual who entered the 
financial Institution to conduct the 
transaction In currency should be 
shown, for example, secretary, carpen- 
tar, attorney, ate. (Do not use non- 
descriptive terms, such as "self- 
employed", "merchant", business- 
man", etc.) 

2 if the individual is nonresident alien, 
' or has no U.S. address, enter his or 
her complete foreign address, In- 
cluding country. If the Individual has 
no social security number, enter 
"NONE" In the block for social securi- 
ty number. 

3 All individuals (except employees of 
armored car services) conducting a 
currency transaction for themselves or 
for another person, must be pos lively 
Identified. For U.S. citizens, a driver s 
permit or any other written Identifica- 
tion document acceptable to the 
financial Institution In normal check 
cashing operations must be requested 
and inspected, and the Identification 
number recorded In this part For an 
alien, his or her passport, alien ID 
card or other official document show- 
ing nationality or residence must b e 
Inspected. It Is necessary that the 
dentlfvlng data be recorded on the 
'form in the "Method of verifying iden- 
tlflcatlon" section of Parti. 
It the individual In Part I is conducting 
he currency transac Ion for _h mself or 
herself, do not complete Part II. In i all. 
other cases, Including mall or night 
deooslt transactions, enter In the ap- 
Sate boxes of Part II the full legal 
name permanent address (Including 
ode), and taxpayer Identifies Ion 
number of the individual or organlza- 
flon for whom the currency transac- 



8. 



tion Is being conducted. 
the social security number (000-00-0000) 
of the Individual or Federalemptoyer s 
Identification number (00-0000000 of 
the organization In the Identification 
number box. if the Individual or orga- 
nization is foreign and has nc | social 
security or employer's Identification 
number, enter "NONE" In the box for 
Identifying number. 

4a. The business, occupation, or profes- 
sion of the Individual or organization 
for whom the currency transaction is 
being conducted should be fuhy Iden- 
tified, for example, securities broker, 
law firm, auto dealer. (Do not use non- 
descriptive terms, such as self- 
employed", "merchant", "business- 
man", etc.) 

S Enter the specific account number of 
the person In Part I or Part II who Is 
involved In the currency transaction. If 
a deposit or withdrawal Is made from 
a savings, checking, share, or other 
account, check the appropriate box 
and enter the account number. If the 
currency transaction involves a loan, 
enter the loan account number. 
"Other" accounts would Include all 
accounts with broker-dealers. If the 
transaction Is conducted by an Indi- 
vidual or organization who Is not a 
customer of the financial Institution, 
enter "NONE" In the "OTHER" box of 
Part 111. 

8 indicate the nature of the transaction 
by checking the appropriate box In 
Part IV, item 1. "OTHER" transactions 
In Item 1 would Include, but are not 
limited to, loan payments or loan pro- 
ceeds In currency, securities purchases 
with currency, purchase or redemption 
of certificates of deposit with curren- 
cy, currency presented or paid out In 
connection with a wire transfer of 
funds, and multiple transactions (see 
Multiple-Transactions Instructions 
below). "Currency Exchange" transac- 
tions would Include exchanging or 
purchasing U.S. currency with foreign 
currency and vice versa, and the ex- 
change of small denomination bills of 
U.S. currency for other large denomi- 
nation bills of U.S. currency, or vice 
versa. If a check was Involved, see In- 
struction number (11). 

8a. Transactions with foreign financial in- 
stitutions Involving the purchase or 
sale of U.S. currency by domestic 
financial Institutions should be 
reported in Part IV, Item 1 as deposits 
(for purchases) and withdrawals (for 
sales) regardless of the nature of the 
underlying account relationship or the 
method of payment. 

7. Enter the total amount of the currency 
transaction In U.S. dollars In Item 2 of 

\7T-Q 



Part IV. If a deposit transaction li 
eludes both checks and currency 
enter only the amount of the trar 
tlon that Is In currency. !f all or p 
the currency Is In foreign currenc 
enter the amount In equivalent U 
dollars. {See General Instructions 
below regarding mere than one 
foreign currency In the same trar 
tlon.) 

Enter In Item 3 of Part IV the lot) 
amount of the currency transact! 
that Includes denominations In L 
currency of $100 or higher. For e 
pie, If the total amount of the cu 
cy transaction Is $100,000 and $! 
Is In U.S. currency of $100 or hip 
denominations, enter $100,000 Ir 
2 and $50,000 In Item 3. 

9. Enter the month, day, and year c 
currency transaction In Item 4 ol 
IV. 

10. If the currency transaction Invol 
foreign currency, enter the Intori 
In the appropriate boxes provide 
item 5 of Part IV. (See General li 
tlona for more than one foreign 
rency In the same transaction.) 

11. If the currency transaction Invol 
the cashing or purchase of a ch 
enter the details In the approprl 
boxes In Item 6 ol Part IV. (See 
eral Instructions for more than 
purchased or cashed check In t 
same transaction.) 

12. Enter the full legal name, stree 1 
dress, city, state, ZIP code, anc 
security or employer's Identlflc 
number of the financial InsWul 
where the currency transaction 
ducted. If a branch office, ente 
complete street address of the 
office. Enter P.O. Box number(i 
the street address. Enter your 
financial Institution under "Bu 
Activity". {See Definitions sect 
types of financial institutions.) 

13. Form 4789 must be signed by 
vldual authorized or designate 
financial Institution to sign It. 
her title should be Indicated a 
date of signature entered. Till 
signer's name should be type 
printed legibly below the slgti 

General instructions j 

11 you need more space to explalj 
try or to provide additional Inforrr 
regarding a currency transaction, 
separate sheet of paper that defe 
tlfles the person for whom the tri 
was conducted. Indicate the part 
and specific item of Form 4789 y 
relates to the additional Informa; 

vlded. J 

If a series of checks are cash* 



In the same transaction, Itemize 
section on a separate sheet of 
rovldlng the details of each check 

red In ftem 6 of Part IV. Enter the 
me checks In the "amount of 
3ox and the word "varfous" In 
proprlate boxes In Item 6. 
enoy of two or more foreign coun- 
rwofved In the transaction, list the 
Ion required In Item 5 of Part IV 
arate sheet of paper. Enter the 
i- dollars) In the appropriate box 
, and the word "various" In other 
ite boxes. 

Transaction Instruction* 

clal Institution Is aware that an 
I or organization has conducted a 
currency transactions In one day 
anclal Institution, or at different 
ffces of the financial Institution, 
nore than $10,000, a report 
filed for all such transactions. If 
f deposits, withdrawals, check 
iis, or currency exchanges are 

?f r D*',?, ta iP f 8UGh tran *actlons 
if Part IV. Also check the 

In Part fV, Item 1, specifying. 
iransacUons" In addition to 
he appropriate box In Item 1 
bes the nature of the tranaac- 
ire than one Individual conducts 
insact ons for another person, 
Ivldual conducting multiple 

is for another person cannot be 

snter "multiple transactions" 
* line of Part 1. 



Form 

(Rev. December 1902) 

t ol the Trttiury 
riwl Rrnnu* S*rvit* 



Currency Transaction Report 

File a separate report for each transaction 

(Comp/ete alt applicable parts sea Instructions) 



OMB No, 1545-C 
Explrai 12-3 1-8 



Identity of individual who conducted this transaction with the financial institution 



Name (Last) 



Flrtt 



Mlddla Infflal 



Number and Street 



Social Security Number 



Bu*lns, occupation, or profesilc 



City 



Stat* 



ZIP cod* 



Country (If not U.S.) 



Method of verifying Identification 
Q Driver's permit 

n Passport 



E Allan ID card 
Q Other (specify) 



TcSoUritry) 



Individual or organization for whom this transaction was completed (Complete only if different from 



Name 



Number and Street 



Identifying number 



Builrms, occupation, or profewlo 



CKy 



State 



ZIP cod* 



Country (If not U.S,) 



Customer's account number 



-1 Savings account \ ....... Q 

1 .......... (Humbert 

, 1 Checking account .......... D 

LJ ........ Yftumber) 



account 
ount 



Safety deposit box 
Other (specify) 



(NU(T 



Description of transaction. If more space is needed, attach a separate schedule and check Jhisbi 



1. Nature of transaction (check the applicable boxes) 
Q Deposit /T\ /^, D CnMk C n8d 

Withdrawal W W Q Check Purchased 



Q Currency Exchange 
Q Mall/Night Deposit 
D Other (specify) 



i^i __ . - - ,^7, ~ 

2. Total amount of currency transaction 
(In U.S. dollars) ^^ 



3. Amount In denominations of $100 or 
higher /7N 



4. Data of transaction (Month, d 
yaar) 



5. H other than U.S. currency Is Involved, please furnish the following Information: 



Currency name 



Country 



Total amount of each foreign current] 
<|n U.S. dollars) 



Date of check /i7\ 


Amount of check (In U.3. dollars) 


Payee | 


Drawer of check 




Drawee bank and CKy f 

1 



Financial institution reporting the financial transaction 



Name and Address 



MwrtMylnc number <E1N or WN 



Business activity 



ign 
here 



Type ar pflnt nam of authorised tlaner 

For Paperwork Reduction Act Notice, see the back of this page. 



'^1 



icral Instructions 

wrwork Reduction Act Notfce. The 
work Reduction Act of 1980 says we 
tell you why we are collecting this in- 
ition, how we will use it, and whether 
ave to give it to us. 

i requested information Is useful in 
lal, tax, and regulatory investigations. 
dition to directing the Federal Gov- 
snt's attention to unusual or ques- 
ile transactions, the reporting re- 
nent discourages the use of currency 
igal transactions. Financial institu- 
are required to provide the informa- 
inder 31 CFR 103.22, 103.25, and 
j. 

Mutt File. Each financial Institu- 
wtt file a Form 4789 for each de- 
withdrawal, exchange of currency, 
sr payment or transfer, by, through, 
that financial institution, which in- 
, a t'ajJMCtlon in currency of more 
10,000. MuMpfe transactions by or 
'person which in any one day total 
.hen $10,000 should be treated as 
e transaction, if the financial insti- 
s aware of them. 

pttoni, Banks do not have to file 
n , Jranwctions with Federal 



and address of the individual making 
the transaction and (2) the identity, ac- 
count number, and taxpayer identifying 
number (If any) of the Individual or orga- 
nization for whose account the transaction Rpf in itinnc 
is being made. Use a passport or other of- iiiiimuii 
ficial document showing nationality to veri- 
fy the Identity of an alien or nonresident of 
the United States. Use a document like a 
driver's license, etc,, normally accepted 
as a means of identification when cashing 
checks, to verify the identity of anyone 
else. In each case, record on this form the 
method of Identification used. 



Signature, This report must be signed 
by an authorized individual. Also type or 
print the name of the authorized slgnei. 



r domestic banks. 
;s do not have to file Form 4789 for 
owing transactions if the amounts 
l are reasonable and customary In 
jrse of the customer's business or 

losits or withdrawals of currency 
n an existing account by an estab- 

i*d depositor who is a U.S. resident 
I who 

?P*iIfi e S* a . retail busl "s In the 

United States <except automobile, 

boat, or airplane dealerships), or 

operates a sports arena, race 

track, amusement park, bar, res- 

taurant, hotel, licensed check 

cashing service, vending machine 

company, or theater; 

in^lf "I'M**!!, exchanges of 

W or 1 olnBr Payments and trans- 

by local state, or Federal govern- 

it agencies; 

XSSi* . fer pay /2" P ur P* from 

Xl cc ? unt & afl 'ablished 

witor who is a U.S. resident and 

operates a firm that regularly 



Penalties.- Civil and criminal penal- 
ties (up to $500,000) are provided for 
failure to file a report or to supply Infor- 
mation, and for filing a false or fraudulent 
report. See 31 CFR, sections 103.47 and 
103.49. 

Specific Instructions 

Part I, 

(1) In the address section, enter the per- 
manent street address of the Individ- 
ual conducting the transaction. If the 
currency was received or shipped 
through the U.S. Postal Service, write 
In "U.S. Mail." If the current was 

r ac *fi!? d ..! n .? n ' 8ht de P slt bo *' wit* 
In "Night Deposit." If the currency 
was received or shipped through an 
armored car service, licensed by a 
state or local government, provide 

,, ? n 'X the "Dice's name and address. 

(2) in the social security block, enter the 
social security number of the Individ- 
y _ a j, c nduct "8 the transaction. If the 



. 

(3) Check the appropriate box and enter 
the number of the document used to 
r "y the identity of the Individual 
making the transaction. When the 
name of an individual Is not required 
Srifctt" 1 ' ".i'J 01 "V to de- 
"cation Verlfyin8 identit 

Part II. 

(!) For Individuals, enter last name, first 
name, and middle initial, if anV, in the 
name block in that order 'f$ aN 

6 C mplate or * aniza ' 



In currency. 

a record . of 

are not reported be- 

?Pons (1) through Wabove. 

f R *' W2 1 \ 03 - 2 * *r details 
iat to Include In this record ) 

nk financial Institutions do not 
eport transactions with commer- 



(2) In the Identifying number block, enter 

lr irfSS *!f urity number or 
er identification number. 

Part III. 



Service, 
or hand c * rr V I* to your 

Sn**SB ^ f each ft 

years from the date you file it. 
Number, For Individuals 



Part IV, line 1. 
Part IV, line 6. 



Bank. Each agent, agency, branch, or 
office in the United States of a foreign 
bank and each agency, branch, or office 
in the United States of any person doing 
business In one or more of the capacities 
listed below: 

(1) a commercial bank or trust company 
organized under the laws of any state 
or of the United States; 

(2) a private bank; 

(3) a savings and loan association or a 
building and loan association orga- 
nized under the laws of any state or of 
the United States; 

(4) an Insured Institution as defined In 
section 401 of the National Housing 
Act; 

(5) a savings bank, industrial bank, or 
other thrift Institution; 

(6) a credit union organized under the lawa 
of any state or of the United States; 
and 

(7) any other organization chartered under 
the banking laws of any state and 
subject to the supervision of the bank 
supervisory authorities of a state. 

., 5 u 7 1 S cir ' Tne coln and currency of the 
United States or of any other country, 
which circulate in and are customarily used 
and accepted as money in the country In 
which Issued. It includes United States 
silver certificates, United States notes, and 
Federal Reserve notes, but does not In- 
clude bank, checks or other negotiable In- 
struments not customarily accepted aa 
money. 

Financial Institution. Each agency 

an a J 1 2L r 2 ff ! ce l n *, he United States ol 

any person doing business in one or more 

of the capacities listed below: 

(1) a bank; 

<2) a broker or dealer In securities, reals- 
cr re r or r *Q u 'f d to be registered wfth 
At f U ?qlli' the Securitfes Exchange 

(3) a person who engages as a business 
/!L ng n or ^changing currency 
(for example, a dealer in foreign x- 

!?HP w f, pers , on en saged primarily 
in the cashing of checks); 

' ?, e i r nS n w M? en sa8es as a business In 
issuing, selling, or redeeming travel- 
er ,,h~.i F ' money ordere( afm|(ar 

i except one who does so 
_ agent exclusively, or as an 

/K\ Part of another business; 

( } nhi c , ensed transmitter of funds, or 
other person engaged In the business 
o| h transmitting funds abroad for 



' Before 



Part v 



and, record 



Transaction in Currency. A 
'""''ig the phy.loal transfer - 

jffm^W&SteiS^S 

ffiffiSKntsp-***-** 

I r at o?c e u? l , n r ?cV nclu <" '' 



trans- 



Form Approw 





xSDBfo. DEPARTMENT OF THE TREASURY OMB No. 131, 


Cuitomt Vte Only 

Control No, 


"" rirf?V\ UNITCD STATU CUSTOMS SIR VIC* 

T$0iff REPORT OF INTERNATIONAL 
_ N5rt^ TRANSPORTATION OF CURRENCY 


Thltform II toMdltow 
UnlUd SlitM Cuitomi 3 

Ptivicy Act Nolinejtk 
on ttvtnt 


31 USC 11011 31 CFR 103.23 and 103.25 


OR MONETARY INSTRUMENTS 


'ftfll - FOR INDIVIDUAL DEPARTING FROM OR ENTERING THE UNITED STATES 


.lAMEiXaii or family, flrtt and mfddlcj 


2. IDENTIFYING NO. IStt Inttructloni) 


3.DATE OF BIRTH fMO./ 

1 1 


.4. PERMANENT ADDRESS IN UNITED STATES OR ABROAD 


' YOU ACITIZEN/SU8JE 


6. ADDRESS WHILE IN THE UNITED STATES 


'"..i n p'a-rifMij' fll ttf 


a. U.S. VISA DATE 9 - P^* 


CE UNITED STATES VISA WAS issutsu 


' fit any) 



SH.PP.N MAM !N fi OR RECBIV.N. 



. DATE OP BIRTH? 



13. IDENTIFYING NO. (SM itutntctionj 




12. NAME (Ltut or family fW ana 

IS. PERMANENT ADDRESS IN UNITED STATES OR 



Mur*c.i"' 
INSTRUMENT^ 



DATE SHIPPED 



DATE RECEIVED 



\JT\ BTIUI^** I nr i 

INSTRUMENTS 

D Shipped 
To 




B. Country 







._* 4 A 



... wviwwwt 



Customs Form 4790 (( 
wB ornci ' 



istructions 

Department regulations (31 



jms 




























^^ 


















'rnant of the Treasury 
orm 90-22.1 (9-781 

iwr-ERSEDES ALL PREVIOUS 
EDITIONS 



REPORT OF FOREIGN BANK 
AND FINANCIAL ACCOUNTS 



I'onn 
OMB No. 48*R 



For the calendar year 19 



OFFICIAL USE ON 



This form should be uiad to report financial Intareit in or ilgnature authority or other authority over one or more bank accounts, securlUes acci 
or otner financial account* In foreign countrle* at required by Oapartmant of the Treatury Regulation* (31 CFR 103). You are not raquired to 
TIONS a BB r8 9te value of the account* did not exceed $1,000. Check all appropriate, boxes. SEE INSTRUCTIONS ON BACK FOR DE 



1 . Name i La*t, Pint, Middle) 


2, Social security number or employer 
identification number if other than 
individual 


3. Name in itfl 
refers to 

G Individu 
D Partner si 
D Corporal 
D Fiduciary 


4. Adilreis (Street, City, State, Country, ZIP) 



instruction J). Indicate for these account*: 

Name and tocial security number or taxpayer identification number of each own&r 



tt>) Address of each owner 



(Do not complete [tern 9 for iheie accounts! 



6. Q I had a "financial intereit" in one or more foreign account* owned by a domestic corporation, partnenhip or truit which is required to iili 
Form 90-22.1. (See in*truction L). Indicate for these accounts: 

t a) Name and taxpayer identification number of each luch corporation, partnership or trust _ ,. 



( b> Addresi of each such corporation, partner*hip or trust 



(Do not complete item 9 for these accounts) 



f . i_J I had a "financial interest" in one or more foreign accounts, but the toial maximum value of these accounts (see instruction I) did not exci 
SI 0,000 at any time during the year. (If you checked this box, do not complete item 9). 

8. Q I had a "financial interest" in 25 or more foreign accounts. (If you checked this box, do not complete item 9.) 

9. I f you had a "financial interest" in onn or more but fewer than 25 foreign accounts which are required to be reported, and the total maximurr 
value of the accounts exceeded $10,000 during the year (see instruction I), write the total number of those accounts here, 

Complete items (a) through (f) below for one of the accounts and attach a separate Form 90-22.1 for each of the others. 
Items 1, 2, 3, 9', and 10 must he completed for each account. Check here if this is an attachment. Q 



f a) Name in which account is maintained 



(b) Name of bank or other person with whom account is maintained 



Number and other' account designation, if any 



(d) Address of office or branch where account is maintained 



(e) Type of account, (If not certain of English name for the type of account, give the foreign language name and describe the nature of the accou 
Attach additional sheets if necessary.) fi 



D Bank Account 



Q Securities Account 



D Other (specify! 



( f } Maximum value of account (see instruction I ) 

D Under $10,000 D $10,000 to $50,000 



D $50,000 to $100,000 



D Over $100,000 



1O. Signature 



. te ot necessary reportng persona account 



of 



PRIVACY ACT NOTIFICATION . 

tn tha reaulrement* of Public Law 93-679, (Privacy Act of 1974), notice It hereby given that the authority to collect information on rfi 
iVcordaricewlth5U.S.C.552(eT3) Is Public Law 91-508; 31 U.Slc. 1121; U.S.C. 301, 31 CFR Part lol ,. 

our pow for collecting the information I* to aisure maintenance of report! or record* where such reports or record* have a high tim 
In criminal, tax, or regulatory Investigation* or proceeding*. The Information collected may be provided to those officers and emplcft 
rnnifltuent unit of the Department of the Treasury who have a need for the record! In the performance of their dutlw. The record* mm 
J I to Irw other department or agency of the Federal Government upon the request of the head of such department or agency for UMifl 
c'rhrilnal tax, or regulatory Investigation or proceeding. [ 

thti information 1* mandatory. Civil and criminal penalties, including under certain circumstances a fine of not more than $SOO,OOOi 
.... of not more than five year*, are provided for failure to file a report, supply information, and for filing a false or fraudulent report, f 
of' the social security number Is mandatory. The authority to collect this number is 31 CFR 103. The social security number will be li 
aTmiiani to Identify the Individual who filet the report. 
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YSTRUCTIONS 

A. Who Must File a Report-Each 

1 ?l l ra d B1 S 1 ' ates pefson who na3a fJnanclal 
l , e " ln Of ^nature authority or other 
Jlhor ly over bank, securities, or o he 
lanciai accounts In a foreign country, 
bich exceeded 1 1,000 fn agweoate 
ilue at any time during the SIS 
iar, must report thai relationship each 
'lendar year by filing Form 90-2271 with 
e Department of the Treasury on o 
lore June 30, ot the succeeding year. 

!? h?l M , r TP' * 96 of a corrW 
'bank which Is subject to (he supervl- 
>n of (he Comptroller ol the Currency 
) Board ol Governors ol the Federal 
serve System, or the Faderal Deposit 
iurance Corporation need not report 
it He has signature or other authority 
>r a foreign bank, securities or olhar 
inclal account maintained by the 

I? M .t ha has a P ers nal financial 
iresi in the account 

i addition, an of fleer or employe* of a 
lea lo corporation whose securities 

iiawd upon national securities ex- 
nges or which has assets exceeding 
nillfon and 500 or more shareholders 

C 



sells, holers, or trades stock or other 
securities for the benefit of anir 

The term "other financial account" 
means any other account maintained 
with a financial Institution or other per- 
son who accepts deposits, exchanges or 
S?'!* "V 1 * 8 ' or acls aa a broker or 

Smn^I"*!!?.'":-?' 1 ?" '" <* 



*~- * V JVW , iw i,| O p uitia Q| 

exchange or aasoclatlon. 



Intereat-A financial in- 
i a bank, securities, or other 
mi"" aocounl In a foreign country 

means an Interest described In either of 
the followlnq two paragraphs; 

(1) A United Stales person has a flnan- 
c ai interest In each account for which 
such person is [he owner of records or 
^KJ'^-^'^'heaccoS?; 



Unlied 
d 



account Is 



|r,r, h1 ^n- 
Ins his signature authority over a 
(On financial account of the corpora- 
,if he has no personal financial In- 
t fn the account and has been ad- 
I In writing by (ne chief financial 

itan LIr^ rporatlon lhat ltia c r- 
lion has filed a current report which 
oeg that account. 

United Slates Person-The term 
,1 8 person " means M) a 
rior resident of the United Stales 



a domestic estate or 
When and where to File 



(he Department 
al Station, Washington! D.C,,' 

Account In a Foreign Counlry-A 

Ifln country'.' Includes all 

SlS "rf * ' OCaled utslde lhe 



rt any account maintained with a 
xcep, a mN ,, a bgnk| JJ ; J 

ed In ins ruction E) or broker or 
in aecurltles that Is focated In a 

Sl ry h' 9V , en " ll l3 a Pwt of a 
States bank or other Institution, 
report any account maintained 
irano* i, agsnoy, or other office of 

lS^L f n t W J n8tl|utlonlh l 
in the United states, Guam 

I, and the Virgin JalandJ. ' 



Banking F4oJHiy_o not 
r as an account '-ip a foreign 



a-to. ." *" n8t ""'lon 
* a United stales military banh- 

Unl1 " 1 Sla ^ 8 ""'^ 
operated by a United 

f "^or. designated 
Slates Government to 
Qovernment Installations 

th 



|. 

is located In a foreign 

*. Financial Account-Trie 
ik account" means savings; 
checking deposit, loan or ffi 



er person 



"'' 5e . ouri 1 t 'w account" means 

oT ned W11h a n ii ' 

or other -person who buys,- 1 



(2 A United Stales person has a finan- 

K l , n , -aflh bank ' '', 
financial account in a fore an 

r lfla wner of recoSor 

a n ' 8; (8) a P8raon MWnB 

*"'' nom| n". Attorney, or In 
other capacity on behalf V the 
a owporalton n 



or lnrtlH y 

or Indirectly more than 50 percent ol the 
total value ol shares of 






, Ac ! !ount Valuation- 
S n f'^A.'hamaxl 

encv an n n th8 larfles| afnou "' of cur- 
fancy and non-monetary, assets that an 



For purposes of Items 7, 9, and In- 
alruc Ion A, II you had a financial In- 
terest In more than one account, each 
account Is to be valued separately In ac 

anC 



s. 

L yc L U W a " nanclal lnter est In one or 
ore but fewer than 25 accounts, and 
you are unable to. determine whether the 
maximum value-.pl these accounts ex- 
ceeded 510.000 at any time during The 
year, check Item 9 (do not check tern 7) 
Item 9 for each of 






4,.K, Stales P"orts with 
Auhorlty Over but No Interest Juan Ac 
un n i- E i c . a u pt aa provlded "> 'nstruc- 

must *.S! J 8 f " Win8 para 9 ra P h - 1"" 
SJ L h * nama ' addrass - and iden- 
K n " mb u r of 6ach owner of an ac- 
lf Jl ' k vaf * nlcn yu "ad authority, but 

count H K " 9m 5 for more than " ao' 
count of the same owner, you need iden- 

tify the owner only once 



Plying Information about the owner, "No 

th'fC" had any financlal lnteres ' 'n 
mn, hf 'S n a 5 count8 -" This statement 
must be based upon the actual belief o 
he person fl|| ng , n , s form alter he or he 

dL' h ' n rea80nab ' measures to en 
dura its correctness. 

'' " u c "ack item 5 for accounts 
" 



and/or foreign 



th8 na m of 

followed ^ 
lhe 



Consolidated Reportlrtg- 

whlch 



H 9 



In 25 or more lorelon no a 



L. Avoldlne Duplicate Reportlna-ll 



02? o fi ' Form 

0-22.1 with respect to these accoun s 
In leu ol completing Item 9 lor each ac 
count you may check Item 6 and provide 
the required Information 
^f' ! rovldln fl Additional Inlorma- 
tlM-Any person who does no com- 
Plate Item 9, shall when requested by ta 
Department of the Treasury provide he 
nformatlon called for in Item 9 

N., Signature (item 10)-r/i/ wort 
SS f a A fld by tha P'n name? ,n 



Airtel 



6/28/79 



To: SAC, Albany 
Prom: Director, FBI 

OBTAINING OF FINANCIAL INFORMATION 
FROM U.S. TREASURY DEPARTMENT 

This communication will supersede Bureau airtel 
dated 1/26/79, captioned as above. 

The Currency and Foreign Transactions Reporting 
Act (P.L. 91-508 21 USC 1051-1143) and Treasury Department 
regulations implementing its provisions require reports of 
certain domestic currency transactions and of the import : 
and export of monetary instruments in excess of certain 
accounts. In enacting this legislation. Congress express] 
recognized that such reports would have a "high degree of 
usefulness in criminal, tax, or regulatory investigations 
or proceedings" (31 USC 1051) -, 

Of particular interest to the FBI is the obtainir 
of information included in the. following reports: 

Form 4789, known as a "Currency Transaction Repoi 
requiring each financial institution to file a report of ea 
deposit, withdrawal, exchange of currency or other payment 
transfer'by, through, or to such financial institution, 
a currency transaction of more than $10,000. 



irtel to Albany 

e: Obtaining of Financial Information 
From U.S. Treasury Department 



Form 90-22.1, known as a "Report of Foreign 
ank, Securities, and Other Financial Accounts," requires 
ach U.S. person who has a financial interest or 
ignature authority or other authority over a bank, 
2curities, or other financial account in a foreign 
suntry to report that relationship each year filing Form 
)-22.1 with the Treasury Department on or before June 30 
: the succeeding year. 

In order to realize more fully the potential of 
le Act and to facilitate broader access to these reports 
' the FBI, I have suggested that on a continuing basis 
te Treasury Department furnish the FBI with copies of 
iose reports properly requested by the FBI. 

f __ . . The Apartment of Treasury wants to make this 
formation readily available to all Federal law 

fn^n^f ? genc i es f or use in criminal, tax, and 
?rio y lnve ? t ^ations. At the same time however, 
treme care must be taken to insure that the information 
thered pursuant to the Financial Record Keepina and 
rrency and Foreign Transactions Reporting Act of 

< ~ 



:imely basis from^aencv <-n rSCelVe Such information on 

LS spLia! author^- L enawT^f ^ fie , ld 1SVe1 ' 
sld level to request SDPM f ?. / Personnel at the 

ongoing investigaSo^dirfctlvl 3 ^ " necess Y to 
interparts. airectly from their Treasury 



1-tant 

uest this W ,il 9 1 ^. to 



in the ^taining of 



be ef - ae n 

--. 
authqrity 



Airtel to Albany 

Re:- Obtaining of Financial Information 
from U.S. Treasury Department 



A. A certification that the information 
requested about an individual or class of individuals 
identified in the request is relevant to an investigation 
or proceeding by the requesting department or agency. 

B. A certification as to the specific nature or 
purpose of the investigation or the violation '(s) of 
Federal law (e.g., whether it is a criminal, tax, or regul 
investigation or other inquiry in connection with which th 
information is sought) . 

C. A statement containing sufficient 
identification of the individual <s) named in the 
dissemination request to permit a valid examination of the 
available files. Such identification information should 
be as specific as possible, including such items as the 
name, address, date of birth, and/or social security 
number, to help insure legitimacy and accuracy of the 
information selected for dissemination. 

Upon receiving response from the Bureau, this 
request can be made from Customs and the forms will be 
made available at the field level from agency to agency. 

In the event the field office feels it necessary 
to have the forms on an immediate basis, a telephonic : 
request may be made and authority obtained. In this 
event, a follow-up airtel is to be submitted. 

It should be noted that until this special 
authority was received, any attempts to faciliate 
dissemination of the above-mentioned forms were greatly 
restricted in view of a regulation (31 CFR 103-143) which 
provided that only the "Secretary" (Treasury) could make 
such information available "to any other Department or 
Agency of the United States." This meant that, while 
various Federal agencies involved in law enforcement | 
interacted and relied upon face-to-face exchange of 
information, the above regulation inhibited the exchange >. 
of information by requiring that Treasury act as an ( . 
intermediary or conduit between enforcement agencies. t 
This resulted in an almost nonexistent exchange of I 
information between law enforcement agencies and Treasury! 
regarding financial information which could have provided | 
invaluable assistance to ongoing investigations. J 
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DEPARTMENT OF. THE TREASURY 

U.S. CUSTOMS SERVICE 
WASHINGTON 

Jtl!ti9W80 

INV 32-01 INVCR 



Mr. Francis M.'i MCi Tien, Jr. 
Assistant Director 
Criminal .Investtgative, Division 
federal Bureau of Investigation 
rfash'lngton, D.C. 20535 

Dear Mr. Mullen:, 

Pursuant to., your request dated May 29, 1980, I have caused the records 
- v She ReportsvAnalysis Unit to be searched for Forms 4789 - Currency 
Transaction Reports 11976 - December 1979), Forms 4790 - Reports of Internatior 
Transportation 'of. Currency or Monetary Instruments (1972 - March 1980; and 
Forms 90-22.1 - Reports of Foreign Bank and Financial Accounts (calendar year 
1977) pertaining to the "named entities. This records search should be 
-onsidered complete only for the periods indicated above concerning each 
type of form. The. results of that search were negative, except as noted on 
th^ enclosure. 

This information is made available to be used in connection with an officl 

investigation or other proceedings pursuant to established Treasury Department 

guidelines. A copy of those guidelines was previously furnished to your agency 

This information is considered sensitive; therefore, the forms and the informal 

hereon should not be disclosed to any person except for official purposes rel< 

-o Department of Justice investigations or related proceedings. Also, this 

'nfonnation is to be used only in conjunction with existing agency data and shi 

10 1. become the sole oasis for the creation of a system of records or separate 

e. -of files. Pursuant to the provisions of 31 CFR 103.43, further dlsseimna- 

f this information can be authorized only by the Secretary of the Treasury or 

(elegate. 

If you have any questions regarding this information, please have a membc 
1 your staff contact 'the Acting Director, Currency Investigations Division. 

Sincerely, 




Robert DiLorenzo 

Acting Director 

Office of Investigations 
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RCPLY Tn: COWMIbbtONrn Of CgfctaMjj, WASHINGTON, DC. 

VI-21 




.mi. uu uutamea rrom IRS Form 

onai-Trip;;tailon''o? c r urriS ) i r C ^ n t fr F 7 479 ^ of 
:asyry Department Fora 90-22 1 ! R= n n^ '^^^.^sturments (CMIS) 
't (F3A): "- 1 Re P rt of Foreign Sank and Financial 



Form 



te Oocument \'o^ Transaction 



4789 
4789 
4789 
4789 
4790 


062078 
030879 
040577 
061777 

042174 


1911114898 
1911096899 
1911067707 
1911097747 
74C000015575 


$14,700 
20,000 
20,000 
18,000 
9,017 
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Crime and Secrecvs The Use of 
Offshore Banks and Companies 

I. Introduction 

A. The importance of understanding the use of offshore facilities: 

L Use of offshores has traditionally been the exclusive domain of 
organized crime, narcotics traffickers and major international 
swindlers such as Vesco. 

a. Created enforcement problems primarily for the FBI, DEA. IRS 
and SEC 



2. Use now at all levels of society: 

Commodity fraud 

Medicare/Medicaid fraud 

Fences 

Small, organized criminal groups 

Scam artists 

Robbery gangs 

Chop shops , 

Embezzlers 

Medium income tax cheats 

Insurance fraud 

3. Enforcement problems posed by offshores now impact on all levels of 
law enforcement. 

4. Offshores also create significant barriers to civil actions: 

Divorces 

Repossession of assets 
Bankruptcies 
Civil contract suits 

5. Problems are therefore pervasive, enforcement resources are slim, 
and solutions are elusive. 

6. These problems are compounded by the tremendous resources 
required to investigate such cases and the continuing problem of no 
central clearing house for offshore issues. 

7. Education and information sharing are important weapons in 
combatting offshore use. 



H. Offshore Facilities: What are they and why do they exist? 



Thy criminals need to launder funds offshore. 

I, Conceal the offense. 

t Hinder Investigative efforts and reduce probability of conviction. 

J, Preserve assets from forfeiture. 

*, Eliminate taxes. 

& Laundering offshore conceals offense* 

1. Option of banking, spending or investing proceeds without 
laundering might call attention to offense. 

2. No legal explanation of rags to riches. 

3. Stock broker in small mid-west town is recent example. 

a. Sudden, phenomlnal wealth 

(1) Huge house 

(2) Several expensive cars 

(3) Helicopter (even used to deliver lunch to daughter In 
grade school) 

b, Recently convicted. 

* Low profile greatly decreases chances of getting caught. 

Kv wJ^ 05 investlgative efforts 
'' -"* (or other 



J. li oi oflshore effectively cuta the paper trail because of 

,teS; ?rr? Hsh0r ***** SSSTtta 
imwi enecttve means of lauhdering funds. 

* ' W&*5hfi B ^ a 8 ~ d *tttal case against 

evi 



evidence su " icient 



sves assets. 

if he keeps the funds 



b. Most havens won't release the assets or forfeit them exce 
under the most egregious of circumstances. 

E. Finally, laundering offshore eliminates taxes. 

F. What is an offshore facility? 
L Usually exist in a tax haven. 

(a) Low tax 
Ob) Secrecy of records 

(c) Banks, financial institutions, companies, trusts* accountan 
and attorneys dominate industry. 

2. Key tax havens 

a. Caribbean 

Anguilla, Antigua, Bahamas, Bermuda, Cayman, Montserra 
Netherlands Antilles, St. Vincent, Turks and Caicos. 

b. Central America 

Panama 

c. Europe 

Liechtenstein, Luxembourg, Switzerland. 

d. Pacific 

Hong Kong, Nauru, Singapore, Vanuatu 

e. Other 

Liberia, Bahrein 

3. Key haven road block to enforcement Is secrecy: 

a. Civil secrecy exists in common law through British case - Unic 
v. Tournier (1907). Duty of a banker to treat his customer 
financial affairs as confidential. 

b. Many havens passed more severe criminal laws to butt re 
Tournier: 

(1) Bahamas 

(2) Cayman 

Cayman further stiffened its law in light of U.S. 
Field 532F.2d W4 (3th Cir. 1976). 

(3) Antigua recently enacted Cayman type secrecy laws. 

c. Many have de facto secrecy arising from inadequate recorc 
unskilled administrators, or corruption. 



: any devise used to facilitate laundering funds. 



sated" with no substance. 

ire facility is the offshore agent, accountant or 

ad i or 2 multinational banks and virtually no 
11 they had 30 multinational banks, 300 Class B 
mately D,600 companies. 

was approximately 15,000. 

of attorneys, accountants and agents handled 
ass B banks and 13,600 companies. 

folders. 

may have hundreds of brass plates. 
i to secrecy in several ways: 

ay haven secrecy laws. 
client privilege, 
known to him. 
xonspirator. 

tws also aid secrecy : 

s owners. 

hares. 

:>* beneficial owner required. 

:atements required. 

ired. 

f the shelf. 



acuities for economic reasons. 
o 20% of Cayman revenues. 

Jdget for Montserrat. 

i ' i ' i 

enal economic impact on Bahamas, Bermuda 
new Ashore, business wi'U ball it out. 



Mechanics of the use of offshore faculties - cases studies. 

A. Offshore banking conjures up images of financial wizardry and 
. international tax lawyers and accountants. 

B. However, most of the Illegal activity is just a layering of basics. 

C The crook's objective is simple* 

A pays B who sends the money offshore where it Is laundered and 
returned to B's use: 

I A could be a dope distributor, a legitimate business, proceeds from a 
bank robbery or any other SOURCE of money* 

2. B, having the money, wishes to conceal it. If it is in currency when 
received his job is easier. If It is in paper (checks, etc.) he may have 
to initially launder it in the U.S. to convert it to currency. 

3. Now offshore system begins. 



a- Offshore "company" established L nan ~ 

companies, or trusts are preferable. c panies, finance 

1 

b. Company opens offshore bank account, 
c- Cendant travels to haven with currency. 



with 

to 



Defendant return, to U.5. with cashiers check. 






8) 

W co "ipany "loses" money, losses 

h- loans are questioned by IRS or othe 
ThU case, though very simple, presents severe prol 



"r 



5. 



k*t any of hi* fund, offchare, he would. 5tlll h,v, 

though , 
Iay er added to th. 




a 



*" banl< aecounts "-I- tracing eve: 

Mtate brokers ' 
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fendant set up a multi-company scheme to defraud Medicare. 

ix shelter" formed with $450,000 gave rise to $1,791,375 In 
iuctions from groups' tax returns with additional deductions still 
ulable. 

'0,000 "disappeared 1 * In Cayman. 

re, defendant laundered funds, via highly visible check purporting 
represent a legitimate business transaction. Aii fully documented 
I documents are available from Cayman BUT THE MONEY TRAIL 
posits, withdrawals, etc.) ISNT. Money trail essential to proving 
e. 

Eendant now believed to be In Mexico but probably had no need to 
. His track record in Home Health wouid fully justify getting a 
ies of large loans from Caymanian {or Panamanian, or Bahamian, 
.) finance companies to start more Home Health agencies. 



torney laundered both in U.S. and offshore, but knew too much. 

st laundered currency through local bank. Bribe Insured no 
rency reports filed* 

vis wired to Bermuda Trust owned by Lifaerian bearer share 
npany. 

ifflckers were beneficiaries of Bermuda trust and could transact 
nsfers via phone using codes. 

iney could be wired anywhere in world, and was eventually 
jatriated in the form of loans to the trafficker's company in the 
nliiar pattern. 

irkowitz's own words explain it simply: 

"There is no exposure at alL You don't have to see 
fbody. You don't have to say your name. They don't know 
j. You don't know them. End of story. ...You're going to 
ce it out of your right hand pocket and pay it back into your 
t hand pocket.which I think Is a beautiful way to use your 
mey... You haven't transported money out of the United 
rtes which is a crime, you haven't taken the risk ot carrying 
and ifs done on a bank to bank basis* Within W to 72 hours, 
an move the money from Los Angeles to Bangkok or Istanbul 
Afghanistan or wherever you want it,And you see, if Uncle 
sn look* at you and says whe^e, di you get &is momey from, 
U (you 'say) I borrowed the money from such and such 
poration which Is art offshore cdtpoi&tjon and they're -in the 
ney -lending business..;you see,, ;ior M- to 22 ^housanji bucl^s, 
u get yourself a totally cpnf identlal 



H. Bribing bank officials is now hazardous and not aiways necessary. 

1- Extremely large amounts ($1 million or more per day) are oft 
more easily ilown out of the country via private or chartered j 

2. Recent case in Florida stopped accountant flying out wi 
million on private jet Defendant admitted to making simll 
several times a week. May have laundered up to $250 millioi 
year in this fashion. 

3. In recent years Colombian currency exchange houses hav 

5 tt !S^^ y ^ ^ houj * s "^y" u>s - currency in the U. 
"sell 11 it via checks all over the world. 

*" ji l th * r * ffectlve method is to open hundreds of accot 
different names throughout the U.S. and deposit currency in 
Even if currency forms are filed, they do not show large 
amounts to arouse suspicion of Federal Law Enforcement 
computers. 

L Again, the goal is to launder funds domestically to a form perr 
transfer offshore. Move the funds offshore to break any paper trail* 
finally bring them back for use in a form which is disassociated fr< 
perpetrator. 

IV. From simple to sophisticated, use of offshores is limitless in application. 
A. Tax protestors are making increased use of offshore facilities. 
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I Customer checks go directly to trust accounts in offshore b 
Checks payable to trusts. 

2. Checks coming back to U.S. go to trusts. 

3. Smart protestors put trust accounts out of town or out of state 
use an alias. Use proceeds in cash form only and in moderation. 

*. Protestors and others made basic mistake. US. items ciear 
banks and can be traced. 



** SSKfhfrt. ^. b dM8te J P^ * multi-country, multi-lay* 
laundry, but is only a group of simple steps. 
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BAYTHBQN GQXZMZ DEFRAUDED 
las_sic_ Multinational 



During the 
concluded commercial 

- * j. v.t.u.1.. _, _ ^,^. . j, VWKJG unc IJK uci rrunfrir nf .ma 

evidence and investigative assistance from four foreign 

Switzerland; 

Liechtenstein; 

Bermuda? and 

the Cayman Islands, B.W.I. 

?r^ e 4-T^ he ^ e r ?* uests met wit ^ widely varying degrees of coopera 



which HiP\ S n ? er . th f S CaSe involved a commercial bribery sch 

proceeds t^b^r!? 1 * 8 S a Sed a PP rox ^tei y $1 million of the 
Ef?S ? *. transferred by means of checks to another Swiss i 



*. 
rwo 



h -" . 

rwo recipients of the bribes through a Geneva attorney and 

c " - k 



. 



miiunn , 6 4. br lb ! rB ' ! hare of the Proceeds, approximately $1 i 
million, was transferred to another Swiss account held by a ! : 

fn S ^rmn^ n K en u lty that ^^ ^trolled and then, by wire tra^ 
* ?? ? ? k account in the ** f a Cayman Islands compart 
owned. At least some of these funds were then "laundered" by me 1 
sham loan arrangements involving a Netherlands bank; in these id 
arrangements the funds were used to secure loans to the defendant 



itzerland 

The Swiss Treaty request filed under the United States-Swiss 
on Mutual Assistance in Criminal Matters was the most complex 
e-consuming for the Department of Justice prosecutors. In all, 
three years were spent in pressing this request before all of 
ential items of evidence were obtained. 

The formal request, which asked chiefly for bank account 
, was filed with the Swiss Central Authority in September of 
On November 3, 1978 f the targets of the investigation caused an 
tion" to be filed with the Swiss authorities in which 
ons were raised to the exeception of our request. Thereafter, 
; d both a response to the opposition brief as well as a 
lental request , which asked that a Swiss lawyer, whom we had 
ientified, be deposed about his activities in the fraud scheme. 

The Swiss Central Authority consolidated the original and 
tental requests and on April 10, 1979, rejected the oppositions 
igainst each of our requests. Pursuant to the Swiss 
snting legislation, the opposing parties were granted thirty 
i which to appeal the decision to the Swiss Federal Court and 
this period appeals were filed. On August 8 the Swiss Federal 
>egan its deliberations on this matter and on September 28 it 
id the appeals; however, the implementing legislation provided 
>eal to a special "consultative" commission and the opposing 
j were granted leave to file their appeal briefs. 

The president of the consultative commission set the meeting 
commission for July 9, after which the appeals were rejected by 
Lssion decree of August 26; the opposing parties then filed an 
strative appeal with the Swiss Federal Council, a body somewhat 
) our federal cabinet. 

The Federal Council formally rejected the appeals on 
:y 11, 1981, and on February 17 the Swiss Central Authority 
:hed documents and testimony gathered pursuant to our request. 
E these documents had been redacted to remove the names of 
i allegedly uninvolved third parties. 

In early May 1981 the Swiss Central Authority issued decrees 
3 the objections of three "uninvolved" parites to disclosure of 
identities in certain of the bank account documents. The 
3 thereafter filed appeals with the Swiss Federal Court. In mid 
:ie objection of a fourth party was denied; this decision 
se was subsequently appealed to the Federal Court. In the 
ne, during mid May r the Department of Justice prosecutors 
ed the re-examination of the Swiss lawyer in Geneva. Although 
eposition was much more fruitful, principally because the 
utors were there to present the questioning, the Swiss lawyer 
3 to answer several cri^qfal questions on grounds of attornety- 

riir ^ IT 3 1 



u Up n their return to th e United States the prosecutors 
?nK h n he U ; S ' ? en ^ ral Authority, the Office of Internal 
in the Department of Justice's Criminal Division, request 
the Swiss Central Authority to cause the attorney-client assertic 
be adjudicated and to compel the lawyer to answer the questions c 
face contempt. This request was relayed to the examining magisti 

Near the end of July 1981 the Department of Justice 
prosecutors were faced with a serious problem. The statute of 
limitations would run in late September on the first, and perhaps 

2un?U2nf^S OUnt f. f the P ro ? osed indictment. The appeals of the 

uninvolved" parties were still pending before the Swiss Federal 
and there had been no adjudication of the attorney-client claim. 



Central AiJhSrii!! l*+* August the prosecutors and a member of the 
flSS tr ?t Authority returned to Switzerland for the additional 

thrped hn -? 0d ' JUSt a ? the d ^^tionsgot unde 
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court issued its decrees rejecting the appeals of the 
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adjudication of this issue. Thus the targets of the invest 

" 



the 

n=>..4- m 4- ~c~ T i_j~ jw* ,., as a consequence, the 

Department of Justice prosecutors were compelled to rely solev on 

circumstantial evidence to imni is* at* a 4-vi A^, nH j-i.~ j_ _i_ . 

V-T*.M\-IIWC i.u a.jiiyxA^ate tne derenaants in the Swiss 

transactions 

After the indictment of this case, depositions of the si 
?^ n Q S ?!f T re tak6 2 ^Switzerland for use at trial. Again, howe 
the Swiss lawyer refused to answer certain key questions on ground 
attorney-client privilege and again we were unable to obtain an ' 
adjudication of this issue by the Swiss judicial authorities. 

^ i .u Fin ? er P rin ^ anal y sis identified a defendant's fingerprint on I 
of the checks obtained from the Swiss bank account. [ 



schtenstein 

After indictment, and at the government's request, a 
rogatory application was issued to the judicial authorities of 
istein by the U.S. District Court for the District of Columbia, 
jrable Norma Holloway Johnson presiding. Shortly after the 
-ion was filed, a Liechtenstein court granted the requested 
ice and during August 1982 the Liechtenstein witnesses were 
in Vaduz, Liechtenstein. This testimony and related 
bary evidence produced at the time of the depositions were 
sed at trial by the government. 

rmuda 

As British Colonies, both Bermuda and the Cayman Islands 
bhe general British practice of denying requests for investi- 
assistance in the pre-indictment stage of a case. Once the 
ent was returned, however, our letters rogatory request for 
was issued by our trial court. The attorney general of 
received the letters rogatory papers and filed these with the 
n Bermuda, which quickly granted the requested assistance. The 
ent deposition proceeding produced significant testimony and 
tary evidence that was used at trial. 

yman Islands 

Our post-indictment experience with the Caymanian 
ties was in marked contrast to the assistance rendered in 

Shortly after the indictment was returned, we learned that a 
sman from the Cayman Islands, who had been associated with the 
nts, was visiting in the United States. This individual was 
with a subpoena and within a short time his U.S. counsel 
us that he would comply with the subpoena. At the same time, 
requested that we assist the witness in obtaining from the 
Islands Grand Court a release from the provisions of the Cayman 
business and professional secrecy act. We agreed to do so 
d the application for release did not produce unreasonable 

In early October 1981 the case prosecutors met with the 
y general of the Cayman Islands and provided him and his 
tes a comprehensive three hour briefing on the case. After the 
g, the attorney general indicated that he was satisfied that we 
irima facie fraud case and that, as amicus to the Grand Court, 
d advise the court that he had no objections to the witness 1 
ing in the United States. On the next day f the Grand Court 
an order permitting the witness to testify. Subsequently, the 
i appeared in the United States and testified. 

Based on this positive precedent and with the approval of 
-raanian authorities, we filed with the Cayman Islands government 
il request under their business secrecy law. In the request we 
:or assistance in obtaining bank records, local company records 
itimony of witnesses i,n the Cayman Islands, The request was 
id .by the appropriate official's ahd by the executive committee 
legislature, which authorized the police to gather the 
:ed evidence. At this .point,, however, complications developed, 
iks refused to produce any ^ocumerits unless compelled to by 
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:ing- offshore secrecy is extremely difficult, time consuming and 
nsivet 



Most successful cases have Involved undercover operations, the use of 
Insider Informants, "flipped 11 defendants* or the use of correspondent 
accounts in U.5. banks. 



Aggressive enforcement of Title 31 has given Treasury and Justice 
additional tools with- which to combat large money laundering operations. 

U Obviously, the more roadblocks enforcement throws up to the 
taunderer, the more exposure the launderer has. 

v 

2. A large laundry now Involves substantial risk. 



Justice Department carrot and stick approach has had beneficial results: 

L Long-term negotiations have resulted in substantial changes in Swiss 
law. 



2. Aggressive enforcement against Cayman banks and their officers 
have established advantageous legal precedent requiring testimony in 
some cases regardless of haven secrecy. 

Information sharing amongst enforcement agencies may prove extremely 
seneficiaL According to Glenn Archer, Assistant Attorney General, Tax 
Division! 

"...too few people, both in and out of Government are 
adequately informed of the pervasiveness of the use of tax 
haven countries for money laundering and other illegal 
activities. As in many areas, and I think this Is one of them, it 
is frequently difficult to combat a crime problem without a 
strong public awareness and concern." 

-egislative efforts should also add significant weapons to the 
enforcement arsenal: 

* Proposed amendments to Title 3L 

1 1 

a. Elevates misdemeanor to felony. 

b. Adds attempt provision. , 

c. ; Allows reasonable cause searches. 



Establishes payments to informants. 

Includes Title 31 in RICO. 

Includes Title 31 in Title 3. 
ribbean Basin Initiative. 
ler changes being considered: 

Include foreign business records in Federal Shop Book Rule. 

Period iSS^i? JJSi 1 *? "? ^ ** Speedy triaj act du ""8 the 
period required to obtain foreign documents. 
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:ious and complex problemlloLd hv >K epartment of Just *<^ on 
Lai institutions located in P f or f ion ? J? S f o 4 *>*"* and other 
.1 activity in violation of United s^^f 68 in co ection with 
'ill address our view of the natn n* laWS> My testimony 
:sures we have taken to bette^cope with th^m V^ 6 P robl ^ e ' 
to improve our ability to dea" I wit-J! ^ them, the steps we plan 
r the legislative support of Conor ^ H ^ "' and t he Possible 
nal tools to assist our efforts? 9 Provide us with 
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While Congress has the authority to confer adequate powers 
;her branches of government to cope with the transition from 
3cal to interstate criminal activity because all such activity 

in the United States, its ability to provide federal law 
snt authorities and courts with sufficient means to deal with 
Lonal criminal activity is much more circumscribed. We are no 
Baling with one sovereign nation, but with many. The 
38 of United States investigative agents and prosecutors 

in such cases are regulated not only by United States law, 
ae laws of the countries in which all or part of the criminal 

with which they are concerned took place. And, the effect of 
bates court orders supporting our efforts to obtain investi- 
nformation and evidence is limited to a significant extent by 
ingness and ability of affected foreign countries to permit 
ution of those orders, 

Thus, if we are to deal effectively with such activity, we 
ist the cooperation of the affected foreign countries. No 
s the problem a purely domestic one. It has become one which 
does affect our foreign policies and relations, and it is one 
s become of increasing concern to the State Department. For 
during the past year, the ability of the Justice Department 
n information from certain Carribbean based banks which were 
tinue to be) used to launder proceeds from drugs and narcotics 
es has become a growing issue between the United States and 
those countries which now claim financial dependence on the 
king operations for economic stability. 

As this Subcommittee has noted, banks in foreign juris- 
play a prominent role in international criminal activity 
g the United States. The role of foreign banks in so-called 
e" bank secrecy jurisdictions is of particular importance. 

While banks in certain Caribbean countries are presently 
a significant role in transnational criminal activity 
,g the United States, it is a mistake to limit the inquiry to 
fshore" banks. The problem is a world-wide one. Bank secrecj 
tions exist all over the world, and their proliferation is 
ng. Therefore, resolving our problems with one such country 
idiction, can result in criminals merely shifting their 
es to other countries or jurisdictions. Moreover, it is a 
involving not only small local foreign banks, but one in- 
ily involving branches of many of the world's largest banks. 

Let me address the noteworthy Tnterconex case, a case that 
involve drugs or violent crime* Rather, this was a commercia: 
:ase, the victim was the Raytheon Company - and involved a 
:o defraud the Raytheon Company of more that $2 million. The 
smployed by the defendants related to certain contracts awarde< 
ieon for the fabrication and shipment of modular housing for s 
lytheon air defense project in Saudi Arabia, The defendants 
>ribe jof more thap $1 mAllipn t;o certain Raytheon employees to 
;e the awarding of, shipping .subcontiracts for the modular 
in Saudi Arabia* These shipping subcontracts contained 
I charges of more than $2 million, which the defendants 
1 to a Swiss bank .Account, fl^ese funds ultimately were dis- 
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Until we can obtain the level of cooperation from other ba 
secrecy jurisdictions which we have obtained from the Swiss and cer 
other countries, foreign bank secrecy laws will enable criminals ti 
successfully avoid indictment and presecution in the United States. 
Problem presented by the use of banks in such bank secrecy jurisdicl 
is particularly acute in connection with financial investigations oJ 
level narcotics traffickers and financiers who use banks in such 
jurisdictions to launder the astronomical profits they make from pri- 
ori our society. Many narcotics financial investigations have been : 
frustrated by the invocation of bank secrecy laws. Such use of bank 
secrecy laws plainly frustrates law enforcement agencies which seek 
to protect the public from such criminals and thus, unreasonable ban 
secrecy should not be tolerated by the international community. 

In addition to frustrating major narcotics investigations, 
improper application of foreign bank secrecy law has also played a ''. 
substantial role in obstructing the investigation of numerous fraud 
schemes using banks in such jurisdictions as instrumentalities in 
carrying out such frauds or as facilities for laundering their proce 
Finally, as Assistant Attorney General Archer and Commissioner Egger 
testify, banks in these jurisdictions are being increasingly used in 
numerous criminal tax fraud and tax evasion schemes, and, as already 
described, constitute a focus joint criminal and tax investigations , 
international narcotics traffickers. Their testimony will deal in d< 
with these matters. 

t The predominance of the foreign bank secrecy problem in 
fJi?^3 B Hf transnational law enforcement problems affecting the 
United States should not obscure the need for us to take other steps 

i?![ Ir M i V 2? eSB ? f United Sfcates law enforcement efforts ii 

tnis area. Many of these improvements can be accomplished without 
legislation. 

A i rs f J? an effort fco improve coordination of our overall 
federal effort, the Department of Justice recently sponsored a highly 
successful conference on obtaining evidence from foreign jurisdictioi 
among senior level federal prosecutors and investigators, almost all 
whom had significant experience in international investigations, to 
discuss their activities, the successes thay had achieved, and the > 
problems they had encountered in conducting those investigations..*/ : 
Based on the success of this conference, we anticipate holding futurfe 
conferences on obtaining evidence from foreign jurisdictions on a rec 
basis. 

Second, many impediments to the successful investigation of 
international criminal activity affecting the United States may be ' 
overcome through changes in agency rules and regulations without the 
for new legislation. For example, much of the clearing of transactic 
for banks in Caribbean bank secrecy jurisdictions is done by 

*/ Agencies participating in at th Conference were the Federal Bureau 
Investigations, Drug Enforcement Administration, Internal Revenue 
Service, U.S. Customs Service, Postal Inspection Service, U.S. Marsh 
\ Service, Comptroller of the Currency, Federal Reserve Board, U.S. i 
r " Interpol National Central Bureau, Security Exchange Commission, and- 
Department of Commerce. 
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P many y ;ransactions of investigative interest without having to 
e records of the foreign bank itself. 

Finally, in response to the Subcommittee's specific request for 
H nns there are a number of areas in which legislation may be 
iate'in order to assist the efforts of United States law 
^ authorities in combatting and investigating international 
rSctivit? iff acting ?his country. Neither the Department nor the 
Station is |ormally g recomiaending y specific legislation, but some 
: or discussion are: 



jurisdiction. 

2 Chanqing the Federal Rules of Evidence to facilitate the 
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ance treaty in criminal matters, and the records would be 
ible in United States court proceedings unless the defendant could 
proper showing that there was significant reason to believe the 
s lacked trustworthiness. 
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Mr. Chairman and members of the Subcommittee: 

ThanK you for. the. opportunity , to appear before .you and Pr 
:ws of the Tax Division regarding the use of oft n ^^ 



conS misuse of offshore jurisdictions in 
cLcuen doe S tcia n9 includin g our tax lavs. 

The Tax Division ^ "^^JfLsesd and supervision over 

* nS United States Attorneys 



in a number of cases,. the Tax Division aBBumesreBponBibility 



:ance treaties. 

The use of offshore banks, ^"""^'"""^aSwvitieB 

ts of criminal activity generally. 



isible in court to prove the .J*"utoJial? mnat be committed to 
.rces, both investigative and prosecutorial^mus offshore 
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>ank. It describes a means of incrf. flrst on fc he block to own your ! 
ina concludes - and I quote- 4hor^- ng net worth ^ recycling of fu 
>ver and over again; however' its ! tl lly this P^cess may bl reeve 
rould appear fraudulent! ?h4refore Ve thi J"^ after seve ^ "4?^? 

te, this technique should be used likl 



.n coffee r very sparingly." 

Many other examples could be cited, including prosecutions by 
minal Division, the Tax Division and the United States Attorneys 
'riad of specific money laundering, fraud, tax protestors who 
;r sham transactions through the sale of "common law trus *; s 
.shed through offshore banks which they own or control. Suffice 1 
that the scope of the tax haven problem is huge and that the 
i to combat it, while significant, important and increasing, have 
; not reached a desirable and necessary level. I understand that 
i enforcement components in Government dealing with these problems 
i that the use of offshore banks and other entities for illegal 
;ies continues to grow. 

There are a number of current initiatives and developments tc 
it and attack the offshore problems. Many of these are 
iging. But the concealment, the wide variety of uses made of 
re jurisdictions and their laws, and the size and complexity of 
: the transactions make our efforts at this time seem small and 
late by comparison. 

As I indicated before, an awareness of the problems is a vit; 
step in confronting the many illegal activities involved. The 
, the Congress, others in Government not directly involved in law 
sment, and the media, all need further education and enlightenmeni 
js like this serve an extraordinarily useful purpose in this 
> 

In the closely related area of narcotics trafficking, the 
ant and Attorney General Smith have adverted to the offshore mone; 
:ing problem. They have created the Drug Task Forces not only to 
Let and stem the importation and distribution of narcotics in thi 
ft but also to take the profit out of this invidious business, 
nany of the investigations and prosecutions by the Task Forces will 
acted at large scale and organized groups, with particular emphasis 
Lr financial dealings and financial backers. 

With respect to the offshore evidence gathering problems, 
are also new initiatives being undertaken. Recently, our Division 
junction with the Criminal Division and the Executive Office of 
States Attorneys held an extremely productive conference on 
Lng evidence from offshore jurisdictions for criminal purposes. We 
b together for the first time a large representative number of 
Jtors with experience in obtaining foreign-source evidence. We 
icluded representatives from all of the investigative agencies in 
nent that are encountering criminal activity involving the use of 
i banks, trusts and other entities. These agencies included the 
3A, Customs Service, IRS Criminal Investigation Division, SEC, the 
L Reserve, Comptroller of the Currency, Postal Inspection Service, 
3. Marshals Service. And we plan to hold further conferences of 
fpe to coordinate activities and to seek administrative and 
ative solutions to the offshore problem. 

i i i ' , i i , 

The Prseident's Caribbean Basin Initiative legislation could 
5 a maj.or breakthrough against bank and commercial .secrecy in the 
an The legislation contains provisions that countries in that 



area must relax secrecy throuah ->, 
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691 F. 2d 1384 (llth Cir., 1982) decided by the Eleventh Circuit 
ivember. In Vetco, the court upheld the enforcement of an IRS 
i issued to Vetco for records of its Swiss subsidiary. Vetco 
that compliance would require the Swiss bank to violte Swiss 
' laws which make it a criminal offense to disclose business 
i. The court applied the balancing test set forth in the 
iinent of the Law of Foreign Relations and concluded that the strong 
in interest in collecting tax and prosecuting tax fraud justified 
:usion on Switzerland's interest in preserving secrecy of such 
> 

In the Eleventh Circuit decision in Sank. o_ Nova Scotia, the 
tent was successful in obtaining bank records from the Nassau 
of a bank that also had a Miami branch on which the subpoena was 

No question of jurisdiction was involved but the bank contended 
ihamian bank secrecy law prevent its compliance and would subject 
criminal liability if it complied. Again, the balancing test was 
1 and the court's conclusion was that the investigatory function of 
>. grand jury outweighed the Bahamian secrecy interest. 

These cases are important where there is a contact in the U.S. 
.ent to suppport the summonsor subpoena. Problems with 
itions or other entities in offshore jurisdictions arise, however, 
:hey have no U.S, contact through parent or subsidiary or by doing 
is or otherwise being present in the U.S. Thus, these decisions, 
i step in the right direction, will not solve all of the problems,, 
. the path toward a comprehensive solution is not through the 
. but rather through negotiation of treaties and the exchange of 
ition agreements for law enforcement purposes generally and for tax 
.n particular. While there has been some progress in that area, as 
nore can and will be done. Yet as long as governments provide 
lity for criminal transactions by maintaining strict 
mtiality of bank and corporate records, permitting anonymous 
ite ownership through bearer shares or nominees, and promoting 
benefits" for the conduct of illegal activities, we will continue 
>unter difficulty in investigating and prosecuting these tax fraud 
;. 

In closing, I would like to make the following observations. 
:imony last year, I illustrated the complexity of these problems b 
,ng to illegal, widely promoted tax shelters that use fictitious 
:tions through multiple offshore entities and banks. My conclusio 
md it still is, was that each prosecution of a major scheme in th 
: area involved a major outlay of resources by both the Internal 
! Service and the Department of Justice in the investigation, 
ition and trial of the case.' The same can be said of money 
:ing schemes, offshore "common trusts" created by tax protestors 
ly other criminal activities we face today. With the advent of 
avel to foreign jurisdictions, the sophistication of planning tha 
ito these illegal transactions, the proliferation of banks and 
and other entities to .attract ill-gotten gains, and finally the 
' and concealment that is inherent in these criminal activities, 
enforcement community has a formidable job for which both the 
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TAX HAVM SCHEMES 



The ways in which United States taxpayers use offshore banks 
,e taxes are numerous. By either claiming false business 
ons or -skimming" business profits, tax evaders secretly "fund" 
s in foreign banks and trusts. For a fee, foreigners often help 

the transactions. Repatriation of the untaxed funds takes 
^illustration C mm n Ways f re P atriat ion are highlighted in the 

The diagram depicts five individuals, A, B, C, D and E, who 
3 "- s - business and evade taxes by both false deductions and 
ng. These untaxed funds are "laundered" through a foreign 
tion that keeps 10% for its role in providing an ostensible 

^K? f r 2 18 * deduc 4 on or otherwise assisting in the scheme, 
ainder of the funds are deposited in foreign bank accounts 
led by the taxpayers. The secret bank accounts are often listed 
ts of a foreign partnership or foreign situs trusts. Each 
T u S ? S * a d j fferenfc method to enjoy his share of the untaxed 
in brief, the repatriated funds ostensibly appear to be either 
r-i D" S r ^stments made by foreign persons. Provisions of 

it ti ^?n!fi U % 0a ? an ? ta * C0nventions that provide favorable tax 
it to actual foreign investors are exploited by the tax evaders. 

-?nn iS 6 ^ in ? OI ?f' capital gains on securities and real estate 
.ions and other similar income escape taxation. 
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SHELTER SCHEMES 

Offshore banks are often used as part of illegal tax shel 
schemes. A common aspect is a fraudulent "money circle" or "check s 
The deductible business expenses exist or that a depreciable asset h 
high cost basis. Foreign entities appear to be the source of loans 
finance the expenditures. In reality, either no funds are loaned or 
funds actually loaned are insignificant. The entire transaction is i 
"paper" charade. 

To conceal the fraudulent nature of the loan f a circle of 
entities, all controlled by the promoter, simultaneously negotiate a 
series of checks. All entities maintain bank accounts at the same 
offshore bank. None of the accounts has sufficient funds to cover tl 
checks. All checks are negotiated on the same day. Thus, the debit* 
credits to each account balance. The money circle is complete. The 
promoter has documentation to corroborate ostensible expenditures. 
attached diagrams show, first, the appearance and, second, the realit 
a "money circle." To uncover the fraud, the investigator needs acces 
to the offshore banks records. 
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to Mineral Investments, Ltd. avance minimum royalty p 

Mineral Invesi-m^nt-a T*. u . 

Investments, L?d?, ^ompietel fhf" 1 " 9 3 Check for KB ,000 to Ki, 
' 



, , ompete fh , 

despite the'fact Minera lnvestm 6 nt eY r ^ rC i^ This check 
absent the deposit of Able Coal r ' ' had a zero bank 
check is purportedly issued ?or in V ^ Y ' . In ' S "orthleae check 
demand debentures. r in vestment in King Investments, 



and were orga, 
these companies maintain bank accounts at the sa rae off 



,. , 

checks. ns m each account to cover t 



This money circle was creah^ri i- 

loan made by Able Coal Company io ^ e H f m P re f si that the $S 

for the investor's advance min^ L. V t ? t Mlneral Investments, L ! ( 

loan from a non-related corporitiSn! Y Y Payment Was a bona f S 

In reality, this purcortprl n s nnn , ! 

his deduction was nothinq morf '^=n 10an , n whioh the investor b 
merely created^he apJeaLnce o S loan*^ aS ^ is m0ne y circl 
companies involved and hv M=? ' By con trolling the i, 
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day, the promoter devised a rSL'th^"^ 3t ^ same ba " k 
other trappings of ^ 
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STATEMENT OF THE HONORABLE JOHN M. WALKER, JR. 
ASSISTANT SECRETARY (ENFORCEMENT & OPERATIONS) 
U.S. DEPARTMENT OF THE TREASURY 

BEFORE THE 

COMMITTEE ON GOVERNMENTAL AFFAIRS 
UNITED STATES SENATE 



Mr. Chairman and Members of the Subcommittee; 

Thank you for the opportunity to present our views on the 
is raised by the use of foreign corporations and financial 
itions to facilitate violations of U.S. law. Our interest in this 
: flows naturally from the interests and functions of two Treasury 
'orcement agencies, IRS and Customs, to protect the revenue and our 
il economic interests, as well as to collect taxes and duties. In 
m, since the passage of the Bank Secrecy Act in 1970, we have had 
al responsibility with respect to transnational investigations. 

When the Bank Secrecy Act was introduced by the Chairmen of 
.ate and House Banking Committees, it was clear that they intended 
ik Secrecy Act to play a mojor role in combatting the use of 
, bank accounts to facilitate violations of U.S. laws. During the 
s that preceded the passage of the Bank Secrecy Act, officials 
iveral government agencies testified concerning the need for 
.nee in identifying suspicious transactions and movements of 
y and documenting international transactions in general. The Act 
.ended to assist law enforcement officials by providing for the 
on of records of all significant international transactions as 
; reports of unusual domestic currency transactions, the 
.tional transportation of currency and other monetary instruments, 
torts of international financial transactions or accounts. It is 
,chpin for all investigations of financial activity? it was 
cally designed to deter transactional crimes. 

The reporting requirements of the Bank Secrecy Act provide a 
way to follow unusual cash flows including cash flows caused by 
urg traffickers and their money launderers. Indeed, the tracking 

flows throuhg the reporting requirements of the Act frequently 
b the identification of drug trafficking organizations. As an 
onus,, the Bank Secrecy Act imposes criminal sanctions on those wh< 

comply 'With its requirements. The major narcotics trafficker, 
efully insulates tyimself from actually handling drugs, can still 
gnt before the bar of, justice for failure to comply with the 
ng requirements of the 0artk Secrecy Act or for income tax 
'ojns,, even though theire may\t>e an inability to establish the 
'i-ng narcotics of.ferise., , , 



The Act authorizes the Secretary of the Treasury to issu< 
regulations to carry out the purposes of the Act. The principal 
provisions are: 

1. Banks and other financial institutions must maj 
records that the Secretary determines have a hj 
degree of usefulness in criminal, tax r or regul 
investigations. 

2. They must report to the Treasury Department 
transactions involving currency or other moneta 
instruments as the Secretary may require. 

3. The international transportation of currency an 
other -monetary instruments in excess of $5,000 
be reported to the Treasury Department, 

4. The Secretary must require U.S. citizens, resid' 
and persons doing business in the United States 
maintain records or file reports, or both, of 
foreign financial transactions. 

Regulations 

After considering the Congressional mandate expressed in 1 
Act and the committee reports, the Treasury Department issued regulai 
which currently contain the following recordkeeping requirements: 

1. All financial institutions are required to maini 
the following records: 

a. Instructions, given or received, concernii 
transmission out of the U.S. of credit fui 
currency or other monetary instruments, cl 
or securities of more than $10,000. 

b. Each extension of credit in excess of $5,( 
except for those secured by real estate. 

2. Banks, savings and loans, and credit unions mus ( 1 
also retain a copy of the following records: 

a. Documents granting signature authority o\ 
each deposit or share account. 

b. Statements of accounts. 

c. Checks and other charges in excess of $1C 
that are posted to accounts. (Checks dr 
certain volume accounts are exempted.) 

d. Each check or other item in excess of $1C 
transmitted outside the U.S. 
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e. Each check or draft in excess of $10,000 drawn 
on or issued by a foreign bank which is paid 
by the domestic bank. 

f. Each check in excess of $10,000 received 
directly from a foreign financial institution. 

g. Records of each receipt of currency, other 
monetary instrument, securities, checks or 
credit received from a foreign financial 
institution. 

h. Records necessary to reconstruct a checking 

account and to furnish an audit trail for each 
account transaction over $100. 

3. Securities brokers under the supervision of the SEC 
have been subject to recordkeeping regulations for 
many years. The Treasury regulations, however, 
added the requirement that brokers obtain _ a 
signature card or similar document establishing 
trading authority over an account and make a 
reasonable effort to obtain a Social Security number 
of each account. 

In addition, the regulations prescribed the following 
requirements: 

1. Financial institutions are required to report to the 
IRS domestic currency transactions in excess of _ 
$10,000 (IRS Form 4789), Transactions with retail 
type businesses and other domestic banks are 
exempted. 

2. Except for certain shipments made by banks, the 
international transportation of currency and certain 
other monetary instruments in excess of $5,000 are 
required to be reported to the Customs Service 
(Customs Form 4790). 

3. U,S. persons are required to report annually a 
financial interest in or signature authority over a 
foreign financial account. Certain records of such 
an account are required to be maintained in the U.S. 



Sections 128 and 205 of the Act, which gave the Secretary the 
Lity for assuring compliance, also gave him authority to 
jch responsibility to the appropriate bank supervisory agency 
ipervisory agency, 

In accordance yith fchaffc .authority, the responsibility for 
bfflt>tianoe with thef equlretnents of the regulations has been 



nkn Currenc y' with respect to national banks 

banks in the District of Columbia; 



to ^*Hfi f G verno ? s f the Federal Reserve System, with respect 
to State bank members of the Federal Reserve System; 

To the Federal _ Home Loan Bank Board, with respect to insured building 

an? i? ?h afl S ?- atl ? n 5' a ? d insured institutions as defined in section 
401 of the National Housing Act; 

To the Administrator of the National Credit Union Administration, 
tfith respect to Federal credit unions; 

ro the Federal Deposit Insurance Corporation, with respect to all 
Dther banks except agents of foreign banks which agents are not 
3upervised by State or Federal bank supervisory authorities; 

*>.iion f wit > -Pt to brokers 



Po the Commissioner of Customs with respect to reports of 



Po the Commissioner of Internal Revenue except as otherwise 
specified. This means, in effect, that the IRS has the 
;^ P u nS i llt: Y for . e p forc ement of those sections requiring persons 
rho have foreign bank accounts to report them and to keep records 
>ertaining to them, and those sections requiring financial 
institutions to report large and unusual currency transactions, as 
tell as a responsibility to make certain that dealers in foreign 
ixcnange, transmitters of funds, unsupervised or secret agents of 
roreign banks, and similar financial institutions are complying with 
:ne recordkeeping provisions of the regulations. 

Overall responsibility for coordinating the procedures and 
:ts of the agencies listed above and for assuring compliance with the 
.ations has been delegated to my office. 

The regulations were designed to provide an integrated system 
:racing and documenting the overwhelming majority of financial 
lactions that might be of interest to investigators. Financial 
Ltutions are required to maintain records of checks, wire transfers, 
>ther movements of funds and be able to reconstruct transactions 
ints. The currency transaction reports and reports of the 
rnational movement of monetary instruments are intended to fill the 
in the system resulting from the use of currency and bearer 
ruments. In addition, the reports are also intended to alert the law 
rcement community to specific activity that appears to warrant 
Jtigation. 

We recognize that we are very dependent on the Federal bank 
rvisory agencies. Their bank examiners have the primary 
>nsibility for the enforcement of the regulations. The examiners 
see that the records are retained and the unusual currency 
motions are properly reported. In recent years, thay have made a 
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commitment to the enforcement of the Bank Secrecv Act 

' 



reports required to be filpq i>h %l a obt amed from 

re 



re o e flpq i>h 
visions of the Bank Secrecv Act 5L% re f? Ury De P art *>ent under 

>mbine S the talents of crimln?? ftSL??* 8 ?* 8 ? crirai nal activity. 



v ,^ h f v re 9^ lafc ions were amended in 1980 to limit a bank's 

- s.'s ^js^-as^ssjLSs-iJS'au . 

The IRS C9rresponds on reports which do not meet t-h 
minimum criteria for processing and, if thev ar 
unable to ieeolve the problem though y *" 



Th<? IRS is reyiaing Publication 1148 in order to 

provide more detailed instructions for the 

""" ' tne 



Drebaratlort 



3. Guidelines for the compliance agencies to use ir 
recommending civil penalities for violations of 
regulations are now in the final review process, 

4. The Florida State Banking Division has been ver} 
active in checking state chartered banks for 
compliance with the reporting provisions. We h 
been assisting them in that effort and have beer 
exploring other ways in which they could help wJ 
the money laundering problem in Florida, 

5. We have been developing summary reports of the 
report data for use by the bank supervisory ager 
in checking compliance with the currency transac 
reporting requirements and in identifying areas 
the nation where compliance appears to be low, 

Obviously, as the quality of the data base improves, the it 
useful it will become, not only for individual investigations but for 
analytical reports. For example, we have found that analysis of the 
volume of currency transactions between U.S. banks and foreign person 
institutions is very valuable in indicating areas where additional 
investigative action should be taken. 

Operation Greenback 

In 1980, Treasury's Office of Enforcement and Operations, 
the cooperation of the IRS, Customs, and the Department of J^tice, 
developed Operation Greenback. It is an i nte 9 ra ^d investigation of 



., 

5 billion in 1976 to a peak of $5.8 billion in 1980. \in I9b/ it 
;?ined to S5 3 billion. Operation Greenback was based primarily o 
concepts. First, M attAck on the illegal activity associated with 

identified 24 banks tha l^ a ? a ^ d ep t h examinations by the Federal |: 
Those banks were given special in^pth exami several in8titutio : 

banking authorities. f^ ^ie ordinal violations were initiated,: 
where investigations of P" 8 ^"!! tax examinations of 

currency transactions. 



Operation Greenback has documented $2,065,000,000 in U.S. 
3y that has been laundered through international transactions by 
aifferent organizations. The amounts for each are listed below. 
ledule does not necessarily include all of the currency laundered 
i organization, nor the entire length of time it was in operation. 



U.S. Currency Laundered 



Years 
Years 



A $ 300,000,000 2 

B 500,000,000 3 

C 268,000,000 5 Months 

D 250,000,000 20 Months 

E 130,000,000 3 Years 

F 300,000,000 3 Years 

G 70,000,000 8 Months 

H 17,000,000 8 Months 

I 23Q,QQQ r QQQ 3 Years 

$2,065,000,000 

The above figures are from cases either under investigaion, 



or prosecuted. 



During the 30 months of operation, ending December 31, 1982, 

y has seized more than $28 million in currency. In addition, 

Y in excess of $2.5 million has been seized. Appearance bonds in 

of $1.8 million have been forfeited and jeopardy tax assessments 

ng more than $112 million have been made. There are approximately 

aal agents from IRS and Customs assigned to Operation Greenback. 

The combined effort of the IRS and U,S. Customs Service has 
d in approximately 140 indictments, 44 convictions, and 
mately 90 cases are pending trial. 



Although Operation Greenback cases tend to overshadow the other 
a large number of significant Bank Secrecy Act investigations are 
y in many cities across the country. (More than 20 financial 
gative task forces have been established throughout the United 
and Puerto Rico.) Several of the investigations involve 
tional transactions or foreign financial institutions. For 
, a Federal strike force investigation initiated by Customs in 

resulted in the conviction, in 1981, of a group of individuals 
e charged with a criminal conspiracy to launder money in order to 

corporate assets to their own use, bribe employees of commercial 
rs,. and evade taxes. The scheme involved the transportation of 
* instruments to Canada, where they were converted to cashiers 

civil penalties under the BanK Secrecy Act of about $1,000,000 
so assessed in this case. ^fuuu 

En another case in October, 1981, a bank in California and its 

i pled guilty to Bank Secrecy Act charges that involved drugs, tax 



transactions ' ^ bank official 



aBweoaad 



hfi Bank ^r^ Act 



** 4. u r * , Cnairman ' a s I have recited in this statement, a massive 
effort has been made to ensure that the records needed to trace f inane 

"" s^ra-rs - *~ 



that occur in this country can be documented 



n y can e ocum 

In addition, Customs, IRS and other Federal supervisory agencies 

expending a great amount of time in obtaining compliance w!th the 
9eqUirementS d in an 



am t-o ^ in analvz i n 9 the report data. However, in 

be done. Inf ormation S avaii e b iS abundant ? vidence that much more needs 
in cash is being transported out of the^country without^ ilingthe llai 
required currency and monetary investments report. Foreign banks and 
corporations continue to be used to thwart ou? efforts t^enforce the 

hv ^Jn m L^^? n '- mUCh u f the . weakness in the system could be overcc 
by making the following changes in the Bank Secrecy Act: 

1. Amend Section 5316 of Title 31 by making it a crime to 

attempt to transport or cause to be transported" monetary 
instruments in excess of $10,000 without filing a report wit 
Treasury (Customs). 

2. Amend Section 5317 of Title 31 by authorizing Customs office 
to stop and search a vehicle, vessel, aircraft or other 
conveyance, envelope or other container, or person entering 
departing the United States if there is reasonable cause to 
believe there is a violation of the reporting requirements. 

3. Add a new section authorizing the Secretary of the Treasury! 
pay rewards, except to certain Federal, State and local \- 
officers, for original information leading to the recovery 4 
a fine, penalty, or forfeiture exceeding $50,000. It should 
provide that the Secretary shall determine the amount of thd 
reward but in no case shall it exceed 25 percent of the net ! 
amount of the fine, penalty, or forfeiture assessed. There ' 
should also be a provision for necessary appropriations. 

v' 

However, I believe that the information that we have received f; 
the investigative efforts in Florida and the analysis of financial dat, 
indicates that we also need to take action to strengthen our Treasury 
regulations. We are going to draft amendments to the Bank Secrecy Act 
regulations that would require currency exchanges and the dealers in 
foreign exchange to maintain adequate records of their transactions. 
These institutions have played a major role in laundering money in 
Florida and other states. They function like a bank in many respects a 
should be subject to the same type of recordkeeping provision as banks/ 
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In addition r it appears that the time has come to more fully 
ze the Treasury Department's authority to require reports of foreic 
.cial transactions. There have been many statements regarding the ' 
for law enforcement agencies to be alerted to unusual international 
ient of funds by cashiers check, wire transfer, or other methods. 
>ugh the Bank Secrecy Act (31 U.S.C. 5314) would authorize a 
rement that such transactions be reported to the Treasury 
tment, we have been reluctant to exercise it. There are too many 
national transactions that are related to legitimate commerce to 
nt a shotgun solution to the problem. Nevertheless, it is 
asingly clear that law enforcement officials need assistance in 
ifying those persons who are using foreign financial facilities to 
er their criminal activities. In my opinion, a reasonable approach 
e problem would be for the Treasury Department, on the basis of 
mation indicating that there has been a probable misuse of foreign 
cial facilities by U.S. person, to impose selective reporting. Foi 
le, if there is reason to believe that banks in a foreign country 
eing utilized to further illegal activity, the Secretary could 
re specific classes of persons or domestic financial institutions t 
b B their transactions with these foreign banks. We believe that such 
ai rement would be extremely useful to the IRS in tax enforcement, a 
as to other Federal agencies interested in transnational crime. 

Banks located in offshore tax havens are ideally suited to th 
aes of the narcotics trafficker. We have seen in Operation 
jack a number of situations where U.S. currency has been laundered 
jh international transactions. The trafficker's goal, once he has 
lis product, is to hide his money or to cleanse his money so that h 
at it to use without it being attributed to him as unreported 
a. A tax haven with bank secrecy facilitates achievement of this 
ay providing a veil of secrecy over parts of the transaction, so 
:ne taxpayer cannot be definitely tied to the flow of funds 
srmore, the tax haven's infrastructure, which often includes modern 
ig an communications facilities, serves to facilitate rapid movemen 
ids, 

The problem can be illustrated by a smiple case. A narcotics 
icKer arranges for a courier to carry $200,000 in cash in a suitcas 
i Cayman Islands where it is deposited in a small so-called 
!n r ? k l' ,** courier" -doa not file a Form 4790. The money goes 
in account of a Bahamian registered company which is pruchased for 
sum. Business transactions are then run through this company. Th 
iy .then transfers $100,000 to an account in its name at the branch 
.arge money center bank. The narcotics trafficker then borrows 
100 from the Bahamian company. Both the trafficker and the 
ation claim that the loan is simply a signature loan to an 
dual. In fact, the loan is effectively secured by the Cayman 
^ 

Similarly, the drug trafficker can get funds to an offshore 
y having a courier open an account in a Miami bank in a fictitious 

ii?f i a 3! e T 18 ? f S ash ln a short P erlod of time - Th * ne] 
deposit can then -be wired to an offshore bank and handled in the 

anner fey using ,a ^acti^ious identification in an effort to avoid 



Amendments to the Bank Secrecy Act which would give the 
Customs Service an attempt provision and an- outbound search author] 
would help in our efforts to get the courier who transports large t 
cash to offshore banking havens without filing the requisite form, 
existing provisions of the Bank Secrecy Act help us to identify an< 
presecute the courier who makes large cash deposits in a domestic i 
The regulatory changes which we are considering would require spec; 
domestic financial institutions to report their transactions with t 
in certain foreign countries. This banking havens to shield quest] 
transactions from government scrutiny. 

Mr. Chairman, I would appreciate it if the Subcommittee 
consider and support these proposals. I believe that they would be 
contributions to our efforts to overcome the use of foreign banks t 
conceal illegal activity. 
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SECTION vra 



BANK MUST TURN OVfct. flECORDS AT 
FOREIGN BRANCH TO U.3. GRAND JURY 

Compelled violation of foreign country's 
bank secrecy law does not create due pro- 
cess, comity problems in this case, *50,4Q 



Despite the fact that it may result in the violation of a 
foreign country's laws, enforcement of a grand jury 
subpoena for records maintained at a bank's branch 
office in the foreign country does not necessarily violate 
due process or principles of comity, the U.S. Court of 
Appeals for the Eleventh Circuit rules. Here a federal 
grand jury Investigating violations of the tax and narcot- 
ics laws seeks records from a bank's offices in the 
Bahamas. The bunk contends that it would be violating 
the Bahamas' bank secrecy law if it turned over the 
records and that forcing it to do so, in these circum- 
stances, offends due process. But the court emphasizes 
that the bank has not made a good-faith effort to comply 
with the grand jury subpoena, that the Bahamian gov- 
ernment has not attempted to prevent the bank's compli- 
ance, and that the bank has not been denied a constitu- 
tionally required forum to recover any confiscated assets. 
Under these circumstances, the court sayMhe bank has 
not been denied due process. 

The court also rejects the bank's efforts to Invoke 
principles of comity to get around the grand jury sub- 
poena. Relying on In re Grand Jury Proceedings (U.S. v. 
Field), 532 F2d 405 (CA5 1976), the court concludes 
that the foreign statute, which is "hardly a blanket 
guarantee of privacy, does not present u foreign interest 
sufficient to outweigh the U.S. government's interest in 
collecting taxes and ensuring an unimpeded grand jury 
process. (In re Grand Jury Proceedings (U.S, v. Bank of 
f^ova Scotia), 11/29/82) 

Digtsl of Opinion; The Bank of Novu Scutia is a Canadian 
chartered oank with branches and agencies in 45 countries, 
including the U.S. and the Bahamas. A federal grand jury 
conducting a lax and narcotics investigation issued a subpoena 
duces tecum to the bank calling for the production of certain 
records maintained- at the bank's main brunch or any of its 
branch offices in Nassau, Bahamas, 

The bank contends that compliance with the subpoena would 
require it lo violate the Bahamian bank secrecy law and 
therefore enforcing the subpoeria and imposing contempt sanc- 
tions for noncompliance violates due process under Societe 
Internationale Power Participations Industrials v. Rodgers, 
357 U.S. 197 (1958). The bank argues that once it has shown 
that Bahamian law bars production of the documents and that 
it is a disinterested custodian of the documents, due process 
prohibits enforcement of the subpoena. 

[Text\ In Socieie Internationale, a Swiss holding company 

brought an action to recover assets seized under the Trading 

with the Enemy Act. The district court had ordered production 

of certain banking records of a Swiss bank pursuant to the 

government's discovery request. The holding company failed to 

comply with the court's order, after good faith efforts were 

made to comply, on the grounds that compliance would' violate 

iho Swiss penal laws, The district court then dismissed the suit 

with prejudice due to noncompliance with the production 

order. In reversing the district court, the Supreme Court did 

not erect an absolute bar to lanctioni boing imposed for 

noncompliance with summonses or subpoenas whenever com- 

pliance is prohibited by foreign law. * * Societe Intcrnation* 

iilc held only that the sanction of outright dismissal of that 

plaintiffs complaint could not be imposed where that plaintiff 



had acted in gooo^aith, was unable to comply bee 
foreign law, and was entitled to a hearing on the R 
order for the Trading with the Enemy Act to w 
constitutional challenge. * * Socicic International i 
stand for the proposition that a lawfully issued gra 
subpoena may be resisted on constitutional ground 
compliance would violate foreign criminal law. * ' * 

The bank has failed to bring Itself within the ha 
Societe Internationale. The district court found the B 
not made a good faith effort to comply with the s 
* * *. The Bahamian government has not acted to pr< 
Bank from complying with the subpoena. Finally, the 
not being denied a constitutionally required forum tc 
confiscated assets, [End Text] 

The bank also contends that comity between nati 
eludes enforcement of the subpoena. It argues that thi 
court improperly analyzed this case under the balancin 
the Restatement (Second) of Foreign Relations Lav 
United Stales 40, adopted in In re Grand Jury Pro 
(U.S. v. Field), 532 F2d 405 (CA5 1976). In Field, c 
penalties were upheld against a nonresident alien who 
been subpoenaed to testify before a grand jury while pi 
the U.S., refused to answer questions before the grai 
despite the witness* assertion that the very act of t< 
would subject him to criminal penalties in his cog 
residence. After balancing competing interests of the I 
(he Cayman Islands under the Restatement a p proa 
court affirmed the district court's imposition of cc 
sanctions against Field, 

The situation before this court is similar to that in I 
all material respects, and (he bank's attempt to distingu 
case must fail. The bank has been subpoenaed while su 
the jurisdiction of our courts and has been required to < 
information before a grand jury even though the verj 
disclosure may subject the bank to criminal sanction 
foreign sovereign. 
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b In Field, the vital role of a grand jury's investigative func- 
J**rOur system of jurisprudence and the crucial importance 
of the collection of revenue to the "financial integrity of the 
public outweighed the Cayman Islands' interest in protecting 
the right of privacy incorporated into its bank secrecy laws. 
The United States interest in the instant case has not been 
diminished since Field was decided. The bank asserts the 
Bahamas' interest in the right of privacy; this interest is 
similarly outweighed. A Bahamian court would be able to 
order, under Bahamian law, production of these documents. In 
addition, numerous officials, employees, attorneys, and agents 
of the bank may disclose information regarding the account In 
the performance of their various functions under Bahamian 
law. U is incongruous to suggest that a U.S. court afford 
greater protection to the customer's right of. privacy than 
would a Bahamian court simply because this ii a foreign 
tribunal. A statute that is "hardly a blanket guarantee of 
privacy" docs not present a Bahamian interest sufficient to 
outweigh this country's interest in collecting revenues and 
ensuring an unimpeded and efficacious grand jury process. 
Morgan, J. 

(In re Grand Jury Proceedings (U.S. *. Bank of Nova Scotia); 
CAM, 11/29/82) 

ADMISSION OF GRAND JURY TESTIMONY 
DIDN'T VIOLATE SIXTH AMENDMENT 

Testimony Jit within exception to hearsay 
rule, satisfied concerns of Confrontation 
Clause, H00.430 H20.20 H20.40 >1Q0.08 

The admission at trial of grand jury testimony of a 
defendant's girl friend that contradicted the defendant's 
a!!Si does not violate either Fed.R.Ev. 804(b)(5) or the 
Sixth Amendment's Confrontation Clause, the U.S. 
Court of Appeals for the Sixth Circuit rules. 

The defendant's girl friend married him before trial 
and exercised her privilege not to testify against her 
spouse. This step, the court says, made her "unavail- 
able" within the meaning of Rule 804(b)(5), the so- 
called "residual exception" to the hearsay rule. Further- 
more, her grand jury testimony possessed "circum- 
stantial guarantees of trustworthiness." The factors 
identified by the court are the immunity given the girl 
friend, her personal knowledge of the information con- 
veyed by her testimony, and the corroboration of the 
testimony's substance by other evidence. 

After dealing with Rule 804, the court examines the 
extent to which the Confrontation Clause permits the 
introduction of evidence that fits within an exception to 
the hearsay rule. The primary concern is the statement's 
reliability, the court says, so the same conditions that 
demonstrated "trustworthiness" in the Rule 804 analysis 
are relevant on the constitutional question. The court 
also stresses the absence of any indication that the girl 
friend's recollection was faulty or that she would have 
lied about the key issue, the defendant's whereabouts. 

The court stresses that it will not infer the "reliabil- 
ity" needed to -avert Confrontation Clause problems 
merely from the fact that the evidence in question passes 
muster under a hearsay rule exception. (U.S. v. Barlow, 
U/24/82) 

Digest of Opinion; Defendant Jeffrey A. Barlow was con- 
victed for participating in a conspiracy to steal fur garments 
from An interstate shipment and for committing the substan- 
tive offense stemming from the conspiracy. 18 USC 371, 659 
(1976). Together with one Lewis Williams* he stole a van 
containing over one million dollars worth of fur garments in 
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the early moraine hours of August 9, 1980. Barlow and 
Williams unloaded the furs from the van and put them in a 
rental truck. 

During an interview with FBI agents. Barlow stated three 
times that he had been with lantha Humphries, his girl friend 
at the time of the theft. He claimed to have been with her from 
August 8 at 1 1:30 p.m. to the next morning, August 9 at 8:00 
a.m. laniha Humphries' grand jury testimony, however, re- 
vealed that she hail not seen Barlow after 11:30 p.m., August 
8, until he and Williams knocked at her door approximately 
three and a half hours later. She also stated that she observed 
that they had driven the rental truck. The government was 
permitted to introduce the grand jury testimony against Bar- 
low at trial under Rule 804(b){5) of the Federal Rules of 
Evidence. Humphries had married the appellant before trial 
and exercised her privilege not to testify against her spouse 
which, the trial court ruled, made her "unavailable" within the 
meaning of lh Rule. 

Barlow appeals his conviction and contends that the trial 
court admitted the grand jury testimony of lantha Humphries 
in violation of Rule 804(b)(5) and his Sixth Amendment right 
to confrontation. 

Rule 804(b)(5) provides for the admission of statements 
which otherwise would be hearsay if they have circumstantial 
guarantees of trustworthiness equivalent to the other hearsay 
exceptions, and if the trial court finds that they are offered to 
prove a material fact and are more probative than other 
evidence obtainable through reasonable efforts. Although there 
is general agreement that grand jury testimony can be ad- 
mitted under Rule SG4(b)(5), differences exist as to the exact 
terms of its admission, particularly on the question of what 
constitutes "equivalent circumstantial guarantees of trustwor- 
thiness" within the meaning of the Rule. 

[Text] We believe ihat under certain circumstances grand 
jury testimony can be properly admitted under the Federal 
Rules of Evidence. In determining whether grand jury testimo- 
ny of a government witness is admissible under under Rule 
804(b)(5) the trial court first must ascertain whether the 
witness is "unavailable" within the meaning of the Rule. If a 
witness "persists in refusing to testify concerning the subject 
matter of his statement despite an order of the court to do so" 
he is "unavailable" for the purposes of the hearsay rules. 
Fed.R.Evid. 804(aK2). In the case at bar, lantha Humphries 
was clearly unavailable, She had planned to exercise her 
privilege not to testify against her husband, the defendant. 
There Is no indication on ihe record that the marriage was a 
sham. 

Second, th trial court must determine whether the sub- 
stance of the grand jury testimony possesses "circumstantial 
guarantees of truth worthiness" equivalent to the other excep- 
tions included in Rule 804. In making this determination the 
trial court should consider the declarant's relationship with 
both the defendant and the government, the declarant's moti- 
vation to testify before Ihe grand jury, the extent to which the 
testimony reflects (he declarant's personaj knowledge, whether 
the declarant, has ever recanted the testimony, and the exis- 
tence of corroborating evidence available for cross- 
examination. 

In the case at bar the circumstantial guarantees of trustwor- 
thiness were substantial. The declarant, laniha Humphries, 
was the defendant's girl friend and had been given immunity 
from prosecution; therefore, she had no motive to implicate the 
defendant and exculpate herself. Her testimony which conflict- 
ed with the defendant's alibi conveyed information of which 
she had personal knowledge, that is, when, where and with 
whom she saw the defendant. Moreover, the other testimonial 
and physical evidence corroborated the substance of the grand 
jury testimony. The record is replete with evidence from which 
the trier pf-faci coulJ have inferred that the defendant was not 
with his girt friend as he claimed but was with Lewis Williams 
participating in the fur theft. The extent of corroboration will 
vary depending on th purpose for which the grand jury 
testimony is^dnered. [i-W Ttxi\ 

For example, a high degree of corraboralion should be 
required if the testimony U that of an informer who conducted 
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